Dw bao s&m nguy co’ tan céng mang trén dién réng

Thyc hién Coéng van sb 606/STTTT-TTCNTT&TT ngay 30/6/2021 cua S& Thong tin
va Truyén thédng vé viéc dw bao s&m nguy co tAn cdng mang trén dién rong.

Nhdm dam bao an toan théng tin cho hé théng théng tin clia cac co quan, don vi.
Vira qua, UBND huyén ban hanh Céng van vé viéc dw bao s&m nguy co tAn cdng mang
trén dién réng. Qua dé giao cac co quan, don vi thyc hién mot s6 nhiém vu nhw sau:

- Kiém tra, ra soat va xac dinh may chl, may tram st dung hé diéu hanh Windows
c6 kha nang bi anh hwédng. Thwc hién cap nhat ban va bao mat cho cac may bi anh huéng
theo hwéng dan clha Microsoft.

- Tang cwong giam sat hé thdng thong tin va s8n sang phwong an x& Iy khi phat
hién c6 d4u hiéu bj khai thac, tAn cong mang; ddng thdi thuwéng xuyén theo déi kénh canh
bao clia cac co quan chlrc ndng va cac tbé chirc I6n vé an toan théng tin dé phat hién kip
th&i cac nguy co ténﬁcéng mang. )

Chi tiét 16 hong va hwéng din khic phuc

1. Théng tin 16 hong bao mat (CVE-2021-1675)

- MB® ta: Lb hong ton tai trong Windows Print Spooler, cho phép ddi tuong tan
cong leo thang dic quyén chi voi quyén nguoi dungthap.

- Piém CVSS: 7.8 (cao)

- Anh huéng: héu hét cac phién ban hé diéu hanh Windows. Thong tin chi tiét
cac phién ban tham khao tai: https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2021-1675

2. Hwéng din khic phuc
Bién phap t6t nhat dé khac phuc 16 hong bao mat nay 1a cap nhat ban va. Do
trong thoi diém hién tai, Microsoft chwa c6 thong tin vé cic bién phap giam
thiéu thay thé.

2.1. Bdng md cdp nhdt can tdi cho tieng phién ban hé diéu hanh

TT Hé¢ diéu hanh M3 kb Ghi chua
5003667 | Ban update
1 Windows Server 2008 R2 for x64-based Systems thang
Service Pack 1 5003694 | Ban update
security
Windows Server 2008 R2 for x64-based Systems | 5003667 | Ban update
Service Pack 1 thang
2 (Server Core installation) 5003694 | Ban update
security
5003697 | Ban update
3 Windows Server 2012 thang
5003696 | Ban update
security
5003697 | Ban update
4 Windows Server 2012 thang
(Server Core installation) 5003696 | Ban update
security
5003671 | Ban update
5 Windows Server 2012 R2 thang
5003681 | Ban update
security




5003671 | Ban update
6 Windows Server 2012 R2 thang
(Server Core installation) 5003681 | Ban update
security
7 Windows Server 2016 5003638 | Ban update
security
8 Windows Server 2016 5003638 | Ban update
(Server Core installation) security
9 Windows Server 2019 5003646 | Ban update
security
10 Windows Server 2019 5003646 | Ban update
(Server Core installation) security
11 Windows Server, version 2004 5003637 | Ban update
(Server Core installation) security
12 Windows Server, version 20H2 5003637 | Ban update
(Server Core installation) security
13 Windows 10 Version 1607 5003638 | Ban update
(32-bit Systems/x64-based Systems) security
Windows 10 Version 1809 Ban update
14 | (32-bit Systems/ARM64-based Systems/x64-based | 5003646 security
Systems)
Windows 10 Version 1909 Ban update
15 | (32-bit Systems/ARM64-based Systems/x64-based | 5003635 security
Systems)
Windows 10 Version 2004 Ban update
16 | (32-bit Systems/ARM64-based Systems/x64-based | 5003637 security
Systems)
Windows 10 Version 20H2 Ban update
17 | (32-bit Systems/ARM64-based Systems/x64-based | 5003637 security
Systems)
Windows 10 Version 21H1 Ban update
18 | (32-bit Systems/ARM64-based Systems/x64-based | 5003637 security
Systems)
19 Windows 10 5003687 | Ban update
(32-bit Systems/ x64-based Systems) security
20 Windows 7 (32-bit System) Service Pack 1 5003667 | Ban update
thang
5003694 | Ban update
security
5003667 | Ban update
21 Windows 7 (x64-based System) Service Pack 1 thang
5003694 | Ban update
security
5003671 | Ban update
22 Windows 8.1 (32-bit Systems) thang




5003681 | Ban update
security
5003671 | Ban update
23 Windows 8.1 (x64-based Systems) thang
5003681 | Ban update
security
24 Windows RT 8.1 5003671 | Ban update
thang

2.2. Hwoéng ddn kiém tra lich si cdp nhdt
Phuong phap 1: Kiém tra lich st cap nhat trén may chi
- Windows Server 2012:
Truy cap Windows Update > View update history > Kiém tra ma ban cap
nhat dd dung voi ma phién ban can cap nhat tai muc 2.1.
&3 View update history IL]E‘

€ v 1 |% » Control Panel » System and Security » Windows Update » View update history v ¢ Search Control Panel b ‘

Review your update history

Check the Status column to ensure all important updates were successful. To remove an update, see Installed Updates.
Troubleshoot problems with installing updates
Name Status Importance  Date installed

|Se:urityUpdateforWindowsfK94571723) Succeeded  Important 9/15rzozo|

- Windows Server 2016 tré 1én/ Windows 10: 7
Truy cap Setting > Update & Security > Update history > Kiém tra ma
ban cap nhat da dung vi ma phién ban can cap nhat tai muc 2.1.

- Settings

% Home Update status

| | se | Updates are available.

+» Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10).

Updates are ready to install
= Windows Update
Install now
W Windows Defender

Update history

) Recovery

© Activation Update settings

Phuong phap 2: Sir dung CommandLine

- Cach thuce truy cap CommandLine:

+ Vao thanh cong cy Start > Run > g6 cmd.exe va chon OK

+ Vao thanh cong cu Start > G& cmd tai 6 tim kiém va an ENTER
Str dung Iénh systeminfo | findstr KB(ma kb tai muc 2.1)

- Vi du: systeminfo | findstr KB5003681

+ Vi nhitng may chu da update s€ hién thong tin:

. Command Prompt =

icrosoft Windows [Wersion 6.3.76H801
Ccr» 2813 Microsoft Corporation. All rights reserved.

zysteminfo | findstr KBS5HH3681
[1431: KBS8@3681




2.3. Hwéng dan thuc hién cap nhat ban va

2.3.1. Poi véi hé thong khéng cé mdy chit WSUS

- Bué6c 1: Kiém tra OS, version hé diéu hanh dang sir dung:
Cich 1: Chon thanh Start > Go winver > Enter dé kiém tra

All Apps Documents Web More

Best match

' winver

Run command

| Search the web

| 2
/O winver - See web results >

lﬁD winver| |

Settings

Windows Settings

| aboud X

(i) About your PC

. See if you have a 32-bit or 64-bit version of
Do) Windows

g System

Display, sound, notifications,

3 Taskbar notification area

Hear advanced information about controls

Personalization s—  App: [Q e
@ Bac 4 lock scree ; B — PP hen navigating )
Background, lock screen, colors Uning b yn
tu
System
@ faming (17’ fase Show all results
Xbox Game Bar, captures, Game ~~" Narg bso
Mod: contrast

Update & Security

vs Update, recovery

Q

@

P

P

Network & Internet

Wi-Fi, airplane mode, VPN

Time & Language
Speech, re

region, date

Privacy

Location, camera, microphone

Kiém tra muc: Windows Specifications




Settings = a X
@ Home About
System protection
Find a setting P I Product ID 00330-80000-00000-AA579

System type 64-bit operating system, x64-based processor Advanced system settings

System Pen and touch No pen or touch input is available for this display
Rename this PC (advanced)
Copy
3 Display
5 Get hel,
Rename this PC N e

@) Sound & Give feedback
[ Notifications & actions Windows specifications
D Eocus assict Edition Windows 10 Pro

Version 20H2
(5 Power & sleep Installed on 4/14/2021

OS build 19042.928
= Storage Experience Windows Feature Experience Pack 120.2212.551.0

Co

[8 Tablet By N

Change product key or upgrade your edition of Windows
87 Multitasking

Read the Microsoft Services Agreement that applies to our services
&1 Projecting to this PC . 4

Read the Microsoft Software License Terms
% Shared experiences

Budéc 2: Download ban va tai
https://www.catalog.update.microsoft.com/Home.aspx

Microsoft'Update Catalog

#4Q |'help,

| Welcome to the Microsaft Update Catalog site. We want your feedback! Visit our newsgroup or send us an
email 10 provide us with your thoughts and suggestions. To get started using the site, entes in your search
| terms in the Search box above or visit our FAQ for search tips.

[ T oo T St yous oo

> 2020 Microsoft Corporation. All Rights Reserved. | privacy | terms of use | help

- Budc 3: Tim va tai ban cap nhat phi hgp cho may cha hé diéu hanh

i
Micros&ﬁ‘Update Catalog

FAQ") help

3 Search results for *5003681°

Updates: 1 -3 of 3 (page 10f 1) - Previous | Net .,
[mms | Clessibcation Lost Updated | Version Saze | Downiosd
ecurity Orly Qusiity Upds Windows 8.1 Securty Updstes 67772021 W 87Ms | Download

Windows 81 Security Updates. 6/7/2021 wa 254M8

findows Server 2012 R2 Secunty Updates. 8772021 e 367 M8

Quality Upda

Tualty Update Tor Windows Sevver 2012

2021 Microsoft Corporation. All Rights Reserved. | privacy | terms of use | help |



https://www.catalog.update.microsoft.com/Home.aspx

Microsoft Update Catalog - Profile 1 - Microsoft Edge

(3] https;//www.catalog.update.microsoft.com/[

Download

Download Updates

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems

(KB5003681)
windows&,1-kb5003681-x64_b1539261601015f8734d2b28b93627d644 1c378F.msu

Close

- Budc 4: Cai dat ban cap nhat da tai Ién tirng may

Windows Update Standalone Installer

o Windows Update Standalone Installer

Do you want to install the following Windows software
update?

{Security Update for Windows (KB5003621) |

Yes Mo




S Download and Install Updates -

@ The updates are being installed

Installation status:

Initializing installation. .. | N

Installing:

Cancel

- Buéc 5: Khai dong lai may chu sau khi tién hanh cai dat ban cap nhat.
2.3.2. Déi véi hé thong sir dung WSUS
- Buéc 1: Véi cac hé théng sir dung may chit WSUS dé quan tri cac ban
capnhat tap trung, nhap ma kb phu hop dua vao bang trén muc 2.1.

Search *

Search the title, description, Knowledge Base article number, or the Microsoft

Security Response Center number of all updates. £l

Text: [5003631 | |

Update Title

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems (KB5003681)

- Bu6c 2: Chon Approve va chon group hé diéu hanh phu hop véi banupdate



Search *

Search the title, description, Knewledge Base article number, or the Microscft
Security Response Center number of all updates.

Tgxtl 4571723 I \

Close

Update Title
2020-08 Security Onby Cuz . 012 B2 for x64-based Systemns (KB4571723)
I fpplm... I
Decline
Revision History
Status Report
[
Approve Updates x

% To approve an update, select the group from this list of groups, click the arrow, and choose the type

of approval.
Computer Group Approval Deadline
@' | All Cornputers Install 6/16/2021 3:00 AM
'ﬁ' 7| Unassigned Computers Install {inherited)  6/16/2021 3:00 AM (inherited)
'ﬁ' = Windows 10 Install (inherited) 6/16/2021 3:00 AM (inherited)

'ﬁ' = Windows Server 2012 Install (inherited)  6/16/2021 3:00 AM (inherited)

6/16/2021 3:00 AM (inherited)

Install (inherited)

Ctrl+1 1672021 3:00 AM (inherited)
Approved for Removal Ctrl+R 16/2021 2:00 AM (inherited)
Mot Approved Ctrl+M

{D The files fo Deadline + he update can be approved but will not be
available tc
Same as Parent Ctrl+P
QK Cancel

Apply to Children Ctrl+C

- Budce 3: Cai dat ban cap nhat va khéi dong lai may chu.
2.3.3. Kiém tra lgi ban cai dat trén mdy chi

Céac budc thuc hién tuong tu 6 muc 2.2,

2.4. Poi véi nhirng hé théng chua cap nhat dwec DC



- Budc 1: Vao may chu DC, chon Start > Nhap services.msc > Enter

| Apps

® Windows Server Update Services >

= Component Services >

#  Microsoft Azure Services >
Analysis Services Deployment 5
Wizard 18

= Active Directory Sites and Services >

Settings

¥ Use online services with Narrator >

2 Do not allow Microsoft to use your >
voice to improve speech services

Search the web

L service - See web results >

|/0 services |

- Budc 2: Tai muc Services, tim dén muc Print Spooler > chuot phai chon
Properties



Print Spooler
Stop the service

Restart the service

Description:
This service spools print jobs and
handles interaction with the printer.

be able to print or see your printers,

If you turn off this service, you won't

-~

Name Description Status Startup Type
G;, Performance Counter DLL ...  Enables rem... Manual
2 Performance Logs & Alerts  Performanc... Manual
35 Plug and Play Enablesac.. Running Manual

Running  Automatic
Automatic
1d Notif... This Manual

Vs

. Problem Reports and Soluti... This service ... Manual
7, Remote Access Auto Conne... Creates a co... Manual
i, Remote Access Connection... Manages di... Manual

Se, Remote Desktop Configurat... Remote Des... Running Manual
. Remote Desktop Services Allows user... Running  Manual
’.{, Remote Desktop Services U... Allowsther.. Running Manual
. Remote Procedure Call (RPC) TheRPCSS.. Running Automatic

(ay; Remote Procedure Call (RP... In Windows... Manual
if:é, Remote Registry Enables rem... Disabled
‘., Resultant Set of Policy Provi... Provides an... Manual
o)1 Routing and Remote Access  Offers routi... Disabled
& RPC Endpoint Mapper Resolves RP... Running Automatic
o'} Secondary Logon Enables star.. Running Manual
. Secure Socket Tunneling Pr... Provides su... Manual

<] t |

. Portable Device Enumerator... Enforcesgr.. Running Manual (Trig...

Loc

Loc
Loc.
Net
Loc
Loc v

- Budc 3: Chon Startup Type: Disable; Services Status: Stop

General | Log On | Recovery | Dependencies |

Service name: Spooler

Display name: Print Spooler

Description: ig service spools print jobs and handles interaction| -
ith the printer. K you tum off this service, you won't

Path to executable:
C\Windows System 32 spoolsy exe

Startup type: Dizabled W

Service status:  Stopped

| Start || Stop | | Pause | | Resume |

fou can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

- Bu6c 4: Chon OK dé hoan thanh thiét 1ap.




Ngudn tham khao:
https://msrc.microsoft.com/update-quide/en-US/vulnerability/CVE-2021-1675
https://twitter.com/ fOrgetting /status/1405119285802897410

Van Vwong


https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://twitter.com/_f0rgetting_/status/1405119285802897410

