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SH: 4068 /SYT-VP Binh Thudn, ngay 01 thang 12 nam 2020

VIV canh béo nguy co tan cong
mang, khai t,héc 16 hong bdo mat
trén thiét bi DrayTek

Kinh gtri: Céac co quan, don vi truc thudc

Thuc hién Cong vin sd 823/CNTT-YTDT ngay 30/11/2020 cta Cuc cong
nghé thong tin - BO Y té vé viéc canh bao nguy co tin cong mang, khai thac 16
héng bao mat trén thiét bi DrayTek;

Theo do, ngay 03/11/2020, B4 Cong an ¢6 ban hanh Cong van sd 47/TB-
BCA-AO05 vé viéc canh bao nguy co tan cong co6 chu dich (APT) thong qua khai
thac 16 hong bao mat trén mot sé dong thiét bi DrayTek, cu thé nhu sau:

- Theo cong bd tir thang 2/2020 cila cac hang bao mat trén thé gidi va cia
Draytek, mot s6 thiét bi dinh tuyén va chuyén mach cta hang nay c6 16 hong bao
mat nghiém trong (mé 16i CVE-2020-8515). Tin tic khai thac thanh cong 16 hong
bao mat nay co thé dat quyén truy cdp cao nhat (quyén root) vao thiét bi. Dic biét
nguy hiém véi cac thiét bi dinh tuyén, thuong dugc str dung 1a diém két ndi giira
mang Internet voi hé théng mang cuc bd (LAN) bén trong. Bén canh cac thiét bi
dinh tuyén, mot sb thiét bi chuyén mach cua hang nay c6 16 hong ciing kéo theo
nguy co bi tin tic tn cong, thay doi cau hinh VLAN, cho phép tin tic truy cp cic
phan vung mang duoc bao vé trong hé¢ théng mang cuc bo.

- Danh sach céc thiét bi DrayTek ton tai 16 hong bao mat CVE-2020-8515:
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Nhim dam bao an toan thong tin cho cac he thong thong tin nganh y té, So
Y té dé nghi cac co quan, don vi truc thudc thuc hién mot s6 noi dung, cu thé nhu
Sau.



- T6 chirc kiém tra, ra soat cac thiét bj DrayTek (néu c6) dugc st dung trong
hé thdng mang, kiém tra cAu hinh, cdp nhat phién ban Firmware mdi nhat, x6a bo
céc tai khoan la, tat tinh ning quan tri tir xa qua mang Internet (néu khong can
thiét). Thong ké sb lugng, danh sach céc thiét bi DrayTek dang sir dung tai co
quan, don V1.

- Tang cuong giam sat an ninh mang, kip thoi phéat hién tin céng mang,
phdi hop véi cic co quan chirc ning trong viéc xac minh, xir 1y dbi tuong thuc
hién tan cong mang.

- Két qua kiém tra, ra soat giri vé SO Y té trudc ngay 04/12/2020 dé S¢ tong
hop, bao cdo Cuc Cong nghé thong tin- Bd Y té; cac co quan, don vi khong sir
dung céc thiét bi DrayTek ciing bao cdo bang van ban 12 tai co quan, don vi khéng
stt dung cac thiét bi DrayTek. Bao céo gui trudc vé dia chi mail cong vu:
thanhtt@syt.binhthhuan.gov.vn.

bé nghi cac co quan, don vi truc thudc khan truong trién khai thuc hién
cac ndi dung trén./.
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