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Sb: 2970/SYT-VP Binh Thugn, ngay 28 thang 7 nam 2021

V/v 16 hong bao mat mdi anh hudng dén

hé diéu hanh Windows 10, Windows Server

Kinh gtri: Cac co quan, don vi truc thudc.

S6 Y t€ nhan duge Cong vin s6 490/CNTT-YTD ngay 27/7/2021 cua
Cuc Cong nghé thong tin - BO Y t€ ve€ viéc vé viée 10 hong bao mat mai anh
huong dén hé diéu hanh Windows 10 va Windows Server.

Nhim dam bao an toan thong tin cho hé thong thong tin, S& Y té dé nghi
cac co quan, don vi truc thudc thuc hién cac ndi dung sau:

- Kiém tra, ra soat va xac dinh may st dung hé diéu hanh Windows 10 va
va Windows Server (néu c6) c6 kha nang bi anh hudng. Tai thoi diém nay chua
co ban va bao mat cho cac may bi anh huéng, cac don vi can thuc hién bién
phap khic phuc thay thé dé giam thiéu nguy co tdn cong theo hudng din cua
Microsoft (chi tiét tham khdo tai phu luc dinh kem).

- Tang cuong giam sat va san sang phuong an xur ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyen theo doi kénh canh
bao cua cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tn cong mang.

bé nghi cac co quan, don vi truc thudc quan tam thuc hién./.
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Phu luc

Chi tiét 16 hong va huéng din khic phuc ,
(Kem theo Cong van so 926/SYT-VP ngay 25/3/2021 cua So Y te)

STT Tén 15 héng San pham anh | - Phi¢én | Phién ban da Huéng din va 15 héng
hwrong ban va lo hong
vCenter Server 6.5 6.5 U3n https://kb.vmware.com/s/article/82374
vCenter Server 6.7 6.7 U3l https://kb.vmware.com/s/article/82374
VSphere Client vCenter Server 7.0 7.0Ulc https://kb.vmware.com/s/article/82374
(HTMLS5) chira 16 hong | Cloud
1 thyc thi ma tir xa trong | Foundation 3x 3.10.1.2 https://kb.vmware.com/s/article/82374
plugin vCenter Server (vCenter Server)
(CVE-2021-21972) Cloud
Foundation 4x 4.2 https://kb.vmmware.com/s/article/82374
(vCenter Server)
ESXi 6.5 5 DZEIS éllﬁ[}s ID-S G https://kb.vmware.com/s/article/76372
ESXi 6.7 5 DE]S éf{i lD-S G https://kb.vmware.com/s/article/76372
, E é? j;l I?QI;EES;P(EEES-IO ESXi 7.0 E?iﬁ;}%lﬁ https://kb.vmmware.com/s/article/76372
overflow) (CVE-2021- | Cloud
21974) Foundation 3x https://kb.vmware.com/s/article/76372
(ESX1)
Cloud
Foundation 4.x 4.2 https://kb.vmmware.com/s/article/76372
(ESX1)










Phu ll.l’c . ]
Chi tiét 16 hong va huéng din khic phuc
(Kém theo Cong van s0 228/STTTT-TTCNTT&TT ngay 23/3/2021 cua So
TT&TT)

STT

San pham anh
huong

Phién
ban

Phié
n
ban
da
va 16
héng

Huéng dan va 15
hong

vCenter Server

6.5

6.5
U3n

https://kb.vmware.
com/s/article/8237
4

vCen
ter
Serv
er

6.7 U3l

https://kb.vmware.
com/s/article/8237
4




vCen
ter
Serv
er

7.0

7.0Ulc

https://kb.vmware.
com/s/article/8237
4

Clou

Foun
datio

(vCe
nter
Serv
er)

3.X

3.10.1.2

https://kb.vmware.
com/s/article/8237
4

Clou

Foun
datio

(vCe
nter
Serv
er)

4.x

4.2

https://kb.vmware.
com/s/article/8237
4

ESXi

6.5

ESXi
650-

2021
0210
1-SG

https://kb.vmware.
com/s/article/7637
2




https://kb.vmware.

. ESXi670- )

ESXi | 6.7 202102401-SG (2:om/s/art|cle/7637
: https://kb.vmware.

ESXi | 7.0 E7S£57505U11C gom/s/article/7637

Clou

d

Foun https://kb.vmware.

datio | 3.x | com/s/article/7637

n 2

(ES

Xi)

Clou

d

Foun https://kb.vmware.

datio |4.x |[4.2 com/s/article/7637

n 2

(ES

Xi)
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