UBND TINH BINH THUAN CONG HOA XA HQI CHUNGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Poc lap — Tw do — Hanh phic
S6: 649 /STTTT-TTCNTT&TT Binh Thugn, ngay 08 thang 7 ndm 2021
Vv canh béo 15 hdng bao mat méi trong
WinRAR
Kinh gri:

- Céc S0, ban, nganh;
- UBND céc huyén, thi x&, thanh phé.

Theo Trung tdm Giam sat an toan khéng gian mang quéc gia, Cuc An toan
thong tin, B Thong tin va Truyén thong di ghi nhan diém yéu, 16 hong bao mat
méi (CVE-2021-35052) trong phan mém WIinRAR. WInRAR la céng cu hd tro
ngudi ding trong viéc nén va giai nén cac tép tin. Theo danh gia so bo, day la 16
hong ¢6 pham vi anh huong twong d6i 16n, do WinRAR duoc sir dung phd bién
hién nay trong cac co quan to chuc ciing nhu ngudi ding ca nhan. Khai thac thanh
cdng 16 hong nay, déi tuong tan cdng co thé thuc hién tin cdng vao hang loat cac
may tinh nguoi ding dang sir dung WInRAR, tir d6 c6 thé dan dén céac chién dich
tan cong cé cha dich trén dién rong.

Nham dam bao an toan théng tin cho hé théng thong tin cia cac co quan, don
vi, S& Théng tin va Truyén thong dé nghi cac co quan, don vi thuc hién:

1. Kiém tra, ra soat may tinh dang st dung WIinRAR c6 kha ning bj anh
hudng boi 16 hong trén dé c6 phuong an xtr 1y, khic phuc 16 hong. Cap nhat Ién
phién ban mai nhat (hién tai 13 6.02) theo phat hanh cta hing (tham khao huéng
dan tai Phuy lyc kém theo)

2. Tang cudng cong tac giam sét va san sang phuong an xur Iy khi phét hién cé
dau hiéu khai thac, tin cong mang.

Trong qua trinh trién khai thyc hién, néu cé khé khan vieéng mdc, cdc co
quan, don vi lién h¢ s6 dién thogi: 0252.3750293 gap D/c Lé Dang Khoa hodc D/c
Lé Phac Loi.

S¢ Thong tin va Truyén thong dé nghi cac co quan, don vi quan tam phdi hop
thuc hién.

Trén trong!
Noi nhgn: GIAM POC
- Nhu trén;

- Van phong Tinh uy;
- Luu: VT, TTCNTT&TT, Khoa (01b).

~u Van Tuan
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