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(Kém theo Cong vansé6 1416 /L;ZBNADSCNTT ngay 15/6/202Ae4a°E:
uyen '

1. Thong tin cac 16 hong bio mat
- Mé ta: L3 hong ton tai trong BIG-IP iControl REST cho phép ddi tuong
tan cong khong can xac thuc c6 thé thuc thi 1énh tuy ¥, chiém quyén diéu khién

hé théng.
- Piém CVSS: 9.8 (Nghiém trong).
- Anh hwéng:
San pham Phién ban Phien bztn bi anh Ban va
huong
17.X None 17.0.0
16.x 16.1.0-16.1.2 16.1.2.2
15. 15.1.0-15.1. 15.1.5.1
BIG-IP (all >X >10-1515 >15
14.x 141.0-14.14 14.1.4.6
modules)
13.x 13.1.0-13.1.4 13.1.5
12.x 12.1.0-12.1.6 Khong ho tro
11.x 11.6.1-11.65 Khong ho trg

2. Huéng din khic phuc

Bién phap t6t nhat dé khic phuc 1a cap nhat ban vé cho cac 16 hong bao mat
néi trén theo hudng dan cia hang. Quy don vi tham khdo cac ban cip nhat phu
hop cho céc san phém dang str dung tai muc 1 cua phu luc.

Trong truong hop chua thé cip nhat ban va, Quy don vi can thyc hién cac
budc khic phuc thay thé dé giam nguy co bi tan cong nhu sau:

2.1. Chin quyén truy cap iControl REST théng qua dia chi IP

Thay dbi cai dat Port Lockdown thanh Allow None cho timg dia chi IP
riéng trén hé théng. Trong trudng hop can phai mé bat ky cong nao, quan tri vién
nén str dung tiy chon Allow Custom (chi ¥ dé khong cho phép truy cip vao
iControl REST).

Luu y: Viéc thyc hién hanh dong nay s€ ngan chan tat ca quyén truy cap
vao Configuration utility va iControl REST thong qua dia chi IP riéng. Nhiing
thay doi nay ciing c6 thé anh hudong dén cac dich vu khac, bao gdm ca viéc phé
v& cau hinh High Availability (HA).

2.1 . Chiin quyén truy cip iControl REST thong qua giao dién quan ly

Quan trj Vién nén han ché quyén truy cip vao giao dién quan 1y d6i véi
nhitg ngudi ding va thiét bj dang tin cdy. Dé biét thém théng tin va cach  dam



bao quyeén truy cip vao hé thong théng tin BIG-1P, tham khao tai:

e https://support.f5.com/csp/article/K13092
e https://support.f5.com/csp/article/K46122561
e https://support.f5.com/csp/article/K69354049

Luew y: Viée han ché quyén truy cdp vao giao dién quan 1y bang dia chi IP
trong httpd khong phai 1a mot bién phéap khic phuc kha thi.

3. Sira d6i cau hinh BIG-IP httpd

Péi véi cdc phién ban BIG-IP 14.1.0 tro lén, BIG-IP 14.0.0 tro vé truée,
BIG-IP 14.1.0 tro 1én:

Bude 1: Pang nhap vao TMOS Shell (tmsh) cta hé théng BIG-IP bang
1énh sau:

tmsh

Budc 2: Mg cau hinh httpd dé chinh sira bang cach nhép 1énh sau:

edit /sys httpd all-properties

Buéc 3: Xac dinh dong 1énh bat dau voi include none va thay thé none vai
doan sau:

"<If\"%{HTTP:connection} =~ /close/i \">
RequestHeader set connection close
</If>
<Elself \"%{HTTP:connection} =~ /keep-alive/i \">
RequestHeader set connection keep-alive
</Elself>
<Else>

RequestHeader set connection close

</Else>"

Budc 4: Sau khi cap nhap 1énh include, str dung phim ESC dé thoat khoi
ché do twong tac cua trinh soan thao, cudi cing luu cac thay doi bang 1énh sau:

"WQ

Bud6e 5: Tai Save changes (y/n/e), chon y dé luu céc thay doi.


https://support.f5.com/csp/article/K13092
https://support.f5.com/csp/article/K46122561
https://support.f5.com/csp/article/K69354049

Budc 6: Luu cdu hinh BIG-IP bang cach nhan 1énh:

save /sys config

DPoéi vé6i phién ban BIG-IP 14.0.0 tré vé trude:

Budc 1: Pang nhap vao TMOS Shell (tmsh) cta hé théng BIG-IP bang
1énh sau:

tmsh

Budc 2: Mg cau hinh httpd dé chinh sira bang cach nhap 1énh sau:

edit /sys httpd all-properties

Budc 3: Xac dinh dong 1énh bt ddu voi include none va thay thé none véi
doan sau:

"RequestHeader set connection close™

Budc 4: Sau khi cap nhap 1énh include, sir dung phim ESC dé thoét khoi
ché do twong tac cua trinh soan thao, cudi cing luu cac thay doi bang 1énh sau:

"W

Bué6c 5: Tai Save changes (y/n/e), chon y dé luu céc thay doi.

Budc 6: Luu cdu hinh BIG-IP bang cach nhén 1énh:

save /sys config

4. Tai li¢u tham khao

https://support.f5.com/csp/article/K23605346
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