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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN TUY PHONG Poc lap - Tw do - Hanh phc

S6: 1416 /UBND-CNTT Tuy Phong, ngay 15 thang 6 nam 2022
VIv 16 hong bao mat CVE-
2022-1388 anh huong
Nghiém trong trong san
pham BIG-IP.

Kinh gui:
- Cac phong, ban nganh thugc huyén;
- UBND cac x4, thi tran.

Uy ban nhan dan huyén nhan duoc Cong van s6 513/STTTT-TTCNTT&TT
ngay 13/5/2022 cua S& Théng tin va Truyén thong vé viéc 16 hong bao mat anh
CVE-2022-1388 anh huéng Nghiém trong trong san pham BIG-IP (thong tin chi
tiét 16 hong bao mat co tai phu luc kémtheo);

Ngay 04/5/2022, F5 di cong bd thdng tin vé 16 hong bao mat CVE-2022-
1388 anh huang Nghiém trong trong BIG-IP iControl REST, cho phép ddi tuong
tan cdng khong can xac thuc cd thé thuc thi Iénh tly y, tao hoic x6a tép tin, vo
hiéu hda cac dich vu.

Qua danh gia so bo cua Trung tdm Giam sat an toan khéng gian mang quéc
gia(NCSC), Cuc An toan thong tin, Viét Nam c6 hang tram h¢ thdng dang sur
dungsan pham F5 BIG-IP dé bao vé cho cac hé thong quan trong trén nén tang
web nhu dich vy cong, cac hé thong tai chinh, hé thong quan tri dir liéu,...Do d6
hé thong nay s€ la myc tiéu ma cac d6i twong tin cdbng wu tién, tr d6 thyuc hién
cac cudc tan céng nguy hiém.

Nham dam bao an toan thong tin cho h¢ thong thang tin ciia céc co quan, don
vi, UBND huyén d@¢ nghi céac co quan, don vi thuc hién:

Kiém tra, ra soat hé thong thong tin c6 kha niang bi anh huong boi 156 hong
trén va c¢6 phuong an xir Iy, khac phuc 16 hong. Thuc hién cap nhat ban va kip
thoi dé tranh nguy co bi tan cong (tham khao thdng tin tai phy luc kem theo); dong
thoi ra soét lai toan bo hé thdng thong tin caa Quy don vi, thuong xuyén kiém
tra, danh gia dé chu dong phat hién va xu ly kip thoi céac 16 hong bao mat.

Tang cuong giam sat va san sang phuong an xu Iy khi phét hién c6 dauhiéu
bi khai thac, tan cong mang; dong thoi thuong xuyén theo doi kénh canh bao cua
cac co quan chie nang va cac t6 chuc 16n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang.

Trong qud trinh trién khai thuc hién, néu c6 khé khin vuéng mdc, cdc co

quan, don vi lién h¢ sé dién thogi: 0252.3750293 gap D/c Lé Pang Khoa hodc P/c
Lé Phuc Loi.



Pé nghi cac co quan, don vi vd UBND céc x, thi tran quan tam trién khai
thuc hién./.

Noi nhgn: KT.CHU TICH
- Nhu trén; PHO CHU TICH
- Chu tich, PCT.UBND huyén;

- Ph6 VP HDND&UBND huyén;

-Luu: VT, QTM.

u’o’ng Hong Son
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