UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM

TINH CAO BANG Déc 1ap - Tw do - Hanh phuc
Sé: 988 /KH-UBND Cao Bang, ngay 25 thang 4 nam 2023
KE HOACH

Trien khai ra quét, xir Iy, béc go ma doc cac hé thong thong tin
tai co quan nha nwéc trén dia ban tinh Cao Bang nam 2023

Thuc hién K& hoach s6 205/KH-UBND ngay 02/02/2023 cua Uy ban
nhan dan tinh Cao Biang vé Trién khai thuc hién Quyét dinh sé 964/QD-TTg
ngay 10 thang 8 nim 2022 ctia Thu tudng chinh phi phé duyét “Chién lugc An
toan, An ninh mang quéc gia, cha déng ung pho véi cac thach thuc tir khong
gian mang dén nam 2025, tam nhin 2030 trén dia ban tinh Cao Bang, Uy ban
nhan dan (UBND) tinh ban hanh Ké hoach ra quét, xir ly, boc g& ma doc cac hé
théng thong tin tai co quan nha nudc trén dia ban tinh nam 2023 nhu sau:

|. MUC PiCH, YEU CAU

- Trién khai thuc hién ra quét, xa Iy ma doc cho cac hé théng thdng tin tai
cac co quan Nha nude trén dia ban tinh; bao dam 100% may chu, may tram, cac
thiét bi dau cudi tai cac co quan, don vi trén dia ban tinh c6 giai phap phong,
chéng md doc bao vé va co co ché tu dong cap nhat phién ban méi hoac dau
hiéu nhan dang ma doc mai.

- Kip thoi ndng cao nhan thac cho can bg, cong chirc, vién chire, nguoi
lao dong trong co quan nha nudc vé tim quan trong cua bao dam an toan thong
tin trén khong gian mang; thiic day viéc chap hanh nghiém vé chu truong, dudng
161, cac quy dinh ctia Pang, chinh sach phap luat ciia nha nude lién quan dén an
toan théng tin.

- Hoat dong ra quet, xtr ly boc go ma doc khéng lam xéo tron, khong gay
can tro, anh huong dén cong viéc chuyén mon caa cac phong, ban tai co quan,
don vi, dia phuong.

II. NOI DUNG THUC HIEN

1. Cong tac chi dao, trién khai thwe hién cic quy dinh biao dim an
toan théng tin

- Chi dao, quan triét, trién khai thuc hién cac van ban, quy dinh vé cong
tdc bao dam an toan thong tin mang, nhu: Luat An toan théng tin mang nam
2018; Chi thi s6 14/CT-TTg ngay 25/5/2018 cua Thu tuéng Chinh pha vé nang
cao nang luc phong chéng phan mém doc hai; Chi thi sé6 18/CT-TTg ngay
13/10/2022 cua Thi tuéng Chinh phu vé day manh trién khai cac hoat dong wng
ctru su ¢ an toan thong tin mang Viét Nam; Nghi dinh sé 85/2016/ND-CP ngay
01/7/2016 cua Chinh phu vé bao dam an toan hé thong théng tin theo cap do;
Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022 cua Bo truong Bo Théng tin
va Truyén thong Quy dinh chi tiét va hudng dan mot s6 diéu caa Nghi dinh sb
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85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé béo dam an toan hé thong
thong tin theo cap do...

- T chuc tuyen truyén, phd bién, tap huan nham nang cao nhan thirc, ky
nang xtr Iy c&c mdi nguy hai caa ma doc va trach nhiém cua cac don vi, to chuc,
ca nhan trong cdng tac phong, chdng ma doc cua cac hé thdng thdng tin trong
pham vi don vi.

- T6 chirc ra soat, kiém tra, danh gia vé an toan thong tin cho cac hé thong
thong tin tai don vi theo quy dinh tai Nghi dinh s6 85/2016/ND-CP cua Chl'r)h
phu va Thong tu s0 12/2022/TT-BTTTT cua B6 truong Bo Thong tin va Truyen
thong; xay dung, ban hanh phuong an, kich ban tng cttu sy co cho cac h¢ thong
thong tin do co quan, don vi quan ly va cap nhat kip thoi khi cé thay doi.

2. CONg tac ra quét, xir ly boc go' ma doc

- Tap trung van hanh 6n dinh Hé théng quan ly phong, chong ma doc tap
trung va két néi vé Trung tam Giam sat An toan khong gian mang quéc gia
thudc Cuc An toan thong tin - B Thong tin va Truyén thong.

- T6 chuc thyc hién cac giai phdp phong, chong ma doc, bao vé 100%
may chu, may tram va thi€t bi dau cuoi theo huéng dan cua S¢ Thong tin va
Truyén thong.

- Thyc hién ra quét may tinh, thict bi bang phan mém phong chong ma
doc dang c6 hoac cac cong cu khuyen nghi (thuc hién theo Huong dan tai Phy
luc | kem theo Ké hoach nay).

3. Thai gian thye hién: Trong thang 5 va thang 6 nam 2023.

I11. TO CHUC THUC HIEN

1. Sé Théng tin va Truyén théng

- Chu tri, phdi hop véi Trung tam Gidm sét an toan khdng gian mang quéc
gia thuoc Cuc An tpe‘m Thong tin - Bo Thong tin va Truyén thong kiém tra, dam
bao thong tin két noi, chia sé dir liéu ma doc.

- Theo ddi, don ddc, huong dan, hd tro cac don vi trong qua trinh thyc
hién cac noi dung tai Ké hoach.

- Tong hop, béo cao két qua thuc hién vé UBND tinh trugc ngay
30/6/2023.

2. Cac Sé, Ban nganh, UBND cac huyén, thanh pho

- T6 chirc quan trigt can bg, cng chuc, vién chirc, nguoi lao dong trong
co quan, don vi, dia phuong nang cao nhan thic vé bao dam an toan théng tin
trén khong gian mang.

- Xay dyng, hoan thién ho so dé xuat cap do céc hé thong thdng tin thude

pham vi quan Iy gui vé S¢ Thong tin va Truyén thong dé tham dinh, phé duyét
hoac trinh cap c6 tham quyén phé duyét theo quy dinh.
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- Xay dung quy ché bao dam an toan h¢ thong thong tin cho hé thong dap ung
c4c yu cau an toan vé quan Iy theo cip d6 an toan hé thong thong tin twong Gng.

- Ban hanh phuong 4n, kich ban @ng ctiu su ¢ cho cac hé théng thong tin
do co quan, don vi quan ly.

- Thuc hién ra quét, xur Iy, béc g& ma doc va bao cao két qua thuc hign vé
S¢ Thdng tin va Truyén thong truéc ngdy 25/6/2023 (theo mau tgi Phu luc 2
kém theo Ké hoach nay).

Trén day 1a K& hoach trién khai ra quét, xtr Iy boc g ma doc trong co
quan nha nudc trén dia ban tinh Cao Béng nam 2023; yéu cau cac So, Ban
nganh, UBND cac huy¢n, thanh phé trién khai thuc hlen Trong qué trlnh thuc
hién néu c6 kho khan, vudng méc, cac co quan, dia phuong phan anh vé UBND
tinh (qua S& Thdng tin va Truyén thong) dé tong hop, chi dao giai quyét./.

Noi nhgn: KT.CHU TICH
- Cuc Antoanthong tin - Bo TT&TT, PHO CHU TICH
- Chu tich, cac PCT UBND tinh; :
- Céc S¢, Ban, nganh;

- UBND céc huyén, thanh phé;

- VP UBND tinh: CVP, PCVP (Huyén);
TTTT, TTPVHCC, TP.VX;

- Luu: VT, VX(M).

T

rlnh Trwong Huy



] ) Phulycl
~ HUGNG DAN RA QUET, BOC GO MA bQC ‘
(Kém theo Ké hoach s6 988 IKH-UBND ngay 2-34/2023 ciia UBND tinh Cao Bdng)

1. Sir dung cong cu: Chién dich ra quét ma doc
Buwéc 1: Truy céap dia chi https://khonggianmang.vn

Bwéc 2: Nhap chudt vao tag “Cong cu” -> Chon “Chién dich ra quét
mi déc”

& khonggianmang.vn © % B3 A ¢

OlyDbg tut_1[0da.. @ Gmail » YouTube B Translate ® MuasimngaytaiS.. W ATTT [ Futter M NCSC » Taodropdownlist.. » Martin Garrix & Du..

NCSCV& Trang cha Giai phap Théng tin canh bao Blog Tuyén dung Lién hé Bao NCSC
N

iational Cyber Security Center
Céng cu kiém tra 16 héng
ProxyNotFound

Tin nai bat
ProxyLogon

' ’, b
// [Chién dich ra quét ma déc
/" SMART {

BANKING ) I (e tra mang méy tinh ma

DIEN TAP CHU DONG PHONG IPURCle) Kiém tra 16 lot thong tin tai
DF CYBER DEFENSE 202 RUEERREREER!

Céng cu kiém tra 16 héng

L6 HONG BAO MAT
CO THE TON TAI O DAU?

(=] Qo

Trién khai Chién dich Iam sach ma déc trén L& héng bao mét va nguy c¢d méat an toan théng

khéng gian mang nam 2022 tin
DI VAY TIEN ] — \
VE MAT TIEN

I Tror é Giai ma, nhan dién ma doc

téng tién

Kho tri thirc vé tan cong cd

1111012022 INTERCONTINENTAL HANI chU dich

@ www bankingsummit.vn

Buwdc 3: thuc hién ra quét mic mang

Két qué ra soat mic mang

TIEU CHI KIEM TRA KET QUA

Dia chi IP 1 AS45899 VNPT Corp - Hanoi
Hé diéu héinh Windows 10 o Hé diéu hanh cla bon an toan
Trinh duyét Chrome 111.0.0.0 o Trinh duyét cia ban an toan

Chua phat hién 16

Khéng ghi nhén 16 lot di liéu trong 30 ngéy qua
ot © «nengg 5 Ic 930 ngay q

Lo lot dir lieu

Khéng ghi nhén két néi téi mang mdy tinh ddc hai trong
30 ngay qua

N&m trong mang may

Khé
tinh dbc hai ong

Buéc 4: Ra quét chuyén sau bang phan mem phong chong ma doc dang
cO hodc cac cong cu khuyen nghi. (Truwong hop da cai dat phan mem
Bitdefender theo cong van 740/STTTT-TTCNTTTT thi khdng can thec hién buoc
nay).

Chu y chi nén cai dat va chay 01 ung dung




Rda quét chuyén sGu

Bkav

BKAV 2022

Phén mém ra quét ma ddc mién phi
cla BKAV

Khuyén nghi  Don gién

kkaspersky

Kaspersky Virus Removal Tool
Céng cu ra sodt, boc gd phan mém doc
hai chay mét 16n via khang cén cai dat

Bon gidn

Buwéc 5: Kiém tra két qua.

2. Cong cu: Kiém tra mang may tinh ma

2

~
oo

MC

CMC AV
Phén mém ra quét ma déc mién ph
ciia CMC

Khuyén nghi  Bon gién

ESET SysRescue Live

Cong cy ré soat, boc gd phan mém déc
hai chay déc lap véi hé diéu hanh tir
dia CD. DVD hogc USB

Chuyén séu

NCSCX

National Cyber Security C

loC chién dich ma déc 2022
D4u hiéu nhén dién tdn céng (IloC) dé
tich hgp viao cdc gidi phdp bao dém
ATTT, déng gép bdi cong ddng

Chuyén séu

Cong cu Kiém tra mang may tinh ma giup ngudi ding, toé chac kiém tra
xem dia chi IP cua minh c¢6 lién quan dén ma doc hay khong, tir @6 ¢6 phuong

an dé xu ly kip thoi.

Bugc 1: Tur trang chu cua khonggianmang.vn, chon tag “Cong cu” ->
Chon “Kiem tra mang may tinh ma”.

& khonggianmang.vn

e W 'mported From IE ¥ OllyDbg tut_1 | Oda...

@® Gmail

NCSCX

National Cyber Security Center

EXﬁEiNc{) @

DIEN TAP CHU DONG PHONG THU KHO
DF CYBER DEFENSE 2023

Dién 1ap

111101 2022

& www.bankingsummit.vn

* YouTube

INTERCONTINENTAL HAN/ cha dich

&3 Translate

A e

% Mua sdm ngay tai S...

Il AT [l Flutter [l NCSC » Tao dropdown list.

Théng tin canh bao Blog Tuyén dung

Céng cu kiém tra 16 héng

ProxyNotFound

Céng cu kiém tra 16 héng

ProxylLogon

Chién dich ra quét ma déc

NCSCX

rKiém tra mang may tinh ma I

Chin cich sm sgch mé 33 trin
Khidng gon mesng ndim 2022

khoan ca nhan

téng tién

Kiém tra I8 lot théng tin tai

Giai ma, nhan dién ma déc

€5on

Trién khai Chién dich 1am sach m3 déc trén
khéng gian mang nam 2022

Kho tri thifc vé tan céng cé




Buwéc 2: Chon “Kiém tra ngay”.
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CONG CU KIEM TRA MA POC TRONG MANG ©

Dia chi IP cta ban la: 1 NG

An toan!

Bia chi IP cdia ban hién khéng k&t ndi t6 mang may tinh ma nao.

Luu y: K&t qud ghi nhén chi chinh xdc tuyét déi vdi trudng hdp ban dang si dung dudng Internet c6 IP tinh.

Buwéc 3: Kiém tra két qua.
3. Cong cu: Kiém tra 1§ lot thong tin tai khoan truc tuyén

Cong cu Kiém tra 16 lot thdng tin tai khoan truc tuyén ho tro viéc kiem tra
thong tin tai khoan email cq bi 10 lot trénqmang khong, dé ho trg nguoi dung kip
thoi phong tranh cac cudc tan cong cd thé xay ra.

Bugrc 1: Tu trang chu cua khonggianmang.vn, chon tag “Cong cu” -
Chon “Kiem tra 1§ lot thong tin tai khoan ca nhan”.

C' @& khonggianmang.vn

ffiine [} Imported From I M OllyDbg tut_1]0da.. @ Gmail » YouTube @ Translate ® MuasimngaytaiS.. [ ATTT [ Futter [l NCSC » Tao dropdow|

NCSCVI‘G Trang chu Giai phap Théng tin canh bao Blog Tuyén dung

National Cyber Security Center
Céng cu kiém tra 16 héng
ProxyNotFound

. ~e ~
Tln nol bat Céng cu kiém tra 16 héng

ProxyLogon

SMART Chién dich ra quét ma déc
BANI(nI\c() @

DIEN TAP CHU PONG PHONG THU KHO! [ERRIENENIER thong tin tai
DF CYBER DEFENSE 202/ SUIERREILER

Kiém tra mang may tinh ma

Trién khai Chién dich lam sach ma déc trén |

tong tién
gt khéng gian mang nam 2022 1

Kho tri thirc vé tan cong cé
11171012022 INTERCONTINENTAL HAN chui dich

& www.bankingsummit.vn > 43 ’ A
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Bwéc 2: Nhap dia chi Email va chon “Kiém tra”.
Két qua dua ra la “An toan” néu dia chi email khéng nam trong danh sach
cac dia chi email bi 16 lot thdng tin cia kKhonggianmang.vn

CONG CU KIEM TRA LO LOT e
THONG TIN TAl KHOAN CA NHAN

tuanla@gmail.com

CANH BAO
Dia chi email cha ban dugc tim thdy trong danh séach céc tai khoan email bi 6 lot théng tin cua chung 16i vdi cdc mat khdu nhu dudi day.
Xin vui long thay déi théng tin céc tai khoan dang s dung mat khdu nay.
Luu ¥: Khéng sir dung lai cdc mat khdu ci, sir dung cdc mat khau c6 dé manh cao va khic nhau trén cic trang khac nhau.Moi théng tin chi tiét

xin vui ldng lién hé Trung tdm Gidm sét an toan khdng gian mang quéc gia dé dugc tu van hé trg.

Danh sach mat khau 16 lot:

q pwans
Luu y: Mat khdu dugc dn bét théng tin bdng ddu * va chi danh cho muc dich ngudi ding tu ki€ém tra. Dt liéu dugc téng hgp tir nhigu ngubn.
4. Str dung cac phan mém Antivirus
Luwu y: Chi can cai dat va su dung 01 phan mém trén may tinh
4.1. Str dung phan mém Bitdefender theo cong vian so 740/STTTT-

TTCNTTTT
Bwéc 1: Nguoi dung bat Bitdefender da dugc cai dat trén may tinh

Buwéc 2: Chon “Cac nhiém vu quét” , “Quét day da”



Bitdefender Endpoint Security Tools

Cac nhiém vu quét 4

f;la- I-In.l--\i - = P
1DA PHAT HIEN VAN DE [ —

Quét tly chinh

Mhat ky su kien:

r\hié“lj il quet g3 bigian doan. Khong co»
ctay du

¥em nhat kv

Gidy phép hop 1& cho mét mo-dun bao m3

Qua trinh cdp nhat 3 hoan tat thanh cdne
Engines: 792078 (M272920) _
Kiém tra cdp nhat

Buwéc 3: Sau khi quét xong, chon “Xem nhat ky” dé xem ké qua sau khi quét
xong

Bitdefender Endpoint Security Tools

104 PHAT HIEN VAN DE

Mhat ky su kién:

A, Cap nhat danathuc hién

Nhigm vu quét da bi gian doan. Khong cd van dé da dudc tim thay. Tén quét |a Quet

Gidy pheép hdp 1& cho mét mé-dun bao mat da dudc nhan

Qua trinh cao nhat dd hoan tat thanh céna. Phién ban san pham: 75.3195. Phién ban



Két qua hién thi

Quet

Muc tiéu quét
Pudng dan log: C\Program Files\Bitdefender\Endpoint Security\Logsisysternidcf483c4-26d0-486..
Budng dan dé quét:

—
Lo

D
Két qua

Van dé con lai (0)

Van dé dudc giai quyét (0)

Céc muc bi bé qua khi quét [0)
Théng ké

Cd ban

4.2. Sir dung phin mém Kaspersky Virus Removal Tool

Kaspersky Virus Removal Tool la mt ¢ng dung dugc Kaspersky Lab
thlet ké v&i myc dich trd thanh mot may quét virus va dugc cung Cap hoan toan
mién phi bai Kaspersky. Ung dung s& phét hién va g& bo nhitng phan mém doc
hai, phan mém gian diép, virus, trojan, rootkit trén may tinh.

Luu y: tng dung chi quét, go bé ma doc khi dugc nguoi dung kich hoat
su dung, ung dung khong bao vé thoi gian thuc.

Bwéc 1: Nguoi ding tai phan mém tai dia chi
https: //www kasperskv com/downloads/free-virus-removal-tool

[ Free Virus Removal Tool | Fre

< C @ kaspersky.com/downloads/fre:

us-removal-tool
|(aspe r5|(y Home  Business  Partners  Aboutus .

Kaspersky Virus Removal Tool

for Windows®

After downloading, there’s no need to install anything — just follov
these simple steps:

v Open the downloaded file.

v Run Kaspersky Virus Removal Tool


https://www.kaspersky.com/downloads/free-virus-removal-tool
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Buwéc 2: Chay tng dung KVRT.exe. Tich chon ddng y véi diéu khoan sir dung
va chon “Accept”

BT End User License Agresment, Privacy Policy and KSN Statement

Flease read and accept the terms and conditions of the following documents in
order to use the free Kaspersky Virus Removal Tool 2020 app. If you do not agree
to their terms and conditions, the app will not work.

End User License Agreement, Privacy Policy
and KSN Statement

Kaspersky virus Removal Tool 2020 END USER LICENSE =
AGREEMENT aND Products and Services PRIVACY POLICY

KASPERSKY END USER LICENSE AGREEMENT (“LICENSE
AGREEMENT")

PLEASE READ THE FOLLOWING LICENSE AGREEMENT CAREFULLY
BEFORE YOU START USING THE SOFTWARE.

TO ENTER INTO THIS LICENSE AGREEMENT, YOU MUST BE AN
ADULT. IF YOU ARE A CHILD, YOU MUST ASK ONE OF YOUR
PARENTS OR LEGAL GUARDIAN TO READ AND ACCEPT THIS
LICENSE AGREEMENT FOR YOU. PARENT(S) OR HOLDER(S) OF
PARENTAL RESPONSIBILITY MUST ACCEPT THIS LICENSE
AGREEMENT ON YOUR BEHALF AND TAKE FULL RESPONSIBILITY
FOR ALL OBLIGATIONS IMPOSED ON AN END USER PURSUANT TO
THE TERMS OF THIS LICENSE AGREEMENT.

BY RUNNIMNG THE SOFTWARE, OR CLICKING THE BUTTON

INDICATING YOUR ACCEPTANCE IN THE WINDOW CONTAINING THE
LICENSE AGREEMENT, OR ENTERING CORRESPONDING SYMBOL(S)

¥OU REPRESENT THAT YOU ARE AN ADULT AND ARE EITHER
ACCEPTING THIS LICENSE AGREEMENT OMN BEHALF OF YOURSELF

OR YOUR CHILD AND YOU TAKE FULL RESPONSIBILITY FOR ALL
OBLIGATIONS IMPOSED ON AN END USER PURSUANT TO THE TERMS
OF THIS LICENSE AGREEMENT.

ALSO RUNNING THE SOFTWARE, OR CLICKING THE BUTTON
INDICATING YOUR ACCEPTANCE IN THE WINDOW CONTAINING THE ™

confirm that I have fully read, understand, and accept the terms and conditions
of the End User License Agreement

confirm that I have fully read, understand, and accept the terms and conditions
of the Privacy Policy describing the handling of data

confirm that I have fully read, understand, and accept the terms and conditions
of the KSN Statement

Decline Accept

Budéc 3: Chon “Start scan” dé ra quét ma doc trén hé thong

Kaspersky =

Virus Removal Tool (@ Tools @ Quarantine 4l Report

Ready to scan

This free virus scanner is designed to detect malware, adware,
riskware, and allow the user to remove them.

A reboot might require after disinfection.
Please, save all opened documents before scan.

Kaspersky Virus Removal Tool does not provide real-time protection.

-

3 Change parameters

b Start scan

Help  About

~ Mat vai truong hop c6 ma doc, tng dung yéu cau khoi dong lai may tinh
de diét ma doc, nguoi s dung thuc hién theo cac thao tac cua tng dung dua ra.

Buéc 4: Xem két qua sau khi ra quét



Kaspersky
Virus Removal Tool @ Tools @ Quarentine il Report

Scan completed

Duration: 00:04:22
Processed: 2544 objects, details
Found: 0 objects
Neutralized: 0 objects
Quarantined: 0 objects

£ Change parameters

b Start scan

Help  About

4.3. Stir dung phian mém BKAV
Bkav Home 1 Phan mém ra quét ma doc mién phi cia BKAV.
Buwéc 1: Nguoi dung tai phan mém tai dia chi
https://www.bkav.com.vn/download/bkav-home?s=101010

= & bkav.com.vn,

. cabal offline . Imported From IE L OllyDbg tut_1 | Oda... @Gmail » YouTube [§ Translate ® Muasam ngay taiS... . ATTT ., Flutter

Bkav Bphone  AlView  SmartHome

Bkav Home

Phién ban mién phi v&i nhitng tinh nang co ban. Tuy nhién néu cé digu kién, ban nén nang cap lén
Bkav Pro dé dat hiéu quéa toan dién va 1au dai. D& nang cp, ban can cd Thé Bkav Pro (299.000 VND/ 1
nam str dung, chuyén Thé tan nai trén toan quéc, mién phi van chuyén)

So sanh véi ban Bkav Pro

Bu6c 2: Nguoi dung cai dat ung dung BKAV tir file da tai vé



Bkav Home Setup — >

D&t bigu trgng Bkav Home trong menu Start
Bi&t bigu trgng Bkav Home trén Desktop

[ ]English Interface

Thir muc s€ cai dat

C:\Program Files (x88)\BkavHome =

Thoa thudn st dung Cai dat Thoat

Buéc 3: Chay ung dung va quét ma doc

(4H Bkav | nmeen

Nhat ki Lich quét

Chon & dia Chon ki&u file Lua chon khac

@ T&tca 4 arng va USE || File churang trinh |« Bao vé thdi gian thuc
1 Chon & dia hé théng i File van ban I Tirbdo vé

1 Chon nhigu & dia vl Tatca cacFile | Diét khéng can hai

1 Chon thur muc ¥ Xda tit cd Macro _| English Interface

Trg gidp

19/02/2022 ver 6960

"&4 Bkav' |

Tuy chon Nhat ky Lich quét Nang cap

BPang quét ...
Thai gian quét:  00:00:19

Bang quét: C:\Windows\WinSxS w86 _netf-mscories_dl_31bf3856ad364e35_10.0. 19041, 1_n...\mscories. dll
(] ]
54 file, object 83 quét: 472

Mhi€m virus, chira m3 thutc thi: 0
B3 cach ly, diét, loai ba: ] || TAtmay sau khi quét xong

19/02/2022 ver 6960

Buéc 4: Xem két qua
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Bkav Home x

Thai gian quét: 00:07:40
54 file, object 43 quét: 15480
Mhiém virus, chira ma thue thi: 0

Ba cach ly, digt, loai ba; 0

4.3. Sir dung phan mém CMC AV
Phan mém ra quét ma doc mién phi cia CMC

Buwéc 1: Ngudi dung tai phan mém tai dia chi
https://cmccybersecurity.com/download/av-free/

@ SetupCMICAV.exe - CMC CYBER © X ==

< Cc @ cmccybersecurity.com/download/av-free/

c’(}o Cﬁsxi?ﬁffi”fm G161 THIEU TRUNG TAM 50C DICH VU GIAI PHAP HOP TAC DAI LY TAI VE

.22 ThiQ

SetupCMCAV.exe

Tai xuéng 202310
Total Views 88
Stock =
Kich thudc tap tin 140.96 MB
File Type &
Tao ngay 22/10/2019
Cap nhat mai nhat 08/10/2021

sit:piMCAv.exe m
Buéc 2: Nguai dung cai dit ing dung CMC tir file da tai vé

el Caidat - CMC Antivirus et

R ——

53n sdng cai dit =—
CMC Antivirus d3 san sang d& dugc cai dat trén may tinh ala ban. i ]

Click Cai dat d& t€p tuc.

Hiy
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Buwdc 3: Chay ung dung va quét ma doc

© CMC Antivirus 2021

o

Tang quan J g Mhat ky Ban quy&n

Quét todn bd (Dang quét)

QUét " D

Quét tiy chon

Biang quét tép: C:'\Program Files\Common Filesmicrosoft share ... symbals. xml
Phat hién gan nhat: ...
Quét thi€t bi ngoai vi

i Ldn quét gan nhat  Thift bi chira duroc quét Bn ndo wdi kifu quét nay
Khu vuc cach ly
B3 quét:

Binhifm: ... B3 digt:

Chi tiét

H& trg tir xa

Buwéc 4: Xem két qua

1§ CMC Antivirus 2021

Kifu quét: Quét todn bd 54 tép d3 quét : 669
Théi gian bat d8u @ 14/04/2023 10:16:29 58 tép bi nhifm virus : 0
Thai gian két thuc @ 14/04/2023 10:17:02 Dadiétdugc: 0

Danh sach t&p nhiém virus :

Burdng dan tdi tép TEén virus Trang thai




i Phu luc 2
~ MAUBAO CAO KET QUA THUC HIEN ‘
(Kém theo Ké hoach s 958 IKH-UBND ngay 23/4/2023 ciia UBND tinh Cao Bang)

BAO CAO
Ket qua trién khai ra quét, xir ly boc g& ma dgc tai cac co' quan,
don vi trén dia ban tinh Cao Bang nam 2023

1. Thong tin chung:

= TEN AOMN VI: ciiiiiiiiiii
- T8N 4N bo cuNg CAP thONG tiN:.......veeeeeeeeeeeeeeeee e,
= SO AIEN thOQE: vvvveeeeeeeeeeeeeeeeeee, Email: ..o
2. Thong tin s0 lidu:

2.1. Vé ho so dé xuit cap d theo Nghi dinh s6 85/2016/ND-CP:

- S0 lugng hé thong thong tin da xay dung ho so dé xuat cap do* trén tong
s0 hé thong théng tin thudoc pham vi quan Iy: ...,

- Kh6 khan, virdng MAC (NEU CO): ...uvuveeeeeeeeeeeeeeeeeeesee s
- D& XUAL, KiéN NGNT (NEU COY: oot
2.2. Ban hanh phwong 4n, kich ban @ng ciru su c6:

- Pon vi di ban hanh phuong an, kich ban GNg cu Sw €62 ..,
- Kh6 khan, vidng MAC (NEU CO): ....uvuveeeeeeeeseeeseeeees s
- D& XUAt, KiN NGNL (NEU CO): .ot

2.3. Quy ché bao dam an toan h¢ thong thong tin cho hé thong dap wng
cac yéu cau an toan vé quan ly theo cap dé an toan hé thong thong tin
twong wng

- Pon vi da ban hanh Quy ché bao dam an toan hé thong thong tin cho hé
thong?® trén tong so hé thong thong tin thuoc pham vi quan Iy: .......c.ceeveevevennene,

- Kh6 khan, virdng MAC (NEU CO): ...uvrveeeeeeeeeeeeeeeteeses s
- D& XUAL, KiEN NGNT (NEU COY: ovvvoeeeeeeeeeeee et
2.4. Két qua ra quét, boc g& ma doc:

Dia chi IP ctia don vi 6 nam trong mang may tinh ma (botnet) hay khong?
(néu c6, ghi 16 dia chi IP tinh cia dON Vi)i.veveeveeeeeeeeeeeeesssee s,

S6 lwong may tinh, thiét Di UOC A QUAL .......veeeeeeeeeeeee e,

L Truong hop da xay dung, ghi ro sb hiéu van ban
2 Truong hop da ban hanh, ghi & sb van ban
3 Truong hop da ban hanh, ghi & sb van ban
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- Kh6 khan, virdng MAC (NEU CO): ...uvreeeeeeeeeeeeeeeeeeeeee s
- D& XUAL, Ki€N NGNT (NEU COY: oot
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