_UBND TINH CAO BANG CONG HOA XA HOI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc lap - Tw do - Hanh phic

S6: 475/SGDDT-QLCLCNTT Cao Bang, ngay 21 thang 3 nam 2023
Vv canh bao 10 hong bao mat anh
hudng cao va nghiém trong trong cac
san pham Microsoft cong bd thang
3/2023

Kinh gtri:
- Phong Gido duc va Pao tao cac huyén, thanh phé;
- Céc truong truc thudc So;
- Cac phong thudc So;
- Cac trung tam GDNN-GDTX;
- Trung tdm GDTX tinh.
(Goi chung la cac don vi)

S6 Gido dyc va DPao tao (GDPT) nhin dugc Cong vin sb
74/TTCNTTTT-KTCN ngay 20/3/2023 ciua S& Thong tin va Truyén thong vé
canh bao 16 hong bao mat anh hudng cao va nghiém trong trong cac san pham
Microsoft cong b thang 3/2023. Microsoft di phat hanh danh sach ban va 74 15
hong bao mat cta hing, trong d6 c6 mot sd 16 hong bao mat c6 mic anh hudng
cao va nghiém trong nhu sau:

- L héng bao mat CVE-2023-23397 trong Microsoft Outlook cho phép
doi tuong tan cong thuc hién tan cong nang cao dac quyén. Lo hong nay dang bi
khai thac trong thuc t€;

- L héng bao mat CVE-2023-24880 trong Windows SmartScreen cho phep
doi tuong tan cong thue hién tan cong vuot qua co ché bao mat (Bypass). L6 hong
nay dang bi khai thac trong thyc t¢;

- Lb héng bao mat CVE-2023-23392 trong HTTP Protocol Stack cho phép
doi tugng tan cong thuc thi ma tur xa;

- Lo hong bao mat CVE-2023-23415 trong Internet Control Message
Protocol (ICMP) cho phép doi tugng tan cong thyc thi ma tur xa;
- Lo hg‘)ng bao mat CVE-2023-23399 trong trong Microsoft Excel cho phép
doi tugng tan cong thuc thi ma tir xa;

- Lo hg‘mg bao mat CVE-2023-23400 trong Windows DNS Server cho phép
doi tugng tan cong thyc thi ma tur xa.

(Théng tin chi tiét diém yéu, 16 hong va huéng dan khdic phuc cé tai phu
luc kem theo Cong van so 383/CATTT-NCSC ngay 17/3/2023 cua Cuc An toan
thong tin duoc gui kem theo trén i0ffice)
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Pé bao dam an toan thong tin trong hé théng théng tin, S& GDPT dé nghi
cac don vi trién khai, thuc hién mot s6 ndi dung sau:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu }}énh Windows co6 kl}él
nang bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan
cong.

2. Tang cuong giam sat va san sang phuong an xtr 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang, dong thot thuong xuyén theo doi kénh canh
bao cua cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

Trong truong hop can thiét co thé lién hé dau mbi Ung clru sy cd may tinh

tinh Cao Bang: Trung tdm Cong ngh¢ thong tin va Truyen thong Cao Bang, Pia

chi: S6 062, Bé Vian Pan, Hop Giang, thanh pho Cao Bang, bién thoai:
02063.955.899. Email: chitc@caobang.gov.vn.

Pé nghi cac don vi nghiém tac thuc hién./.

Noi nhin: GIAM POC
- Nhu trén;
- Lanh dao S&;

- Website So: %/,/
- Luu: VT, QLCLCNTT sy, :

Vi Van Duwong
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