UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN HA QUANG Péc 1ap — Tw do — Hanh phuc

S6: 159 /UBND-VHTT Ha Qudng, ngay2/thang 01 nam 2021

V/Iv Canh bao nguy co ma d6c ma hda dir
liéu tan cdng vao hé thdng thong tin caa
cac co quan, to chire trén dia ban huyén

Kinh gui: 7
- Cac phong, ban, nganh, doan the huyén;
- Uy ban nhén dan céc x4, thi tran.

Thuc hién céng van s6 03/TTCNTTTT-KHCN ngay 07 thang 01 nam 2021
cua Trung tam Cong nghé thong tin va Truyen thdng vé viéc canh béo nguy co ma
do6c ma hoa dit liéu tan cdng vao hé thong thdng tin cua cc co quan, to chic trén
dia ban tinh Cao Bang.

Qua cdng tac theo ddi va ra soat an toan thong tin, Trung tam Cong ngh¢
thdng tin va Truyen thong - S¢ Thong tin va Truyen thdng canh bao nguy co ma
doc mé héa dix licu tan cdng vao hé thong thong tin cia cac co quan, to chuc, cu the
nhu sau:

Ngay 31/12/2020 Trung tdm ghi nhan c¢c6 ma doc mad hoa dir li¢u
(Ranomeware) tan cong vao mot sé6 may chu chay hé diéu hanh Window Server
trén dia ban tinh, ma ddc da ma hoa toan bo dir liéu cia may tinh va thong bao yéu
cau tra tién dé duoc giai ma dir liéu di bi ma hoa. Pay 1a dang Ranomeware
Globeimposter 2.0, mot loai ma doc ma hoéa dir liéu doi tién chude, ma doc nay
duoc dong goi trong cac tép tin co thé qua mat dugc mot sé phan mém diét virus va
hién tai chua c6 cong cu giai ma loai ranomeware nay.

Mai doc nay l1ay nhiém chi yéu qua cac cach thtc chi yéu sau:

- Tich hop cac ung dung, phan mém khéng rd ngudn goc, phan mém bé
khoa...

- Céc file dinh kém thu rac, thu gia mao.

- Tr c&c trang web cung cap dich vu luu trir mién phi, website gia mao, céc
popup quang céo, website chira noi dung khéng lanh manh.

- Tan céng manh c6 chu dich (APT)

D¢ dam bao an toan thdng tin cho h¢ thong thang tin tai don vi, Uy ban nhéan
dan huyén de nghi cac phong, ban, nganh huyén; Uy ban nhan dan cac xa, thi tran
thuc hién mot s6 noi dung sau:

1. Theo ddi va ngn chan mang cua don vi két ndi dén IP: 89.39.107.61 (day
la may chu phat tan, diéu khién, ma doc).
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2. Ra soét lai toan bo hé thdng thong tin, may tinh cia co quan, don vi thuc
hién kiém tra, danh gia dé chu dong phat hién va xi Iy kip thoi cac 16 héng bao
mat. Thudng xuyén cap nhat ban véa hé diéu hanh, ban va 16 hong bao mat cho cac
may chi, may tinh, phan mém nhat 14 cac 16 hong dé diéu khién tir xa nhu: CVE
2020-0796, CVE-2020-17022, CVE-2020-16898, CVE-2020-1374, CVE-2020-
1301...

3. Tang cuodng theo doi giam sat dong thoi thuong xuyén theo ddi kénh canh
b&o cua cac co quan chirc nang va cac to6 chirc 16n vé an toan thong tin dé phat hién
Kip thoi cac nguy co tan cng mang.

4. Nang cao canh giac, khdng ma va click vao cac lién két (link) ciing nhu cac
tap tin dinh kém trong email cd chira cac tap tin dang.doc...pdf, zip,... duoc gui tir
ngudi la hodc néu email dugc gui tir ngudi quen nhung cach dit tiéu d& hoac ngon
ngir khac thuong can théng béo cho bo phan chuyén trach quan tri hé théng hoac
dam bao an toan thong tin khi nhan dugc email nghi ngo.

5. Khdng str dung cac cong cu, phan mém beé khoa, khdng rd ngudn goc.

6. Khong truy cap céc trang web cung cap dich vu luu trit mién phi, website
gia mao, khong kich vao cac popup quang céo...

7. Cai dat phan mém diét virus ban quyén va thuong xuyén cap nhat trén toan
bo may tinh cua don vi.

8. Can trién khai ldp dat mot sb thiét bi ti thiéu dé dam bao an toan thong tin
cho hé thong méay chu nhu: Hé thdng tuong lira Firewwaill, hé théng phéat hién,
phong chdng xam nhap IDS/IPS, Hé théng phong chdng DOS/DDOS,proxy,
Applicati firewwall.

Trén day 1a nhiing canh bao nguy co ma doc ma hda di liéu tan cong vao hé
thdng théng tin ciia cac co quan, don vi trén dia ban huyén. Uy ban nhan dan huyén
dé nghi cac co quan, don vi quan tam, trong truong hop can hd tro c6 thé lién he
dau méi tng ctru sy o may tinh tinh Cao Bang.

Trung tm Cong nghé thdng tin va Truyén théng Cao Bang.
Pia chi: s6 009, Hoang Vin Thy, Hop Giang, Thanh phé Cao Bang.
bién thoai: 0206.3955.899.Email: chitc@caobang.gov.vn./.

Noi nhgn: KT. CHU TICH
-Nhukinhguw; PHO CHU TICH
- S& Thong tin va Truyén thong; :
- Thuong truc Huyén uy;

- Thuong truc HDND huyén;

- Chu tich, cdc Ph6 CT UBND huyén;
- Trang thong tin dién tur huyén;

- Luu VT,VHTT.

Ky boi: Uy ban nhan dan huyén Ha Quang
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