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S6:3992 /JUBND-VHTT Ha Quang, ngay25 thang 12 nam 2021
V/v canh bao 15 hdng bao mat anh
huong cao va nghiém trong trong cac san
pham Microsoft cong bo thang 12/2021

Kinh giri:
- Céc co quan, ban nganh doan thé huyén;
- UBND céc x4, thj tran.
(goi chung la cac co quan, don vi)

Thuc hién Cong vin sd 206/TTCNTTTT- KTCGCN ngay 20 thang 12
nam 2021 cua Trung tdm Cong nghé thong tin va Truyén thong, vé viéc canh bao
16 hong bao mat anh hudng cao va nghiém trong trong cac san pham Microsoft
cong bo thang 12/2021.

Thyc hién chirc ndng, nhiém vu duge giao; qua hoat dong diéu phdi, hop tac
va chia s¢ thong tin cua Mang ludi img ciru sy ¢0 an toan thong tin mang quéc gia,
Trung tam Cong ngh¢ thong tin va Truyén thong Cao Bang nhan duoc canh bao tai
Cong van s6 1749/CATTT-NCSC ngéx 15/12/2021 cua Cyc An toan thong tin - Bo
Thong tin va Truyén thong vé viéc 16 hong bao mat anh huong cao va nghiém
trong trong cac san pham Microsoft cong bo thang 12/2021.

Théang 12/2021, Microsoft da phat hanh danh sach ban va 67 15 hong bao mat
cua hang, trong d6 c6 mdt s6 16 hong nhu sau:

1. L3 hong Pic biét nghiém trong

- L) hong bao mat CVE-2021-43907 trong Windows Subsystem for Linux

(WSL la mot tinh nang co trén Windows x64 cho phép chay hé diéu hanh Linux
trén Windows), cho phép doi tuong tan cong thuc thi mé tir xa.

- Lb hong bao mét CVE-2021-43899 trong Microsoft 4K Wireless Display
Adapter, cho phép doi tugng tan cong thuc thi ma tir xa.

- L& hong bao mat CVE-2021-43215 trong iSNS Server, cho phép doi tuong

tan cong thuc thi ma tir xa

2. Ld hong ¢6 mirc anh hwéng cao

- ,L6 hong bao mat CVE-2021-43890 trong Windows AppX Installer, cho
phép doi tuong tan cong thuc hién tan cong gié mao. E}én canh do, 16 hong nay
dugc cho la dang duoc khai thac trong chién dich tan cong ma ddc Emotet,
Trickbot, Bazaloader.

—,LS hong bao mat CVE-2021-42309 trong Microsoft SharePoint Server, cho
phép doi tuong tan cong thyuc thi ma tur Xa.
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- Ld l}éng bao mat CVE-2021-41333 trong Windows Print Spooler, cho phep
doi tugng tan cong thuc hi¢n tan cong nang cao dac quyén.

- L& hong bao mat CVE-2021-43880 trong Windows Mobile Device
Management, cho phép doi tugng tan cong néng cao dic quyén, xda tép tin trong
hé thong muc tiéu.

- L& héng bao mat CVE- 2021-43893 trong Windows Encrypting File
System (EFS), cho phép d6i twong tin cong nang cao dic quyén.

- Ld hong bao mat CVE-2021-43240 trong NTFS Set Short Name, cho phép
doi tugng tan cong nang cao dac quyén.

- L& hong béo mat CVE-2021-43883 trong Windows Installer cho phép doi
tuong tan cong leo thang dac quyeén.

(Thong tin chi tié{ diém yéu, 16 héng va huwdng dan khdc phuc cé tai phy luc
kem theo Cong van so 1749/CATTT-NCSC ngay 15/12/2021 cua Cuc An toan
thong tin dwoc gui kem)

Nham dam bao an toan thong tin cho hé théng ctia cac don vi, Uy ban nhan
dan huyén dé nghi cac co quan, don vi thuc hién mét s6 ndi dung sau:

1. Kiém tra, ra soat, xéc dinh méy st dung hé diéu hanh Windows ¢6 kha ning
bi anh hudng. Thyc hién cdp nhat ban va kip thoi dé tranh nguy co bi tan cong.

2. Tang cuong giam sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang, dong thoi thuong Xxuyén theo ddi kénh canh bao
clia cac co quan chiic nang va céac to chirc 16n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang.

Trong trudng hop can thiét c6 thé lién hé dau méi tng ctru sy ¢d may tinh
tinh Cao Bang: Trung tim Cong nghé thong tin va Truyén thong Cao Bing, dia
chi: S6 009, Hoang Van Thu, Hop Giang, thanh phd Cao Bang, Pién thoai:
02063.955.899. Email: chitc@caobang.gov.vn.

Pé nghi cac co quan don vi, Uy ban nhan dan cac x4, thi tran phdi hop trién
khai thuc hién./.

Noi nhdn: KT. CHU TICH
- Nhu trén (VB dién tir); PHO CHU TICH
- Chu tich, cac PCT UBND huyén; )
- Luu: VT, VHTT (Oanh Tuén, Béc).

Ky boi: Uy ban nhan dén huyén Ha Quang
Thoi gian ky: 25/12/202] 14:59:57

Nguyen Thi Phwong
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