UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN HA QUANG Péc 1ap - Tu do - Hanh phiic

S6:1379  /UBND-VHTT Ha Quang, ngay/7thang 6 nam 2021

VIV canh béo 15 hong bao mat
nghiém trong trén san pham
vCenter Server

Kinh gui:
- Cac co quan, ban, nganh, doan thé huyén;
- UBND céc x4, thi trin.
(Goi chung la cac co quan, don vi)

Thuc hién Cong van sb 87/TTCNTTTT-KHCN ngay 15 thang 6 ndm 2021 cua
Trung tam Cong nghé thong tin va Truyen thong ve viéc canh bao 16 hong bao mat
nghiém trong trén san pham vCenter Server.

Thyc hién chirc nang, nhiém vu dugc giao, Trung tdm Coéng ngh¢ thong tin va
Truyén thong Cao Bing nhan dugc cinh bao phat hién ton tai 16 hong bao mat méi
trén san pham vCenter Server (CVE 2021-21985) (VMware vCenter Server la phan
mém quan ly tai nguyen va giam sat tdp trung cho co so ha tang do VMware
VSphere) day 1a 16 hong bao mat duge xac dinh 13 nghiém trong cho phep tin téc co
thé tin cong thyc thi md doc tir xa, tir d6 kiém soat va chiém quyén diéu khién

vCenter Server, 16 hong’bao mat nay da dugc cong ty Vmware xac nhén trén trang chu
ngay 25/5/2021 (Chi tiet tai phu luc kem theo).

Nham dam bao an toan thong tin cho hé thong ctia cac co quan, ban, nganh doan
thé huyén va Uy ban nhan dan cac xa, thi tran. Uy ban nhan dan huyén dé nghi cac co
quan, don vi thuc hién mot s6 ndi dung sau:

1. Kiém tra, ra soat, xac minh hé théng thong tin c6 kha ning bi anh hudng béi 16
hdng trén va c6 phuong an xtr 1y, khic phuc 16 hong. Cac co quan don vi nén cip
nhat, nang cap 1én phién ban Vmware vCenter mai nhat dé khac phuc 16 hong bao mat
noi trén va cac 16 hong bao mat mai phat hién khac.

2. Tang cudng giam sat va san sang phuong an xur 1y khi phat hién c6 dau hiéu bi
khai thac, tin cong mang.

3. Trong truong hop can thiét c6 thé lién hé dau mdi Gmg ctru sy ¢d may tinh tinh
Cao Bang: Trung tim Cong nghé thong tin va Truyén thong Cao Bang, Dia chi: S6
009, Hoang Vian Thu, Hop Giang, thanh phd Cao Bang, Dién thoai: 02063.955.899.
Email: chitc@caobang.gov.vn.

Trén day 1a noi dung canh béo 16 hong bao mat nghiém trong trén san pham
vCenter Server d¢ nghi cac co quan, don vi quan tdm trién khai thuc hién./.

Noi nhan: KT. CHU TICH
- Nhu kinh gini; ‘ PHO CHU TICH
- SO Thong tin va Truyen thong;

- Chu tich, cac PCT UBND huyén;
- Luu: VT, VHTT, (Lién).

Ky boi: Uy ban nhan déin huycn Ha Quang
Thoi gian ky: 17/06 1:02

Nguyén Thi Phuong
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