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$61662 /UBND-VHTT Ha Quadng, ngay/3 thang 7 nam 2021
VIV canh bao 04 16 hong bao
mat trong BIOS ctia may tinh,
thiét bi Dell

Kinh gui:
- Céc co quan, ban, nganh, doan thé huyén;
- UBND céc x4, thi tran.
(goi chung 1a céc co quan, don vi)

Thuc hién Vin ban s6 97/TTCNTTTT- KTCGCN ngay 02 thang 7 nim
2021 cua Trung tam Cong ngh¢ thong tin va Truyén thong tinh Cao Bang Vé
viéc canh bao 04 16 hong bao mat trong BIOS cta may tinh, thiét bi Dell.

Uy ban nhan dan huyén dé nghi cac co quan, don vi phéi hop chi dao trién
khai thuc hién mot s6 ndi dung sau:

Thuc hién chirc nang, nhiém vu dugc giao, qua hoat dong diéu phdi, hop
tac va chia sé thong tin cia Mang ludi ing clru sy ¢b an toan théng tin mang
qudc gia, Uy ban nhan dan huyén nhin duoc canh bdo tai Cong vin sb
806/CATTT-NCSC ngay 29/06/2021 cua Cuc An toan thong tin - B Thong tin
va Truyén thong vé viéc 04 156 hong méi trong BIOS ctia mdy tinh, thiét bi Dell,
bao gdém céc 16 hong c6 ma CVE-2021-21571, CVE-2021- 21572, CVE-2021-
21573, CVE-2021-21574 trong tinh nang BIOSConnect va HTTPS Boot (tinh
nang, cong cu co6 san trén hau hét cac may tinh, thiét bi ctia hang Dell dé hd tro
viéc cap nhat firmware va khoi phuc hé diéu hanh tir xa) trén BIOS clia cdc may
tinh, thiét bi hang Dell. Pac biét 04 15 hong nay co6 thé két hop véi nhau trong
cac chién dich tan cong co6 chu dich dé tan cong, kiém soat may tinh, thiét bi ctia
nguoi dung, tir d6 tan cong sdu hon vao cac hé thdng thong tin quan trong khac.

Ghi chii: Théng tin chi tiét q’iém yéu, 16 héng va hedng dan khdc phuc c6
tai phu luc kem theo Cong van so 806/CATTT-NCSC ngay 29/06/2021 cua Cuc
An toan théng tin (co cong van giki kem).

Nham dam bao an toan thong tin cho hé thong cua quy don vi, Uy ban nhan
dan huyén dé nghi cac co quan, don vi thuc hién mot sé ndi dung sau:

1.Kiém tra, ra soat may tinh, thiét bi cua hang Dell ¢6 kha nang bi anh
huong boi cac 16 hdng trén dé c6 phuong an xu 1y, khic phuc kip thoi. Cap nhat
ban va tuong ung theo phat hanh cua hang. Trong truong hop chua c6 ban va
can c6 phuong an dé ngan chan viéc khai thac 16 hong, dong thoi theo doi
thuong xuyén thong tin vé 16 hong dé cap nhat ngay khi c¢6 ban va.

2.Tang cudng giam sat va san sang phuong an xur 1y khi phét hién c6 dau
hiéu bi khai théc, tan cong mang, dong thoi thuong xuyén theo doi kénh canh
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béo cua cac co quan chirc nang va cac to chirc 16n vé an toan d€ phat hién kip
tho1 cac nguy co tan cong mang.

Trong truong hop can thiét c6 thé lién hé dau mbi Ung clru sy cd may tinh
tinh Cao Bang: Trung tdm Cong nghé thong tin va Truyen thong Cao Bang, dia
chi: S6 009, Hoang Van Thu, Hop Giang, thanh pho Cao Bang, bién thoai:
02063.955.899. Email: cbitc@caobang.gov.vn.

Uy ban nhén dan huyén dé nghi cic co quan, don vi phdi hop chi dao trién
khai thuc hién./.

Neoi nhdn: KT. CHU TICH

- Nhu trén (VB dién tw); PHO CHU TICH
- Chu tich, cac PCT UBND huyén; g
- Luu: VT, VHTT (Oanh).

Ky boi: Uy ban nhan dan huyén Ha Quang
Thm gian ky: 13/07/2021 09:27:43

Nguyen Thi Phwong
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