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S6:1827 /UBND-VHTT Ha Quang, ngay28 thang 7 nam 2021

VIv canh bao 16 hong bao mat méi
anh huong dén hé diéu hanh
Windows10 va Windows Server

Kinh gtri:
- Cac co quan, ban nganh, doan the huyén;
- Uy ban nhén dén céc x4, thi tran.
(Goi chung la cac co quan, don vi)

Thuc hién Vin ban s6 119/TTCNTTTT- KTCCN ngay 26 thang 7 nam 2021 cua
Trung tdm Cong ngh¢ thong tin va Truyén thong vé viéc canh béo 16 hong bao mat
moi anh huong dén hé didu hanh Windows 10 va Windows Server; Vian ban sb
984/CATTT-NCSC ngay 23/07/2021 cua Cyc An toan thong tin - B6 Thong tin va
Truyén thong vé viéc 16 hong bao mat méi anh huong dén hé diéu hanh Windows 10
va Windows Server.

L hong bao mat CVE-2021-36934 anh hudng dén hé diéu hanh Windows 10 phién
ban 1809/1909/2004/21H1/20H2, Windows Server 2019/20H2. Khai thac thanh cong 16
hong nay cho phép dbi tuong tan cong nang cao dac quyén trén hé thong muc tiéu, tir do
¢6 thé chiém quyén diéu khién toan bo hé théng. Tai thoi diém nay, 16 hong bao mat chua
¢ ban va, ma khai thac 15 hong dugc cong khai trén Internet. Do vay, viée khai thac lo
hong tro nén dé dang hon dan dén gla tang cac nguy co tan cong mang. (Théng tin chi tzet

diém yéu, 16 héng va hwéng dan khdac phuc cé tai phu luc kém theo Vin bdn sé
984/CATTT-NCSC ngay 23/07/2021 cua Cuc An toan thong tin dwoc guri kem).

Nham dam bdo an toan thong tin cho hé thong cia cac co quan don vi, Uy ban
nhan dan huyén dé nghi cac co quan, don vi thuc hién mot s6 ndi dung sau:

1. Kiém tra, ra soat va xac dinh may str dung hé diéu hanh Windows c6 kha ning
bi anh huong. Tai thoi diém nay chua c6 ban va bao mat cho cac may bi anh huong,
cac don vi can thyc hién bién phap khic phuc thay thé dé giam thiéu nguy co tin cong
theo phu luc kém theo Van ban s6 984/CATTT-NCSC.

2. Tang cuong giam sat va san sang phuong an xtr 1y khi phét hién c6 d4u hiéu bi
khai thac, tin cong mang, dong thoi thuong xuyén theo doi kénh canh bao cua cac co
quan chirc ndng va cac t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac nguy
co tan cong mang.

Trong trudng hop can thiét co thé lién hé dau mdi ung ciru sy ¢d may tinh tinh Cao
Bang: Trung tdm Cong nghé thong tin va Truyén théng Cao Bang, Pia chi: S6 009,
Hoang Van Thy, Hop Giang, thanh ph Cao Bang, Dién thoai: 02063.955.899. Email:
chitc@caobang.gov.vn. Dé nghi cac co quan, don vj trién khai thyuc hién./.

Noi nhén: KT. CHU TICH
- Nhu kinh giri; ‘ PHO CHU TICH
= Sé Thf)l’lg tll’l Vé Tquén thf)l’lg, T Ky bm Uy hdn nhdn an hy;l Iz-l a Quang

- Chu tich, cac PCT UBND huyén;
- Luu: VT, VHTT (Tuén)

Nguyen Thi Phwong
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