UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN HA QUANG Poc lap - Tw do - Hanh phiic

S6:1647 /UBND-VHTT Ha Qudng, ngay 09 thang 7 nam 2021

V/v canh bao 16 hf)ng bdo mat moi
trong phan mém WIinRAR

Kinh guri:
- C4c co quan, ban nganh, doan thé huyén;
- Uy ban nhén dan céc x4, thi tran.
(Goi chung la cdc co quan, don vi)

Thuc hién Vian ban sé 105/TTCNTTTT-KTCGCN ngay 07 thang 7 nam 2021
cua Trung tdm cong ngh¢ thong tin va Truyén théng tinh Cao Bing vé viéc canh bao
16 hong bao mat méi trong phan mém WinRAR; Vin ban sb 861/CATTT-NCSC ngay
05/07/2021 ctia Cuc An toan thong tin - Bo Thong tin va Truyén thong vé viéc 16 hong
m&i trong WinRAR (WInRAR Id ¢dng cu hé tro nguoi ding trong viéc nén va gidi nén
cdc tép tin).

L3 hong bao mat CVE-2021-35052 t6n tai trén cac phan mém WinRAR phién
ban tir 6.01 tr& xudng, khi khai thac thanh cong 16 hong nay, ddi tuong tan cong co thé
thue hién tin cong vao hang loat cac may tinh nguoi dung dang su dung WinRAR, tur
doé co the dan dén cac chién dich tan cong co chu dich trén dién rong (Thong tin chi tlet

diém yéu, 16 hong va huéng dan khdc phuc c6 tai phu luc kém theo Céng vin so
861/CATTT-NCSC ngay 05/07/2021 cua Cuc An toan théng tin dwoc gui kem).

Nham dam bdo an toan thong tin cho hé thong cua cac co quan don vi, vé canh
bao 16 hong bdo mat mai trong phan mém WinRAR, Uy ban nhan dan huyén dé nghi
cac co quan, don vi thuc hién mot s6 ndi dung sau:

1 I§iém tra, ra soat may tinh dang sir dung WinRAR c6 kha néng bi anh huong
boi 16 hong trén dé co phuong an xur 1y, khac phyc 16 hong. Cép nhét 1én phién ban
mai nhat (hi€n tai 1a 6.02) theo phat hanh cia hang.

2. Tang cuong giam sat va san sang phuong 4n xir 1y khi phat hién c¢6 dau hiéu bi
khai thac, tin cong mang, dong thoi thuong xuyén theo doi kénh canh bao cua cac co
quan chirc ning va cic to chirc 1on vé an toan dé phat hién kip thoi cic nguy co tin
cong mang.

Trong truong hop can thiét c6 thé lién hé dau mdi ing ciu sy ¢b may tinh tinh
Cao Bang: Trung tdm Coéng nghé thong tin va Truyén thong Cao Bang, Dija chi: S6
009, Hoang Vian Thy, Hop Giang, thanh phd Cao Bing, Dién thoai: 02063.955.899.
Email: chitc@caobang.gov.vn.

bé nghi cac co quan, don vi trién khai thuc hién./.
Noi nhin: KT. CHU TICH

- Nhu kinh gtri; PHO C
_ Sé’ Th@ng tln Vé Truyén thf)ng, p =y . }!glIlan nﬁ dan huyen Ha Quang
- Chu tich, cac PCT UBND huyén;

- Luu: VT, VHTT (Tuén).

Nguyen Thi Phuong
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