UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
HUYEN HA QUANG Poc lap - Tu do - Hanh phuc

$6:2030 /UBND-VHTT Ha Qudng, ngay /7 thang 8 nam 2021
V/v canh bao 10 156 hong bao
mat muc cao va nghiém trong
trong cac san pham Microsoft

Kinh gui:
- Céc co quan, ban, nganh, doan thé huyén;
- UBND cic x4, thi tran.
(Goi chung la cac co quan, don vi)

Thuc hién Cong van sd 132/TTCNTTTT- KTCCN ngay 16 thang 8 nam
2021 cta Trung tim cong nghé thong tin va Truyén thong, vé viéc canh bao 10
16 hong bao mat mirc cao va nghiém trong trong cic san pham Microsoft.

Thuc hién chirc nang, nhiém vy dugc giao, qua hoat dong diéu phdi, hop
tac va chia s¢ thong tin ctia mang ludi tmg ciu sy c¢d an toan thong tin mang
qudc gia, Uy ban nhan din huyén nhin duwoc canh bao tai Coéng vin sb
1115/CATTT-NCSC ngay 13/8/2021 ctia Cyc An toan thong tin - B§ Thong tin
va Truyén thong vé viéc 10 15 hong bao mat mirc cao va nghiém trong trong cac
san pham Microsoft.

Ngay 10/8/2021, Microsoft phat hanh danh sach ban va 16i thang 8/2021
v6i 44 ban va cho cac 16 hong bao mat trong san pham cuia minh, 13 trong s6 44
16 hong dugc cong b 1an nay 1a 156 hong bao mat cho phép thuc thi ma tir xa, 7
16 hong trong s6 nay dugc danh gia 1a quan trong. Trong d6 dang chu y la 10 15
hong bao mat c6 muc anh huong tuong d6i 16n trong cac san pham Microsoft
(Théng tin chi tiét 16 hong va huéng dan khdc phuc cé tai phu luc kém theo), dic
biét 1a 04 16 héng bao mat ton tai trong Windows Print Spooler va Microsoft
Windows. Cu thé nhu sau:

- 03 16 héng bao mat (CVE-2021-36936, CVE-2021- 36947, CVE-2021-
34483) trong Windows Print Spooler: Cho phép d6i tuong tan cong thyc thi ma
tir xa, nang cao dic quyén. Trong 2 thang vira qua, 15 hong trong Print Spooler
da c6 anh hudng kha 16n va dugc quan tam ddc bi¢t khi ma Microsoft lién tuc
cong bd ban va cho cac 16 hong lién quan, bat ddu véi CVE-2021-1675 vao
thang 6, tiép theo 1a ban va 16i cho CVE-2021-34527 (con duoc goi la
PrintNightmare) vao thang 7. Cong cu dé khai thac cac 16 hong trén da duoc
cong bd rong rii trén Internet nén nguy co bi khac thac boi cac nhom tan cong
APT hodc dugc str dung trong cac cuc tan cong dién rong 1a rat 1on. 02 15 hong
nay di duoc canh bao tai vin ban s6 2604/BTTT-CATTT ngay 16/7/2021 vé
viéc 05 16 hong bao mat mirc cao va nghiém trong trong cac san pham Microsoft
phat hanh va vin ban s6 2210/BTTTT-CATTT ngay 22/6/2021 vé viéc du bao
sGm nguy co tin cong mang trén dién rong.



2

- L3 hong bao mat (CVE-2021-26424) trong Microsoft Windows: La 15
héng TCP/IP, cho phép d6i tuong tan cong thuc thi ma tir xa. Ld hong nay anh
huong dén Windows 7 dén 10 va Windows Server 2008 dén 2019 véi diém
CVSS: 9.9 (Nghlem trong). Tuy vy theo dy doan cua Trung tdm Giam sat an
toan khong gian mang quoc gia (NCSC), ma khai thac cua 16 hong nay sé& kho
dugc cong bd sdm do viée phat trién ma khai thac phai vuot qua cac tinh ning
bao v¢€ trong cac phién ban madi cuia Windows.

Nham dam bao an toan thong tin cho hé thong cua quy don vi, Uy ban nhan
dan huyén dé nghi cac co quan, don vi thuc hién mot sé noi dung sau:

1. Kiém tra, ra soat va xac dinh may chu, may tram st dung hé diéu hanh
Windows c6 khéa nang bi anh hu’(img. Thuc hién cap nhat ban va bao mat cho cac
may bi anh hudéng theo hudng dan cia Microsoft (chi tiet tham khao tai phu luc
kem theo).

2. Tang cuong giam sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang, dong thoi thuong xuyén theo doi kénh canh
bao cua cdac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cic nguy co tin cong mang.

Trong truong hop can thiét c6 thé lién hé dau moi ung clru sy cd may tinh
tinh Cao Bang: Trung tdm Cong nghé thong tin va Truyen thong Cao Bang, Dia
chi: S6 009, Hoang Van Thy, Hop Giang, thanh pho Cao Bang, bién thoai:
02063.955.899. Email: cbitc@caobang.gov.vn.

Uy ban nhan dan huyén dé nghi cac co quan, don vi phéi hop chi dao trién
khai thue hién./.

Noi nhgn: KT. CHU TICH

- Nhu trén (VB dién tir); PHO CHU TICH
- Chu Tich, cac PCT UBND huyén;
- Luu: VT, VHTT (Oanh).

Ky boi: Uy ban nhén dan huyén Ha Quang
Thm gian ky: 17/08/2021 16:55:22

Nguyen Thi Phwong
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