UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM

HUYEN NGUYEN BINH Poc 1ap — Tw do — Hanh Phuc
$6:272  /KH-UBND Nguyén Binh, ngdy 30 théng 12 nim 2022
KICH BAN

Phuong an phéi hep wng ciru sw cé an toan théng tin mang
trong hoat dgng wng dung cdng ngh¢ thdng tin cia
Uy ban nhan dan huyén Nguyén Binh

Thuc hién Cong van s 2917/UBND-VX ngay 10 thang 11 nam 2022 cua
Uy ban nhan dén tinh Cao Bang vé viéc thyc hién Chi thi s6 18/CT-TTg ngay
13/10/2022 cua Thi tusng Chinh phu vé day manh trién khai cac hoat dong ung
ctru su ¢ an toan théng tin mang Viét Nam:

Uy ban nhan dan huyén Nguyén Binh x&y dung kich ban phuong an ung
ctiru su ¢o cho hé thong thong tin cu thé nhu sau:

CHUONG I
CAC QUY PINH CHUNG
Piéu 1. Pham vi va doi twong ap dung.

- Kich ban nay quy dinh phwong an phdi hop @ng ctiu su ¢ an toan thng
tin mang trong hoat dong hoat dong urng dung cong ngh¢ thong tin (CNTT).

- Kich ban nay duoc &p dung ddi véi cac Phong, ban truc thuoc Uy ban
nhan dan (UBND) huyén.

Piéu 2. Nguyén tic, phwong cham ng ciru Sw co

Phan nhom su ¢ an toan thdng tin (ATTT) mang dap tng cac tiéu chi sau:
- Hé thng thdng tin bi mot sé trong cac sy ¢b sau:

+ Heé thdng bi gian doan dich vu.

+ Dit liéu tuyét mat hoac bi mat nha nude c6 kha ning bi tiét 16.

+ Dit ligu quan trong cta hé thong khong dam béo tinh toan ven va khong
€O kha nang phuc hoi.

+ Heé théng bi mat quyén diéu khién.
_+Su ¢ ¢ kha ning xay ra trén dién rong hoic gay ra cac anh huong day
chuyen.
- Chu quan hé thdng thong tin khong du kha ning kiém soat, xtr Iy duoc su ¢d.
Piéu 3. Chirc niing, nhiém vy, trach nhiém va co ché, quy trinh phéi
hop gitra cac lwe lwgng wng pho sw co

1. Van phong HDND&UBND, Phong Vin hoa va Thong tin a bo phan
phu trach ang ctru sw c6 ATTT mang co trach nhiém:
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- Tham gia hoat dong (ing ctiu khan cap bao dam ATTT mang noi by khi
cd yéu cau.

- Phéi hop voi S& Thong tin va Truyén thong tin, Céng an huyén va cac
don vi lién quan trong vi¢c tang cuong tap trung phat hién, canh bao sém cac
nguy co mat ATTT mang, nhanh chong khac phuc, phuc hoi h¢ thong khi xay ra
Su CO.

- Tham gia dy di cac khoa dao tao, tap huan, ndng cao vé ATTT mang
do cap trén t6 chuc.
2. C4c Phong, ban, nganh, Uy ban nhan dan cac x4, thi tran co trach
nhiém:
- Kiém tra, ra soat h¢ thong thong tin khi ¢6 canh béo, thong béo vé cac
nguy co mat ATTT mang tu cac co quan chirc nang.

- Cur céc can bo, cdng chic, vién chac phy trach ATTT mang tham gia
ung cuu su co ATTT khi xay ra su co.

- Tuyén truyén, phd bién dén toan thé can b, cong chuc, vién chac vé
tam quan trong cua viéc dam bao ATTT mang.

- Tham gia day du cac khoa dao tao, tap huan, boi dudng vé ATTT mang.
CHUONG II
PANH GIA NGUY CO, SU CO AN TOAN THONG TIN MANG
Picu 4. Panh gia cac nguy co, su co an toan thong tin mang.

1. Panh gia hién trang va kha ning bao dam ATTT mang cta hé théng
thong tin va cac doi tuong can bao vé.

2. Panh gia, du bao cac nguy co, su ¢d, tin cdng mang c6 thé xay ra Véi
cac hé thong thong tin va cac doi tuong can bao vé.

3. Panh gia, du b&o céc hau qua, thiét hai, tac dong c6 thé c6 néu xay ra
Su CO.

4. Danh gia vé hién trang phuong tién, trang thiét bi, cdng cu hd trg, nhan
Iu:g:, vat luc phuq vu doi php, ung ctru,,khéc phuc su co (bao gom cua ca nha
thau da ky hop dong cung cap dich vu néu co).

CHUONG III
PHUONG AN POI PHO, UNG CUU SU CO
POI VOI MOT SO TINH HUONG SU CO CU THE
Piéu 5. Tiéu chi xay dung phwong an doi pho, ing ciu sw c6 ATTT
mang
“Phuong an doi ph, img ctu su cd ATTT mang phai dét ra cac tiéu chi dé
c6 thé nhanh chong xac dinh dugc tinh chat, mirc d6 nghiém trong caa su co khi
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su ¢b xay ra. Viéc xay dung phuong an dbi pho, (ng ctu sy ¢d can dam bao cac
noi dung sau:

1. Phwong phap, cach thike dé xdc dinh nhanh chong, kip thot, nguyen
nhan, ngum goc sw ¢é6 nham ap dung phwong dn doi pho, #ng cieu, khdic
phuc sw cé phi hep:

- Su ¢6 do bi tin cdng mang;

- Sy ¢6 do 15i hé thdng, thiét bi, phan mém, ha tang k¥ thuat hogc do I5i
duong di¢n, duong truyén, hosting...;

- Su ¢6 do 16i cua ngudi quan tri, van hanh hé théng;

- Su ¢b lién quan dén céc tham hoa tu nhién nhu bio, lut, dong dat, hoa
hoan...

_ 2. Phuong dn doi pho, #ng ciru, khac phuc sy cé doi véi mgt hogc
nhiéu tinh huong sau:

* Tinh hudng su ¢ do bj tan céng mang:

- T4n cong tur chéi dich vu;

- Tan cdng gia mao;

- Tan cong sir dung ma doc;

- Tan cong truy cap trai phép, chiém quyén diéu khién;

- Tan cong thay doi giao dién;

- Tan cdng ma hoa phan mém, dix liéu, thiét bi;

- Tan cong pha hoai thong tin, di liéu, phan mém;

- Tan cong nghe trom, gian diép, lay cap théng tin, dix liéu;

- T4n cdng tong hop sir dung két hop nhiéu hinh thuc;

- Céc hinh thuc tin cdng mang khéc.

* Tinh hudng su ¢ do 18i hé thdng, thiét bi, phan mém, ha tang k§ thuat:
- Sy ¢b nguédn dién;

- Su ¢6 duong két ni Internet;

- Su ¢6 do 16i phan mém, phan cang, tng dung cta hé théng thong tin;
- Su ¢6 lién quan dén qua tai hé thong;

- Su ¢6 khac do 15i cua hé thong, thiét bi, phan mém, ha tang k¥ thuaath.
* Tinh hudng sy ¢ do 16i cia nguoi quan tri, van hanh hé théng:

- L3i trong cap nhat, thay d6i, cdu hinh phan ctng;

- L&i trong cap nhat, thay doi, cau hinh phan mém;

- L&i lién quan dén chinh s&ch va thi tuc an toan thong tin;
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- L3i lién quan dén viéc dirng dich vu vi ly do bét budc;
- L&i khac lién quan dén ngudi quan tri, van hanh hé thong.

* Tinh huén su ¢ lién quan dén céc tham hoa ty nhién nhu bao, lut, dong
dat, hoa hoan..

3. Cong tac to chuc, diéu hanh, phol hop gitta cac lyc lugng, gitta cac don
vi trong d6i pho, ngdn chan, tng ctu, khic phuc su cé.

CHUONG IV

TRIEN KHAI PHONG NGUA SU' CO, GIAM SAT PHAT HIEN, BAO
PAM CAC PIEU KIEN SAN SANG POI PHO, UNG CUU,

KHAC PHUC SU CO

Piéu 6. Thuc hién xay dwng cac ngi dung, nhiém vu cu thé can trién
khai nham phong ngira su c6 bao dam cac diéu kién sin sang doi pho, #ng
ciru, khiac phuc sw co.

1. C4c ndi dung, nhiém vu nham phong ngtra su ¢d va phat hién sém:
- Thuc hién nghiém cong tac giam sét, phat hién sém nguy co, sup do.
- Kiém tra, danh gia ATTT mang va ra quét, boc g&, phan tich, xir 1y ma doc.

- Phong ngira su ¢6, quan Iy rui ro; nghién cau, phan tich, xac minh, canh
b&o sy co, rai ro an toan thdng tin mang, phan mém doc hai.

- Xay dyng, ap dung quy trinh, quy dinh, tiéu chuan an toan théng tin;
tuyén truyén, nang cao nhan thic vé nguy co, sy ¢d, tin cong mang.

2. Cac noi dung, nhiém vu nham dam bao cac diéu kién san sang d6i pho,
ung cuu, khac phuc su co:

- Trang bi, nang cap trang thiét bi, cdng cu, phuong tién, gia han ban
quyén phan mém phuc vu ang ctu, khic phuc su cb; thué dich vu bao dam an
toan thong tin.

- Chuan bi cac nguén luc dé san sang ddi phd, tng cau, khiac phuc khi sy
CO Xay ra.

- Tham gia cac hoat dong ciia mang ludi ting ctu sy cb.
CHUONG V
TO CHUC THUC HIEN

Piéu 7. Trach nhiém cua Van phong HDPND&UBND, Phong Vian héa va
Thong tin.

1. Chu tri, phdi hop Véi cac co quan, don vi ban hanh kich ban, phuong
an cu thé thuc hién cac noi dung cuaa kich ban nay.

2. Lam dau mdi, té chic thuc hién viéc tiép nhan va xu Iy cac du ¢ vé
ATTT mang.
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3. Chu tri, phéi hop véi cac co quan, don vi tién hanh kiém tra cac cong
tdc bao dam ATTT manh dinh ky hang nam hoac theo hudng dan cia co quan
chuy&n mon.

Piéu 8. Trach nhiém cia Phong Tai chinh- Ké hoach

Thuc hién can d6i ngan sach, tham muu bré tri ngon kinh phi t6 chirc tng
ctu va thuc hién ung cuau, xir Iy, ngan chan, khac phuc su ¢6 vao cac hoach ve
dam bao ATTT mang, ung dung CNTT.

piéu 9. Trach nhiém caa cac phong, ban, nganh, Uy ban nhan dan
cac x4, thi tran

1. Can ct chire ndng, nhiém vu dugc giao chu dong to chirc, trien khai,
thuc hién va xay dung kich ban, phuong an phoi hop trng phd ATTT mang trong
hoat dong irng dung CNTT tai don vi.

2. Quan tam, chi trong dén cong tac bao dam ATTT mang cho hé thng
tai don vi.

3. Ph’c")i hop véi cac co quan, don vi lién quan thuc hién cdng tac ung pho
khi c6 su co ATTT mang tai don vi.

4. T6 chirc quan triét va trién khai kich ban nay dén toan thé can bo, cong
chuc, vién chire va nguoi lao dong.

Piéu 10. Trong qua trinh thuc hién néu c6 van dé vudng mac, phat sinh,
cac don vi Kip thoi phan anh vé Uy ban nhan dan huyén (qua Phong Van hoa va
Thong tin hoic Vian phong HPND va UBND huyén) dé tong hop bao céo So
Théng tin va Truyén théng theo quy dinh./.

Noi nhgn: ‘ TM. UY BAN NHAN DAN
- S¢ Thong tin va Truyen thong; KT. CHU TICH

- CT, cac PCT UBND huyén; :
- Céc phong, ban, nganh thuoc UBND huyén;
- UBND céc x4, thi tran;

- Trang TTDT huyén;

- Luu VT.

Duong Hién Hoa
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