BO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA VIET NAM
Poc l1ap - Tw do - Hanh phuc

S6:6269 /BTTTT-CATTT Ha Ngi, ngay 3/ thang 12 nam 2022
V/v tang cuong cong tac bao dam an toan
thong tin mang trong thoi gian Tét Duong
lich va Tét Nguyén dan Quy Mao 2023

Kinh gui:
- Céac B9, co quan ngang B0, co quan thuoc Chinh phu;
- UBND c4c tinh, thanh phé truc thudc Trung wong;
- Céac Co quan bao chi ¢ Trung wong;
- Céc Tap doan kinh té, Tong cong ty nha nudc;
- Céc Téap doan, Tong cong ty, Cong ty cung cap dich vu
Internet, vien thong;
- Céc T6 chuc tai chinh, Ngan hang thuong mai.

Trudc nguy co tin cdng mang ngay cang phuc tap, nham ting cudng, chu
dong bao dam an toan théng tin mang, khéng dé bi dong, bat ngo véi moi tinh
hudng, nhat 1a trong dip nghi 18 Tét Duong lich va Tét Nguyén dan Quy Mao
2023, Bo Thong tin va Truyén thong dé nghi cac co quan, to chiic, doanh nghiép
trién khai mot sb bién phap sau:

1. Chu dong ra soét, xir ly, trién khai cac giai phap nhim khac phuc triét
dé céc 15 hdng an toan théng tin mang, dic biét 1a cac 16 hong da duoc Bo
Théng tin va Truyén thdng canh bao (nhu 156 hong bao mat trong FortiOS va
FortiProxy tai van ban sb 1547/CATTT-NCSC ngay 10/10/2022, 156 hong bao
mat zero-day Microsoft Exchange tai van ban s6 1485/CATTT-NCSC ngay
30/9/2022, 156 hong bao mat trong cac san pham Microsoft tai vin ban
2035/CATTT-NCSC ngay 14/12/2022,...) va chu dong thuc hién sin ling moi
nguy hai tiém an trong hé thng.

2. T6 chuc luc lwong tai chd truc giam sat, hd trg, (ng ciu va khic phuc
su ¢b an toan thdng tin mang 24/7; trién khai cac bién phap ki thuat ¢ mac cao
nhat nham phat hién, ngan chin tin cong mang, phat tan thdng tin xau doc; yéu
cau don vi, doanh nghiép dang cung cap dich vy an toan théng tin mang (néu co)
cam két va bé tri luc luong giam sat va bao vé cac hé thong; bao dam duy tri, két
ndi, kip thoi chia sé théng tin véi Cuc An toan thdng tin (B Thdng tin va
Truyén thong).

3. Cac doanh nghiép cung cap dich vu V|en thdng, Internet va céc té chic,
doanh nghiép cung cap nén tang chuyén doi So tang cuong nang luc hé thong,
nén tang va dam bao cac hé thong thdng tin, nén tang hoat dong an toan, on dinh
dé phuc vu nguoi dan, doanh nghiép.
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4. Chu dong to chirc hoat dong ting ciru sy ¢6 an toan thdng tin mang cho
cac hé thng thudc pham vi quan ly nham phét hién, ngan chan, xir ly va khac
phuc kip thoi su ¢6 an toan thdng tin mang; thuc hién nghiém tlc va kip thoi cac
giai phap theo y&u cau cua B Thong tin va Truyén thong va co quan chirc ning
c6 tham quyén.

5. Khi gap sw ¢6 hodc ¢6 van dé phét sinh, can hd tro xu Iy, dé nghi lién
hé ngay v&i Bo Thong tin va Truyen thong (Cuc An toan thdng tin) qua cac dau
moi sau day:

- Trung tam Ung cau khan cap khdng gian mang Viét Nam
(VNCERT/CC), dién thoai (024) 3640.4421 hodc so dién thoai truc dudng day
nong tng curu su ¢o6 086.9100.317, email: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang qudc gia (NCSC), dién
thoai: (024) 3209.1616 hoac so6 dién thoai tryc duwong day nong ho tro gidm sat,
canh bao sém 033.6666.905, thu dién tu: ais@mic.gov.vn.

Tran trong./. , -

Noi nhgn: KT. BQ TRUONG
-Nhu trén; THU TRUONG
- B trudng (dé b/c);

- Cé&c Thu truéng;

- Cac don vi chuyén trach vé cong nghé thdng tin,
an toan théng tin tai cac b, nganh;

- C4c S& TT&TT céc tinh, thanh phé truc thudc TW; 4F 3
- Thanh vién mang lugi tng cau su ¢d an toan thdng E

tin mang quéc gia; \ RN
- Luu: VT, CATTT.
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