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80: 439 /CNTT-YTDT Ha Ngi, ngay 27 thang 06 nam 2022
V/v 10 hong bao mat anh hudng Cao
va Nghiém trong trong cac san pham
Microsoft cong b thang 6/2022

Kinh gtri:
- Vu, Cuc, Téng cuc, Van phong B9, Thanh tra BJ;
- Céc don vi truc thudéc BO Y té;
- CacSoY té.

Cuc Cong nghé thong tin nhan dugc cong van 869/CATTT-NCSC ngay
16/06/2022 ctiia Cuc An toan thong tin vé viéc 16 hong bao mat anh huong Cao va
Nghiém trong trong cac san pham Microsoft cong bd thang 6/2022.

Ngay 14/6/2022, Microsoft di phat hanh danh sach ban vé thang 6 véi 55 16
hong bao mat trong cac san pham cua minh. Ban phéat hanh thang nay dic biét dang
cha ¥ cac 16 hong bao mat sau:

Cac 16 hong bao mat c6 mirc anh hudng Nghiém trong:

- L3 hong bao mat CVE-2022-30190 (hay con goi la Follina) trong Windows
Microsoft Support Diagnotic Tool (MSDT) cho phép ddi tuong tan cong thuc thi ma
tay y.

- L) hong bao mat CVE-2022-30136 trong Windows Network File System cho
phép d6i tuong tan cong khdng can xac thuc ¢6 thé thyc thi ma tir xa.

Cac 16 hong bao mat c6 mirc anh huong Cao:

- L3 hong bao mat CVE-2022-30163 trong Windows Hyper-V cho phép dbi
tuong tan cong thue thi ma tirxa.

- Lb hong bao mat CVE-2022-30139 trong Windows Lightweight Directory
Access Protocol (LDAP) cho phép dbi tuong tan cong thuc thi ma tir xa.

- 02 16 héng bao mat CVE-2022-30157, CVE-2022-30158 trong Microsoft
SharePoint Server cho phép dbi tugng tan cong thuc thi ma tir Xa.

- L) hong bao mat CVE-2022-30165 trong Windows Kerberos cho phép dbi
tuong tan cong thuc hién tan cong nang cao dicquyén.

- L3 héng bao mat CVE-2022-30173 Microsoft Excel cho phép ddi tuong tin
cong thyuc thi ma tur xa.

- L3 hong bao mat CVE-2022-30174 trong Microsoft Office cho phép dbi
tuong tan cong thue thi ma tirxa.



Nhiam dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi,
Cuc Cong nghé thong tin tran trong dé nghi Quy don vi:

1. Kiém tra, ra soat; xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh hudng. Thuc hi¢n cdp nhat ban va kip thoi dé tranh nguy co bi tAn
cong (tham khao thong tin tai phu luc kém theo).

2. Tang cudng giam sat va san sang phuong an xu 1y khi phat hién co dau
hiéu bi khai thac; tn cong mang; dong thoi thudng xuyén theo ddi kénh canh bao
clia cac co quan chirc nang va cac t6 chiic 10n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang.

Trong truong hop can thiét, Quy DPon vi lién h¢ Trung tam Dir ligu y té, Cuc
Cong ngh¢ thong tin, B0 Y té (ThS. Hoang Pang Tri, dién thoai: 0987772483;
Email: trihd.cntt@moh.gov.vn) dé duoc hd tro.

Tran trong./.

Noi nhén: CUC TRUONG
- Nhu trén;

- Trung tam Dit liéu y té (dé thuc hién);
- Luu: VT, CNTT.
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~ PHULUC
THONG TIN VE LO HONG LO HONG BAO MAT
TRONG SAN PHAM MICROSOFT
(Kém'theo Cong vin sé  ICNTT-YTPT ngay [ /2022
cua Cuc Cong nghé thong tin)

1. Thong tin cac 16 hong bio mat

STT

CVE

Link tham Kkhao

CVE-2022-
30190

(Follina)

- biém CVSS: 7.8 (Cao)
- Lo hong trong
Windows Microsoft
Support Diagnotic
Tool (MSDT) cho phép
d6i twong tin cong thuc
thi ma tuy y.
- Anh huong: Windows
7/8.1/10,
Windows
2008/2012/2016.

Server

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-30190

Van ban sb
786/CATTT-NCSC vé

viéc 16 hong bao mat
CVE-2022-30190

trong Microsoft
Support Diagnostic
Tool phat hanh ngay

01/6/2022.

CVE-2022-
30136

- Dbiém CVSS: 9.8

(Nghiém trong)

- Lo trong Windows
Network File System
cho phép dbi tuwong tan
cong khoéng can xac
thuc 6 thé thuc thi mi
tur xa.

- Anh huéng: Windows
Server 2012/2016/20109.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30136




CVE-2022-
30163

- biém CVSS: 8.5 (Cao)
-Lo hong trong
Windows Hyper-V cho
phép d6i tuong tin cong
thuc th1 ma tir Xa.

- Anh huong: Windows
8.1/10/11, Windows

Server 2008/2012/2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30163

CVE-2022-
30139

- Piém CVSS:7.5 (cao)
-Lo héng trong
Windows Lightweight
Directory Access
Protocol (LDAP) cho
phép ddi tuong tin cong
thuc thi ma tur xa.

- Anh huong: Windows
10, Windows Server
2016/2019/2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30139

CVE-2022-
30157 CVE-
2022-30158

- Piém CVSS: 8.8 (Cao)
-Lb hong trong
Microsoft ~ SharePoint
Server cho phép dbi
tugng tan cong thyuc thi
ma tir xa.

- Anh hudng:
SharePoint Server 2019,
SharePoint

Enterprise Server 2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30157

https://msrc.microsoft.
com/update-
guide/vulnerability/CV

E-2022-30158

CVE-2022-
30165

- Piém CVSS: 8.8 (Cao)
-L6  hong  trong
Windows Kerberos cho
phép dbi twong tan cong
thyc hién tan cong nang
cao dic quyén.

- Anh huéng: Windows
10/11, Windows Server
2016/2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30165

CVE-2022-
30173

- biém CVSS: 7.8 (Cao)
-L&  hong  trong
Microsoft Excel cho
phép dbi tuong tan cong
thuc thi ma tur xa.

- Anh huong: Excel
2013/2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30173




8 CVE-2022-
30174

- biém CVSS: 7.4 (Cao)
-L6  hdéng  trong
Microsoft Office cho
phép dbi tuong tan cong
thuc thi ma tur xa.

- Anh huéng: Microsoft
365 Apps, Microsoft
Office LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30174

2. Hwémg dan khic phuc

Bién phap t6t nhat dé khac phuc 1a cap nhat ban va cho céc 16 hong bao mat

néi trén theo huéng dan cua hang. Quy don vi tham khao cic ban cip nhat phu hop

cho ¢ac san phém dang str dung tai link nguén tham khéo tai muc 1 cua phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-quide/releaseNote/2022-Jun

https://www.zerodayinitiative.com/blog/2022/6/14/the-june-2022- security-

update-review




bao quyén truy cap vao hé théng théng tin BIG-IP, tham khao tai:

e https://support.f5.com/csp/article/K13092
e https://support.f5.com/csp/article/K46122561
e https://support.f5.com/csp/article/K69354049

Luu y: Viéc han ché quyén truy cap vao giao dién quan 1y bang dia chi IP
trong httpd khong phai 1 mot bién phap khac phuc kha thi.
1. Stra d6i cau hinh BIG-IP httpd

Pobi véi cac phién ban BIG-IP 14.1.0 tré 1én, BIG-IP 14.0.0 tré vé
trieéc; BIG-IP 14.1.0 tré Ién:

Budc 1: Ping nhap vao TMOS Shell (tmsh) cta hé thong BIG-IP bang
Iénh sau:

tmsh

Budc 2: M cau hinh httpd dé chinh stra bang cach nhap 1énh sau:

edit /sys httpd all-properties

Bude 3: X4c dinh dong 1énh bit dau vé6i include none va thay thé none
v61 doan sau:

"<If\"%{HTTP:connection} =~ /close/i \">
RequestHeader set connection close
</If>
<Elself \"%{HTTP:connection} =~ /keep-alive/i \">
RequestHeader set connection keep-alive
</Elself>
<Else>
RequestHeader set connection close

</Else>"

Budc 4: Sau khi cap nhap Iénh include, stir dung phim ESC dé thoat khoi
ché d¢ twong tac cta trinh soan thao, cudi cung luu cac thay doi bang 1énh sau:

‘W(Q

Budc 5: Tai Save changes (y/n/e), chon y dé luu céc thay doi.



Budc 6: Luu ciu hinh BIG-IP béng cach nhan 1énh:

save /sys config

Poéi véi phién ban BIG-IP 14.0.0 tro vé truc:

Budc 1: Pang nhap vao TMOS Shell (tmsh) ctia hé théng BIG-IP bang
1énh sau:

tmsh

Budc 2: Md cau hinh httpd dé chinh stra bang cach nhap 1énh sau:

edit /sys httpd all-properties

Budc 3: Xéc dinh dong 1énh bat dau véi include none va thay thé none
v61 doan sau:

"RequestHeader set connection close"

Budc 4: Sau khi cap nhap 1énh include, s dung phim ESC dé thoat khoi
ché do twong tac cia trinh soan thao, cudi cuing luu cac thay doi bang 1énh sau:

‘WQ

Budc 5: Tai Save changes (y/n/e), chon y dé luu céc thay
d6i. Budc 6: Luu cau hinh BIG-IP bang cach nhan 1énh:

save /sys config

3. Tai liéu tham khao
https://support.f5.com/csp/article/K23605346
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THONG TIN LO HONG BAO MAT

(Kém theo Cong vdin s ICNTT-YTPTngay | /2022
cua Cuc Cong nghé thong tin )

1. Théng tin 16 hong bio mat

- Mo-ta: LS hong nay anh huong dén FortiOS va FortiProxy, cho phép ddi
tuong tan cong khong can xac thue, c6 thé thuc hién tn cong directory traversal.

-Piém CVSS: 7.3 (cao)

- Anh huéng: FortiGate phién ban 7.0.1 va 7.0.0, FortiProxy phién ban 7.0.0.

2. Huwéng din khic phuc

- Fortinet d& phat hanh ban vé cho 16 hong bao mat nay tai FortiGate phién
ban 7.0.1 trd 1én, FortiProxy phién ban 7.0.1 tro 1én. Vi vay dé khic phuc va tranh
nguy co tdn cong, Quy don vi can cap nhat ban va trong thoi gian sém.

3. Ngudn tham khao
- https://www.fortiguard.com/psirt/FG-IR-21-181
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