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V/v 15 hong bao mat CVE-2022-
30190 trong Microsoft Support
Diagnostic Tool

Kinh guri:
- Vu, Cuc, Téng cuc, Van phong Bo, Thanh tra Bo;
- Céc don vi tryc thugc BO Y t€;

Cac S3Y te.

Cuc Cong nghé thong tin nhan dugc cong van 786/CATTT-NCSC ngay
01/06/2022 ctia Cuc An toan thong tin vé viéc 10 hong bao mat CVE-2022-30190
trong Microsoft Support Diagnostic Tool.

Nham dam bao an toan thong tin cho hé thdng théng tin ctia Quy don vi, Cuc
Cong nghé thong tin tran trong dé nghi Quy don vi:

1. Kiém tra, ra soat, xac dinh may str dung hé diéu hanh Windows c6 kha nang
bi 4nh hudng. Hién Microsoft chua phat hanh ban vé cho 16 hong bao mat noi trén, vi
vay Quy don vi can thuc hién cac budc khic phyc thay thé dé giam thiéu nguy co tan
cong va chd dén khi ban va duoc cong bd tir hang (tham khao thong tin tai phu luc
kém theo).

2. Tang cuong giam sat va san sang phuong an xtr 1y khi phat hién cd dau
hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo ddi kénh canh béao cua

cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat hién kip thoi
cac nguy co tan cong mang.

Trong truong hop can thiét, Quy Pon vi lién hé¢ Trung tdam Dt li¢u y té, Cuc
Cong ngh¢ thong tin, B0 Y té (ThS. Hoang DPang Tri, di¢n thoai: 0987772483; Email:
trihd.cntt@moh.gov.vn) dé dugc hd tro.

Tran trong./.

Noi nhén: CUC TRUONG
- Nhu trén;

- Trung tim Dit liéu y té (dé thuc hién);
- Luu: VT, CNTT.

P6 Truong Duy
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PHU LUC )
THONG TIN VE LO HONG BAO MAT
CVE-2022-30190
(Kém theo CONng van so6 445 ICNTT-YTDT ngay29h6/2022 ciia
_ Cuc Cong nghé thong tin)
1. Thong tin cac 1o hong biao mat
- Mé-ta: L3 hong ton tai trong Microsoft Windows Support Diagnostic Tool
(MSDT) cho phép ddi tuwong tan cong thuc thi mi tuy y.
- Piém CVSS: 7.8 (Cao)
- Anh hwéng: Windows Server 2008/2012/2016/2019/2022, Windows
7/8.1/10/11.
2. Huwéng din khic phuc
Thoi diém hién tai hang chua phat hanh ban va cho 16 hong bao mat nay. Vi
vy, Quy don vi can thuc hién c4c bién phap khic phuc thay thé dé giam thiéu nguy
co tin cong bang cach vo hiéu hoa giao thirc URL MSDT. Cu thé nhu sau:
Budc 1: Chay Command Prompt véi quyén Admin.
Budc 2: Dé sao luu registry key, chay 1énh
reg export HKEY CLASSES ROOT\ms-msdt filename

Budc 3: Chay 1énh
reg delete HKEY CLASSES ROOT\ms-msdt /f
3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-
30190
https://msrc-blog.microsoft.com/2022/05/30/guidance-for-cve-2022-30190-
microsoft-support-diagnostic-tool-vulnerability
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