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S6: 125/CNTT-YTDT Ha N¢i, ngay 21 thang 02 nam 2023
V/v 16 hong bao mat anh huéng cao
va nghiém trong trong ¢ac san pham
Microsoft cong bd thang 02/2023.

Kinh guri:
- Vu, Cuc, Téng cuc, Van phong Bo, Thanh tra Bo;
- Céc don vi tryc thugc BO Y t¢;
- Cac SO Y té.

Cuc Cong nghé thong tin nhan dugc cong vin sd 158/CATTT-NCSC ngay
15/02/2023 cia Cuc An toan thong tin vé viéc 16 hong bao mat anh huéng cao va
nghiém trong trong cac san pham Microsoft cong bd thang 02/2023.

Nham dam bao an toan thong tin cho hé thong thong tin ciia Quy don vi,
Cuc Cong nghé thong tin tran trong dé nghi Quy don vi:

1. Kiém tra, ra soat, xac dinh may st dung h¢ diéu hanh Windows c6 kha
nang bi anh hudéng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan
cong (tham khao thong tin tai Phu luc kém theo).

2. Tang cuong gidm sat va san sang phuong an xu 1y khi phat hién c6
d4u hiéu bi khai thac, tin cong mang; dé)ng tho1 thuong xuyén theo doi kénh canh
béo clia cac co quan chirc ning va céc to chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong trudng hop can thiét, Quy Pon vi lién hé Trung tim Dit liéu y té, Cuc
Cong nghé thong tin, Bo Y té (ThS. Hoang Pang Tri, dién thoai: 0987772483;
Email: trihd.cntt@moh.gov.vn) dé duogc hd tro.

Tran trong./.
Noi nhén: CUC TRUONG
- Nhu trén;

- Trung tdm Dit liéu y té (dé thuc hién);
- Luu: VT, CNTT.
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‘ PHU LUC |
THONG TIN VE CAC LO HONG BAO MAT TRONG
SAN PHAM MICROSOFT
(Kémtheo Cong vdn sé 125 ICNTT-YTDT ngay 21 /02 /2023
cua Cuc Cong nghé thong tin)

1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2023-21529
https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2023-21706
https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2023-21710
https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2023-21707

- Piém: CVSS: 8.8/7.2 (cao)
- Mo ta: 16 hong trong
Microsoft Exchange Server
cho phép dbi tugng tin cong
thuc thi ma tir xa.

- Anh huéng: Microsoft
Exchange Server.

CVE-2023-21529,
CVE-2023-21710,
CVE-2023-21707,
CVE-2023-21706

- Piém: CVSS: 9.8 (nghiém
trong)

- Mo ta: 16 hong trong trong | https://msrc.microsoft.com/
Microsoft Word cho phép d6i | update-

tugng tan coéng thuc thi ma | guide/vulnerability/CVE-
tur xa. 2023-21716

- Anh huong: Microsoft
Word, Microsoft SharePoint.

2 CVE-2023-21716

- Piém: CVSS: 7.3 (cao)

- Mo ta: 16 hong trong
Microsoft Publisher cho phép
déi tuong tan cong thuc hién
3 CVE-2023-21715 | tan cong vuot qua co ché bao
mat (Bypass). Lo hong nay
dang bi khai thac trong thuc
te.

- Anh huéng: Microsoft 365.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2023-21715




CVE-2023-23376,
CVE-2023-21812

- Piém: CVSS: 7.8 (cao)

- M6 ta: 16 hong trong
Windows Common Log File
System (CLFS) cho phép ddi
tuong tan cong thyc hién tan
cong nang cao dic quyén.
L3 hong nay dang bi khai
thac trong thuc té.

- Anh huéng: Windows
10/11, Windows Server.

https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2023-23376
https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2023-21812

CVE-2023-21705,
S CVE-2023-21713,
CVE-2023-21528

- Piém: CVSS: 8.8/7.8 (cao)
- Mo ta: 16 hong trong
Microsoft SQL Server cho
phép ddi tuong tan cong thuc
thi ma tir xa.

- Anh huéng: SQL Server.

https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2023-21705
https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2023-21713
https://msrc.microsoft.com/
update-
guide/vulnerability/ CVE-
2023-21528

6 CVE-2023-21717

- Piém: CVSS: 8.8 (cao)

- Mo ta: 16 hong trong
Microsoft SharePoint Server
cho phép dbi twong tin cong
thye hién nang cao dic quyén.
- Anh huodng: Microsoft
SharePoint.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2023-21717

2. Hwéng din khic phuc

Bién phap tdt nhat dé khic phuc 13 cap nhat ban va cho cac 16 héng bao mat

néi trén theo huéng dan cua hang. Quy don vi tham khao cac ban cap nhat phu hop

cho cac san phém dang st dung tai link nguén tham khao tai muc 1 cta phu luc.
3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2023/2/14/the-february-2023-

security-update-overview
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