
1 Fortinet lit hang cung cAp ede giai phap an toan thong tin ph6 bi^n hien nay; trong 66 cac san phdm nhir
FortiGate (tuong lira/Firewall), FortiOS (he dieu hanh van hanh tren thiet bi FortiGate), FortiSIEM (he thong
giam sat, phan lich, quan ly sir kien an ninh mang — SIEM), FortiFone (thiet bi/giai phap thoai IP) va mot so san
pham lien quan clang du<^c nhieu ca quan, don vi trien khai de phuc vu cong tac quan tri mang, bao ve he thdng
thong tin.

BO CONG ANCONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TINH THAI NGUYENHoc lap - Ty do - Hanh phuc

So-f^^/CAT-PA05Thai Nguyen, ngdyl(> thdng 01 ndm 2026

V/v canh bao 16 hong bao mat nghiem
trong tren cac san pham Fortinet

Kinh gui:
-Cac so, ban, nganh thupc tinh;

-UBND cac xa, phuong.

Qua cong tac bao dam an toan, an ninh mang; ra soat, nim tinh hinh tren

khong gian mang, Cong an tinh Thai Nguyen phat hien thong tin ve cac 16 hong
bao mat nghiem trong anh huong toi mot so san pham cua hang Fortinet1

(FortiSIEM, FortiFone, FortiOS, FortiSwitchManager) da dupe cong khai tren

khong gian mang, tiem an nguy co bi cac doi tupng lgi dung de thuc hien hanh
vi xam nhap, tin cong mang vao he thong thong tin cua co quan, to chuc.

Do cac thiet bi/san pham Fortinet thuong dupe trien khai tai vi tri trong

yeu trong ha tang mang (cua ngo ket noi Internet, he thong giam sat tap trung,

dich vu quan tri), khi phat sinh 16 hong bao mat nghiem trong co the bi khai thac

tir xa se tiem an nguy co anh huong Ion den an toan, an ninh mang cua co quan,

don vi, dia phuong, cu the nhu sau:

-Lo hong CVE-2025-64155 (CVSS 9.4) - Lo h6ng OS Command Injection

tren FortiSIEM, co the bi khai thac boi doi tupng tan cong khong can xac thuc

thong qua cac yeu cau TCP dupe tao lap die biet de thuc thi lenh/ma tu xa.

-Lo hong CVE-2025-47855 (CVSS 9.3) - Lo h6ng tren Web Portal ciia

FortiFone, co the bi khai thac khong can xac thuc thong qua cac yeu cau

HTTP/HTTPS dupe tao lap die biet nhim lam 16 cau hinh thi^t bi.

-Lo hong CVE-2025-25249 (CVSS 7.4) - loi heap-based buffer overflow

trong thanh phan cw_acd daemon cua FortiOS va FortiSwitchManager, co the

dan den thuc thi lenh/ma tu xa khong can xac thuc thong qua cac yeu cau dupe

tao lap die biet.

Cac 16 hong neu tren tiem an nguy co bj lpi dung de xam nhap, chiem

quyen dieu khien thiet bi, danh cip thong tin cau hinh, lam ban dap mo rpng tan

cong vao he thong mang npi bp, gay anh huong nghiem trong den hoat dpng



binh thuong ciia cac he thong thong tin.

Tir tinh hinh tren, Cong an tinh de nghi cac so, ban, nganh thuoc tinh;

UBND cac xa, phuong phoi hop trien khai mot so noi dung sau:

1.Chi dao bo phan chuyen mon tien hanh ra soat cac he thong thong tin

nam trong chuc nang, pham vi quan ly co su dung cac san pham Fortinet nhu:

FortiSIEM, FortiFone, FortiGate/FortiOS, FortiSwitchManager. Doi chieu vdi

phien ban bi anh huomg de xac djnh nguy co ton tai lo hong bao mat neu tren.

2.To chuc cap nhat he dieu hanh, phan mem, firmware theo khuyen nghi

cua Fortinet de khac phuc cac 16 hong, uu tien cac 16 hong nghiem trong, cu the:

-FortiSIEM: cap nhat len cac phien ban da va loi 7.1.9 / 7.2.7 / 7.3.5 /

7.4.1 hoac caohon;

-FortiFone: cap nhat len cac phien ban da va loi 3.0.24 / 7.0.2 hoac cao

hon;

-FortiOS: cap nhat len cac phien ban da va loi 7.0.18 / 7.2.12 / 7.4.9 /

7.6.4 hoac cao hem (theo nhanh dang su dung);

-FortiSwitchManager: cap nhat len cac phien ban da va loi 7.0.6 / 7.2.7

hoac cao hon.

3.Truong hop chua the cap nhat ngay, de nghi thyc hien mot so bien phap

giam thieu nham han che nguy co bi khai thac:
rrtt-Doi voi FortiSIEM: han che/kiem soat truy cap toi cong phMonitor

(7900); chi cho phep truy cap tir cac dia chi IP quan tri tin cay.

-Doi voi FortiOS/FortiSwitchManager (lien quan den 16 hong CVE-2025-

25249): thuc hien khuyen nghi cua Fortinet nhu go "fabric" access tren cac

interface khong can thiet; chan truy cap toi capwap daemon; chan CAPWAP-

CONTROL cac cong 5246-5249 tren cac interface co dich vu "fabric".

4.Thuomg xuyen kiem tra, theo doi nhat ky he thong (logs), canh bao bat

thuomg lien quan truy cap quan tri, truy cap web portal, truy cap cac cong dich

vu neu tren; kip thoi phat hien, xir ly cac dau hieu nghi van bi tan cong mang,

han che toi da thiet hai co the xay ra.

5.Thuomg xuyen phoi hop voi Cong an tinh (qua Phong An ninh mang va

phong, chong toi pham su dung cong nghe cao) tien hanh ra quet cac diem yeu

ky thuat, 16 hong bao mat cua cac he thong thong tin trong chuc nang, pham vi

quan ly; kip thoi khac phuc nhung diem yeu ky thuat, 16 hong bao mat, khong de

xay ra tinh trang bi khai thac, tan cong mang gay anh huong den hoat dong binh

thuomg cua cac he thong thong tin.

Qua trinh thuc hien neu gap kho khan, vuong mac, de nghi trao doi voi



Dai ta Thang Quang Huy

KT. GIAM DOCNai nhan:
-Nhir tren: Thuc hien;

-D/c Chu rich UBND tinh: Bao cao;
-D/c Giam doc CAT: Bao cao;

-Phong PVO1: Theo doi;
-LuuVT.

Cong an tinh (qua Phong An ninh mang va phong, chong tpi pham su dung cong

nghe cao) de phoi hop, hurdng dan.

Cong an tinh thong bao d cac co quan, don vi, dia phucmg phoi hop

thuc hien./.
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