UBND TINH THAI NGUYEN CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap - Tw do - Hanh phiic

Sb: 388 /STTTT-TTra Thai Nguyén, ngay 24 thang 3 nam 2022
VIV khuyén céo, phong tranh rui ro, lira ddo
khi sir dung mang xa hoi zalo

Kinh gui:
- Cac Ban dang;
- C4c t6 chuc chinh tri, to chirc chinh tri x4 hoi;
- Céc t6 chuc xa hoi nghé nghiép;
- C4C s6, ban, nganh, doan thé thugc tinh;
- UBND céc huyén, thanh phé, thi xa;
- Bao Thai Nguyén;
- Pai Phat thanh — Truyén hinh Thai Nguyén;
- Hoi Nha bao tinh;
- Tap chi Van Ngh¢é Thai Nguyén;
- Trung tdm Thong tin tinh.

Hién nay, qua cdng tac quan Iy nha nudc, S¢ Thong tin va Truyén thdng
phat hién trén nén tang mang xa hoi (facebook, zalo) xuat hién nhiéu d6i tuong
lira dao théng qua mang xa hoi nhu gia mao Zalo, danh cap tai khoan mang xa
hoi nham vay muon tién va thuc hién hanh vi chiém doat. Hinh thtc cua cac dbi
tuong ltra dao la 1ap mot tai khoan Zalo ¢ tén va st dung hinh anh cua nguoi bi
hai 1am hinh dai dién. Sau d6, d6i twong dung Zalo gia mao dé nhin tin mugn
tién tir ban beé, nguoi than quen trong danh ba.

Can ctr chtrc nang, nhiém vu duoc giao, S& Théng tin va Truyén thong
tinh Thai Nguyén dé nghi cic co quan, don vi tuyén truyén, khuyén cao nhu sau:

1. Nguyén nhan:

1.1. Loi dung 15 hong bao mat (Hacking)

- Ké gian c6 thé di ldy duogc nick cta ngudi bi hai hodc gia 1ap tai khoan
Zalo cta nguoi bi hai trudce do.

- P6i tuong lira dao da kiém soat duoc mot tai khoan icloud nao d6 ciia ngudi bi

hali.



- bbi tuong da cai dat dugc mot rng dung/app nao dé 1€n dién thoai cua
nguoi bi hai.

- Tai khoan gia mao chinh la ngudi than quen cua nguoi bi hai va dang
tham gia mot nhom nao d6 cung nguoi bi hai va co tat ca danh ba chung trong
nhom.

1.2. T4n cong gia mao (Phishing)

- Péi tuong gia mao thanh ca nhéan iy anh dai dién y hét ngudi dung sau
d6 két ban va tim kiém thong tin lién quan dén nguoi dung dé lira dao.

- P6i tuong gia mao thanh to chuc, don vi uy tin dé lira ddo cung cap
thong tin quan trong thong qua duong link trong email va trang web.

- Pbi twong gia mao thanh ngan hang, trang web giao dich truc tuyén, vi
dién tir, cong ty thé tin dung dé lira ngudi dung chia sé cic thong tin nhay cam
nhu: tai khoan & mat khau dang nhap, mat khau giao dich, thé tin dung va cac
thong tin quan trong khac thong qua dudng link trong email va trang web.

2. Céch thurc phong tranh:

- Khong cai dat ang dung (app) la va bam vao duong link khi chua c6
thong tin cu thé.

- Thay d6i mat khau email ding lam icloud, sir dung chit in hoa, s6 va ky
tu dic biét (@,#,$...). Tranh khdng sir dung ngay thang nam sinh va s6 CMND
dé khai tao mat khau.

- Khi mua bén trao d6i may, can reset may dua vé tinh trang ban dau caa
nha san xuat.

- Canh giac khi cung c4p nhiing tin tirc quan trong.

- Canh giac voi ngudi quen khi da két ban v6i nhau trén mang xa hoi
bong nhién vao mot ngay tu nhién lai két ban lai.

- Canh giac véi 16i moi két ban 13 nhiing ngudi ban da quen biét bang
cach vao kiém tra lich st hoat dong (nhat ky trén tuong cua nguoi gui 161 moi
két ban.. .) néu nguoi moi két ban khong c6 hoat dong nao, hodc chi c¢6 1,2 hoat
dong méi dang 1a mot diéu rat nghi ngo.

- Co kién thurc vé an toan va bao mat thong tin.
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- Khong dang nhap tai khoan vao nhitng thiét bi la, néu budc phai ding
nhap thi dang xuat khi hét phién lam viéc.

- Bat ché do khong két ban véi nguoi la trén Zalo.

- Bat mat khau manh, thay d6i mat khau thudng xuyén.

- Dt mat khau bao vé thiét bi: PC, may dién thoai: ma PIN, PassWord,
bdo mat van tay, bao mat b.':fmg khuon mat...

Trén day 1a ndi dung khuyén cdo, phong tranh lira dao ddi véi viéc st
dung mang xa hoi Zalo. S& Thong tin va Truyén thong dé nghi cac co quan, don

vi quan tam, phéi hop trién khai thuc hién./. 222~
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