UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO PHULY Déc 1ap — Tu do — Hanh phiic

S0:1321  /UBND-VHTT Phii Ly, ngay 20 thing 9  nam2027
V/v 16 hong bao mat CVE-2021-40444
trong Microsoft Windows

Kinh gui: 7 ,
- Céac phong, ban, nganh, doan thé thudc Thanh pho;
- UBND céc phuong, xa.

Can ctr cong van s6 918/STTTT-BCVTCNTT ngay 13/9/2021 cua S&
Thong tin va Truyén thong tinh Ha Nam vé viéc 160 hong bao mat CVE-202140444
trong Microsoft Windows.

Nhim ting cudng cong tic bao dam an toan, an ninh thong tin, dic biét 1a
bao vé cac hé théng thong tin cua cac co quan, don vi trén dia ban, UBND Thanh
phd yéu cau cac don vi, phong, ban, UBND cac phuong, xa thyc hién nodi dung
Sau.

1. Kiém tra, ra soat va xac dinh cac may str dung hé diéu hanh Windows ¢
2 kha niang bi anh huong. Tai thoi diém hién tai chua c6 thong tin ban va cho 15
hong bao mat trén.Vi vay, dé giam thiéu nguy co tan cong, dé nghi cic co quan,
don vi thyc hi¢n bién phap khic phuc theo huodng dan cta Microsoft (Chi tiet
huwong dan tai phu luc kem theo).

2. Tang cudng cic cong cu bao vé, cong cu gidm sat, phan mém phong
chéng md doc cho toan bd mAay tinh cua nguoi dung. Hién nay, coéng cu
Microsoft Defender Antivirus va Microsoft Defender for Endpoint déu c¢6 kha ning
phat hién va ngin chan 15 hong nay.

3. Tang cuong gidm sat va san sang phuong an xir 1y khi phat hién c6 du
hiéu bi khai thac, tdn cong mang; dong thoi thuong xuyén theo doi kénh canh bao
clia cac co quan chirc ning va céac to chirc 16n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang.

Pau mdi lién hé, hd tro

- Trung tdm Cong nghé thong tin va Truyén thong - BO phan thudng truc
Doi Ung cru sy cd an toan thong tin mang tinh Ha Nam. Dién thoai:
0226.3846333. Email: ttcntt@hanam.gov.vn

- Trung tdm Giam sat an toan thong tin mang qudc gia (NCSC), Cuc An
toan thong tin. Dién thoai: 0243.2091616. Email: ais@mic.gov.vn

Noi nhgn: TM. UY BAN NHAN DAN
-S6 TT&TT (d€ blc); KT. CHﬁ TICH

- Lanh dao UBND TP;

- Céc phong, ban, nganh, doan thé; f"??,"""J:-I:IO CHU TICH

- UBND cac phuong, x3;
- Luu: VT,VHTT.
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PHU LUC
Théng tin va hwéng din khic phuc 16 hong bao miat CVE-2021-40444  trong
Microsoft Windows
(Kém theo Cong van sé ~ /UBND-VHTT ngay  /9/2021
ciia UBND thanh pho Phii Ly)

1. Thong tin vé cac 16 hong

- M ta: L hong ton tai trong MSHTML cuia Microsoft Windows, cho phép
d6i twong tan cong thuc thi ma tir xa.

- Piém CVSS: 8.8 (cao)

- San pham bi anh hwémg: Cic phién ban Windows 7/8/8.1RT/10,
Windows Server 2008/2012/2016/2019/2022.

2. Huéng dan khic phuc

Microsoft c6 dua ra bién phap khac phuc dé giam thiéu nguy co tan cong boi
10 hong nay bang cach vo hiéu hoa tat ca cac cai dat ActiveX controls trong
Internet Explorer. Cac budc thuc hién nhu sau:

Vo hi¢u héa ActiveX controls thong qua Group Policy:

Buéc 1: Trong phan cai dit Group Policy, chon Computer Configuration >
Administrative Templates > Windows Components > Internet Explorer > Internet
Control Panel > Security Page

Buwoc 2: Do1 vo1l moi1 Zone

1. Chon Zone (Internet Zone, Intranet Zone, Local Machine Zone hoac
Trusted Sites Zone)

2. Nhan dup vao Download signed ActiveX controls va Enable phan policy.
Trong phan tiiy chon, nhan vao Disable.

3. Nhan dup vao Download unsigned ActiveX controls va Enable phan
policy. Trong phan tuy chon, nhan vao Disable.

Microsoft khuyén nghi nén ap dung cai dit ndy cho tat ca cac khu vuc dé bao
vé toan bd hé thong dang sur dung.

Vo hi¢u héa ActiveX controls thong qua regkey:

Buéc 1: Dé vo hicu hoa cai dit ActiveX controls trong Internet Explorer ¢ tat
ca cac zone, hdy dan phan sau vao file text va luu n6 vo1 phan mé rong file .reg:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Interne
t Settings\Zones\0]




"1001"=dword:00000003
"1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Interne
t Settings\Zones\1]

"1001"=dword:00000003
"1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Interne
t Settings\Zones\2]

"1001"=dword:00000003
""1004"=dword:00000003

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Interne
t Settings\Zones\3]

"1001"=dword:00000003
"1004"=dword:00000003

Buéc 2: Nhan dap vao file .reg dé ap dung né vao Policy hive.
Buéc 3: Khoi dong lai hé thong.
Vo hi¢u héa tinh ning xem truwéc trong Windows Explorer

Tat Shell Preview ngin ngudi dung xem trude tai liGu trong Windows
Explorer. Thuc hién cac budc nhu sau doi véi tirng tai liéu mudn ngdn chan xem
trugc

Budrc 1: Trong Registry Editor, chon registry key phu hop:

Dai véi tai liéu Word:

-HKEY_CLASSES ROOT.docx \ ShellEx {8895blc6-b41f-4clc-a562-
0d564250836f}

-HKEY_CLASSES ROOT.doc \ ShellEx {8895blc6-b41f-4clc-a562-
0d564250836f}

-HKEY_CLASSES ROOT.docm \ ShellEx {8895blc6-b41f-4clc-a562-
0d564250836f}

Déi véi file text:

HKEY_CLASSES_ROOT.tA\ShellEx{8895b1c6-h41f-4clc-a562
0d564250836f}

Budc 2: Sao luu 1 ban regkey




Buéc 3: Nhap dip vao Name va trong hop thoai Edit String, hdy xda Value
Data.

Bwéc 4: Chon OK.
3. Nguon tham khao
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-40444
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