UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM

PHUONG COC LEU Péoc lap - Tw do - Hanh phiic
S4: 297/BC-UBND Céc Léu, ngay 24 thang 11 nam 2023
BAO CAO

Cong tac dam bio an toan, an ninh mang tai phuong Coc Léu nim 2023
Kinh giri: Phong Van hoa va Thong tin Thanh phé.

Thuc hién cong vin s6 1148/UBND-VHTT ngay 22/11/2023 ctia Uy ban nhan
dan thanh pho Lao Cai vé€ viéc chuan bi nd1 dung lam viéc voi doan Kiém tra cong
tac ddm bao an toan, an ninh mang trén dia ban tinh Lao Cai nam 2023; UBND
phuong Coc Léu bdo cao nhu sau:

I. PAC PIEM TIiNH HINH

1. Pic di¢ém Hé thong thong tin

a) Tén Hé théng thong tin: HE¢ thong thong tin qudn 1y vin phong
(management office System).

- Hé théng quan Iy Office ctia UBND phuong 14 hé thong thong tin phuc vu
hoat dong ndi bd cua co quan, xir Iy cac thong tin riéng cua co quan phuc vu cong
viéc cho cac canbd. He thong thong tin duge xay dyng phuong an dam bao an toan
thong tin, cac may tinh ca nhén dugce cai dat cac phan mém di€t virus ¢6 ban quyén
va mién phi.

b) Tinh chat Hé thong thong tin: Hé thong thong tin quan Iy vin phong co
chtc nang thu thap, xtr ly, bdo quan cac van ban tai liéu, thu dién tr cling nhu céc
loai hinh thong tin khac (hinh anh, ti€ng noi) v.v., ngoai ra con c6 chuc nang quan
Iy cong viéc, luu trir ho so, danh ba, van ban, tai li¢u cu thé:

- Quan ly van ban di, van ban dén, con dAu, chir ky sd.

- Quan 1y tai lidu, thu dién tir

- Quan Iy hd so cong viée

- Quan ly tién d6 thuc hién cong viéc

- Xay dung lich cong tac cua canhan; Quan Iy danh ba don vi, cd nhan

- Quan Iy hd so can b, vién chire, nguoi lao dong

¢) Pham vi ctia hé théng thong tin:

- Viing mang bién (Internet) duoc thiét ké dé két ndi hé thong thong tin UBND
phuong ra cac mang bén ngoai; bao vé he thong thong tin cua phuong tur bén ngoai
Internet. Vung mang nay trien khai hé thong phong chong tin cong DDoS va cung
cap cong két ndi VPN.

- Vung may chu ndi bg dat cac may chu ndi b(f),,cung cép dich vu n6i b cho
nguodi st dung h¢ thong. Vung mang nay trién khai thiét bi phong chong xam nhép
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IPS, thiét bi Web Application Firewall, thiét bi tudng lra cho CSDL dit cac may
tinh ca nhan va cac thiét bi mang cua can bo.

- Vung mang ndi b dat cdc may tinh cua can b co quan.

d) Pic diém chung

- Noi dit hé thong thong tin:

- Hién trang ha tﬁpg k¥ thuat ing dung CNTT tai co quan, don vi bao gém: ti
1€ may tinh/CBCC, h¢ thong mang nd1 by, mang di¢n rong dat 100%.

+ S6 lwong may tinh: 23 may tinh dé ban, 1 may tinh xach tay.

+S6 lwong may in: 19 may.

+ 86 lwong may quét Scaner: 02 may.

+ Hé théng camera: 8 camera.

+ Tivi thong minh: 01 tivi; may chiéu: 01 may.

- Hién trang trang thiét bi dam bao an toan thong tin: ti 16 may tinh trang bi

phan mém diét virus, hé thdng tuong lra (firewall cimg, firewall mém).

-Pon vi, bd phan trién khai, van hanh, bao tri, bao dam an ninh mang: B phan
hanh chinh van phong.

e) So d6 bd tri Modem Wifi

Hé théng wift duogc lép dat riéng — khong két ndi véi mang ndi bo, dugc lép dat
theo tung tang cua co quan.

2. Nhirng thuén lgi, khé khiin lién quan céng tic linh dao, chi dao, to
chirc thye hién nhi€ém vu bao dam an ninh, an toan mang cia don vi

a) Thuan lgi

- Hé,théng, mang no1 bo cﬁa} UBND phuong dugc dam bao yé muc do bao mat
cao. HE thong két n61 duong truyén tai nhanh, dam bao viéc truyén dir Liu.

- Toan by cac phong chuyén mon déu duoc cap may tinh g’[é Sﬁ: dung. Tt ca
cac may tram déu duoc cai dét theo dung quy dinh, cai dat phan mém diét virus,

nguoi dung duogc Cap phat user dang nhap, mat khau dugc bao mat, cong chuc
thuong xuyén trao doi bang hinh thie dién tu.



b) Kho khan

‘ - Ha tﬁr}g cong ngh¢ thong tin cua nganh phuc vu chpyén d6i §6 con tl}iéu
dong bo; h¢ thong thi€t bi cong nghé thdng tin, phan climg cau hinh thép; hé thong
bao dam an toan, an ninh thong tin con han ché. Kinh phi hang nam danh cho cong
tac dam bdo an toan, an ninh mang con thap, chua dap tung dugc cac yéu cau nhiém
vu tai don vi.

II. KET QUA THU'C HIEN

1. Vé chap hanh cac quy dinh ciia phap luit trong cong tic bio dam an
toan, an ninh mang, cong tac quan ly thong tin trén khong gian mang

- Pon vi d4 pho bién quan triét, trién khai cac Chi thi, Nghi quyét cia Dang,
quy dinh ctia Nha nudc vé cong tac bao dam an ninh, an toan thong tin mang va bao
vé BMNN trén méi trudng mang may tinh. Day manh quan triét va to chuec, trlen
khai :chu’cqh1¢1,1 hi€u qua cac ,nh1¢m Vi, gidi phap dé cai thién va nang cao chi sb
chuyén do6i s0 ndm 2023; Ticp tuc trin khai thyc hién Nghi quyéet so 11-NQ/TU,
ngay 16/9/2022 cua Ban Thuong vu Thanh uy vé “Tang cuong sy lanh dao ctia Dang
ve Chuyé,n do1so trén dia ban thanh pho dén nam 2025, dinh huéng dén nam 20307;
can cirKe hoach s6 231- KH/BCD, ngay 13/4/2023 cta Ban Chi dao (BCD) Chuyén
d61 s6 thanh pho vé ké hoach hoat dong cua BCD nam 2023, BCD Chuyén d61 so0
thanh pho trién khai Dot cao diém “80 ngay Chuyén d6iso cong dong”.

-’DO’Il vi da xay dung ndi quy, quy dinh vé bao dam an toan, an ninh mang,
quy ché quan 1y, su dung, truy cap mang ndi b va Internet trong don vi chua; Hinh
thire, phuong phép nhu thé ndo; Viéc thuc hién dén thoi diém hién tai.

- Phuong 4n phong, chdng tin cong mang hoc cac bién phap d3 ap dung dé
dam bao an toan, an ninh thong tin mang da trién khai tai co quan (tuong lura, viée
ngan chin cac ma doc, strdung phan mém diét virus ban quyén...).

- Viéc tuyén chon can bd co trinh d6 cong nghé thong tin dé dam trach bao
mat mang, bdo dam an toan, an ninh thong tin tai co quan, don vi

+S6 luong cén b thuc hién cong tac vé CNTT: 01 cén bd.

+ Tinh hinh chuyén gia, déit;ic nudc ngoai tham gia hoat dong xay dung, bao
tri van hanh, phat trién hé thong (néu c6): Khdng.

- Vigc gido duc, b01 dudng kién thic bao mat mang va ¥ thirc tuan thu céc

nguyén tic, quy dinh vé dam bao an toan, an ninh théng tin cho can bo, gido vién,
nhan vién dugc thuc hién dam bao quy dinh.

2. Viéc quan Iy, van hanh hé thong thong tin

- Cong tac khai thac, luu trir, truy nhdp tai cac may tinh ndi mang ndi bo va
Internet tai co quan; viéc quan ly hdp thu dién tir cia co quan, cua cd nhan. Sao luu
dir lieu dugc thuc hién dam bao quy dinh.

- Thuong xuyén kiém tra, duy tri hoat dong he thong mang Internet, mang
truyén $0 liGu chuyen dung, dam bao téc do du’orng truyen 24/24. T1ep tuc nang cap,
thay thé cac may vi tinh, laptop, may in,... xudng cap, hu hong dé timg budc hoan

thién céc trang thiét bi va dap tng du:qc muc tiéu chuyen ddi sd, thyc hién dam bao
an toan, an ninh théng tin.
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- Cac phan mém chuyén dung dang sir dung; Pon vi phéi hop trién khai, van
hanh, bao tri, bao dam hoat ddng ctia cac hang muc lién quan hé thong thong tin.

- Két hop v6i cac doanh nghiép kinh doanh trong finh vuc vién thong nhu
VNPT, Viettel gidi thiéu, quang ba hinh anh cia UBND phuong trén qua céc trang
mang xa hoi (fanpage Dong song hoa gao, cong thong tin dién tir Phuong Coc Léu)

3. Cong tac bao vé BMNN trén khong gian mang

- Nang cao hi¢u luc, hi¢u qud, trach nhiém quan Iy, khai thac, sit dung hop
thu cong vu.

o Nghi€ém cAm viéc soan thao, hru tri, truyén dua tin trén kh@ng gian mang
do1 voi nhiing tai li¢u co chira ndi dung bi mat nha nudc trén cac thiét bi dién tir co
k€t nd1 voi mang khi chua duge ma hoa, bao vé theo quy dinh cua phap luat co yéu.
Bo tri may tinh doc lap khong két nd1 mang d¢€ soan thao, hru trir van ban co6 chira
noi dung bi mét nha nudce; khong duge st dung thi€t bi dién tir co chirc nang 880
chép, uu trir, ghi am, ghi h1nh chua qua kiém tra an toan vé an ninh hoic c6 két ndi
Internet dé phuc vu yéu cau cong tic c6 lién quan dén bi mat nha nudc; khong s
dung thiét bi co tinh nang thu, phat tin hi¢u, ghi am, ghi hinh trong ho1 nghi, hoi
thao, cudc hop c6 ngidung bi mat nha nudc dudi moi hinh thirc khi chua dugce nguoi
co tham quyén cho phép.

- Chap hanh triét dé céac quy dinh vé xéc dinh, dé xuit, quyet dinh d6 mat,
dong dau d6 mat; 1ap hé théng so6 theo ddi viée tlep nhén, chuyén giao, cung cap bi
mat nha nude; thue hién ky nhan day du khi chuyén giao van ban mat; phan loai,
thong ké, luu trit, bao quan tai liéu, vat chira bi mat nha nude. Cing cd, kién toan
ban chi dao thuc hién cong tac bao vé€ bi mat nha nudc; hang nam cong chirc, nguoi
lao dong déu phai viet cam két bao v¢ bi mat nha nudc.

III. PANH GIA, PE XUAT

1. Uu diém

- Nam 2023, cong tac bdo dam an toan, an ninh mang tai don vi luén duogc
chi trong thyc hién, dam bao cac h¢ thdng thong tin thudc pham vi quan ly hoat
dong an toan, thong suot, gop phan xay dung khong gian mang an toan tai don vi.

- Hé théng mang ndi bo cia UBND phudong duge dam bao vé muc dd bao mat
cao. HE thong két ndi1 duong truyén tai nhanh, dam bao viéc truyén dir li¢u.

- Toan bd cac phong chuyén mon déu dugc cap may tinh dé su dung. Tat ca
cac may tram déu dugc cai ddt theo ding quy dinh, cai dat phan meém diét virus,
nguoi dung duoC cap phat user dang nhap, mat khau duoc bao mét, cong chuc
thuong xuyén trao doibang hinh thirc dién tur.

2. Ton tai, han ché

UBND phuong khong ¢6 can bd chuyén mon nghiép vu cao vé chuyén doi sb.
Ha tang cong ngh¢ thong tin cua nganh phuc vu chuyen d6i s6 con thiéu dong bo;
hé thong thiét bi cong nghé thong tin, phan cting cau hinh thip; hé thong bao dam
an toan, an ninh thong tin con han ché. Kinh phi hang nim danh cho cong tac dam
bao an toan, an ninh mang con thap, chua dap tng dugc cac yéu cau nhiém vu tai
don vi.



3. Dé xuit

- P& nghi UBND thanh phd Lao Cai t6 chirc 16p tip hudn niang cao nhan thirc
ve cOng tac dam bdo an toan, an ninh mang; dau tu thém kinh phi cho céac hoat dong
ung dung CNTT.

Trén day 1a B&o c&o cong tac dam bao an toan, an ninh mang nam 2023 cua
UBND phuong Coc Léu./.

Noi nhin: TM. UY BAN NHAN DAN
- Nhukinh giri CHU TICH

_ TT DU-HDND phuong; :

- Lanh dao UBND phuong; U

- Luu: VT, VH.
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Co quan: Thanh phé Lao
Cai, Tinh Lao Cai
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