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QUAN PIEM CHi PAO

< An todan, an ninh mang 1a trong tdm cua qud trinh chuyén déi sé, |a tru cdt quan trong tao lap
niém tin s va su phat trién thinh vuong trong ky nguyén sb.

< Chu quén hé théng théng tin: Thuc hién nghiém tic cdc quy dinh phép lu4t vé bdo vé an ninh

mang; xac dinh cip d6 va trach nhiém bdo ddm an toan hé théng théng tin theo tirng cip do va
trién khai mé hinh bao vé 4 |8p trudc khi dua vao st dung.

O Chién luoc An toan, An ninh mang quéc gia, chu déng tng phd vdi cdc thdch thire tir

khéng gian mang dén ném 2025, tdm nhin 2030 [964/QD-TTg]
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Hién trang phan loai,
xac dinh va phé
duyét HSBXCDP an
toan HTTT

Nam 2023
Nam dir liéu s6 qudc gia 50



Hién trang phan loai, xac dinh va phé duyeét | vang o212
cap doé an toan HTTT (dén hét T4/2023)

HSDXCD HSDXCD HSBXCD
B Chua phé duyét 404 B Chwa phé duyét (34,3%) B Chua phé duyét
1.947 HSDXCD (54.8%) HSDXCD 1543 HSDXCD
(63%) (65,7%)
Toan québc: 3.092 HTTT Bo, nganh: 737 HTTT Dia phwong: 2.350 HTTT
dang van hanh ) dang van hanh dang van hanh
QO 15 BO, nganh c6 ty 1& phé duyét 0O 16 Bia phwong cd ty I& phé duyét
HSDXCD thap, < 50%. HSDXCPD thap, < 50%.
> Chua quan HTTT chwa lam tron trach nhiém tai Biéu 20 Nghi dinh 85/2016/ND-CP;
> Don vi chuyén trach ATTT chwa lam tron trach nhiém tai Diéu 21 Nghi dinh 85/2016/ND-CP;
» Don vi van hanh HTTT chwa lam tron trach nhiém tai Diéu 22 Nghi dinh 85/2016/ND-CP.
> Viéc nay cé thé bij xtr phat theo quy dinh tai Diéu 88 ctia Nghi dinh s6 15/2020/ND-CP.
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Hién trang phan loai, Cong tac ddn dbc cac B,
xac dinh va phé nganh, dia phuwong hoan
duyét HSBXCDP an thanh phan loai, phé
toan HTTT duyét HSBXCD

Nam 2023
Nam dir liéu s6 qudc gia 50



Céng tac don doc cac B, nganh, dia phwong | angosn

hoan thanh phan loai, phé duyét cap dé

Bo TT&TT dé nghi

v' Tap trung ra soét, hoan thanh phan loai, xac dinh va phé
duyét dé xuat cap do ATTT 100% HTTT dang van hanh trudc
31/3/2023;

v’ Trién khai day d0 phuong dn bdo dam ATHTTT theo cip do
cho 100% HTTT dang van hanh truéc ngay 30/9/2023.

v" Hoan thanh phan loai, xdc dinh va phé duyét
dé xuat cAp d6 HTTT trudc 01/12/2022;

v’ Trién khai day dd phuong dan BDATHTTT theo
cdp d6 cadc HTTT dang van hanh trudc
01/6/2023.

Tha twéng Chinh pha yéu cau ®

® Chi thj s6 02/CT-TTg ® Van ban s6 1598/BTTTT-CATTT ® Vén ban so 652/BTTTT-CATTT
ngay 26/4/2022 ngay 28/4/2022 ngay 28/02/2023

Bo TT&TT dé nghi

v" Hoan thanh phé duyét HSBXCP cho tat ca cac HTTT
trudc ngay 30/6/2022;

v’ Trién khai day d0 phuong 4n BDATHTTT theo cap
do trudc ngay 15/11/2022;

v Cho dirng cac HTTT khong BDATTT mang theo quy
dinh cla phap luét tir ngay 01/01/2023.

Mau HSBXCB: https://ais.gov.vn/thong-tin-tham-khao/mau-hsdxcd.htm
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Hién trang phan loai, Cong téc don doc céc B, Mot sb quy dinh mdi
xéc dinh va phé nganh, dia phuang hoan ctla Thong tu s6
duyét HSBXCP an thanh phan loai, phé 12/2022/TT-BTTTT

toan HTTT duyét HSBXCD

Nam 2023
Nam dir liéu s6 qudc gia 50



Mot s6 quy dinh méi cla Trang 06112
Thong tw s6 12/2022/TT-BTTTT

O Vé xac dinh cac O Thuyét minh cap do
chu thé cé lién quan an toan hé théng théng tin
Diéu4,5,6 biéu 7,89 10

O Kiém tra, danh gia 04 Ché d6 bao cao
an toan thong tin
biéu 11, 12 Diéu 13, 14

O Cac bién phap bao vé O Théi diém phé duyét
hé thong théng tin HSDBXCD

Phu luc I, 11, 11, IV, V piéu 15
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Xac dinh cac chu thé co6 lién quan

Cha quan HTTT: Lam r8 quy dinh viéc quyét dinh cht quan HTTT 1a cdp cé thdm quyén quyét
dinh dau tu du an thi phai bdo dam diéu kién co quan, t6 chirc duoc giao nhiém vu chl quan
HTTT cé d0 ndng luc dé thuce thi ddy dd cac quy dinh tai Diéu 20 Nghi dinh 85/2016/ND-CP.

Pon vi van hanh HTTT: Xac dinh don vi van hanh trong truong hop thué DVCNTT véi 3 giai doan:
Chua xac dinh dugc don vi cung cdp dich vu, d3 xac dinh dugc don vi cung cdp dich vu, hét thoi
han cung cap dich vu.

T chirc thdm dinh HSPXCD trong trudng hop Bon vi chuyén trach vé ATTT dong thoi 1a Bon vi
van hanh, tién hanh té chirc tham dinh theo 01 trong 02 phuong an: giao moét don vi truc thudc
c6 d0 n3ng luc chi tri hodc t6 chirc tham dinh hodc thanh 1ap H6i ddng tham dinh ddc 1ap.

I Trang 07/12



Thuyét minh cap do an toan hé thong théng tin | rang s

Vé xac dinh hé thong théng tin
Dinh ky hang quy (ngay dau tién cla quy), Cuc An toan thong tin s& cap nhat, bd sung danh muc cac hé théng théng tin theo quy
dinh tai Didu 7 va cong bb trén Cong thang tin dién tir clia B6 Théng tin va Truyén thong.

Hwéng dan thuyét minh cap dé ATHTTT

Yéu ciu dbi véi HTTT duoc dau tu xay dung méi hodc ma rong, nang cap can déng bd phuong 4n k§ thuat trong cac tai liéu Bao cdo
kinh té - k§ thuat / Thiét ké co s& thudc BCNCKT / Ké hoach thué DVCNTT / D& cuong va du todn chi tiét vai cac yéu cau cla phuong
an BDATTT theo cap d6 duoc dé xuat, duoc thuyét minh trong HSDXCD.

Yéu cau co ban BDATTT ve quan ly
B& sung yéu cau vé Phuong an Quan Iy rdi ro an toan théng tin va Phuong dn Két thic van hanh, khai théc, thanh ly, hiy bo hé théng
thang tin. Quy ché bao ddm ATHTTT dap ng cac yéu cau an toan vé quan Iy can duoc ban hanh trude khi HSDXCD duoc phé duyét.

Yéu cau co ban BDATTT vé ky thuat

Trién khai day du phuong 4n bdo dam ATTT d3 duoc phé duyét tai HSDXCD va dap ng cac yéu cau an toan trudc khi dua vao van
hanh, khai thac. Yéu cau vé phan mém néi bd tuan thd Khung phat trién phdn mém an toan...




Phwong an thiét ke hé thong thong tin [ 7rang ooz

0 07 phan ving mang;

0 16 bién phap bao dam ATTT can trién 0 08 phan viing mang;
khai (VPN, WAF, DB Firewall, SIEM, 0 17 bién phap bdo ddm ATTT can trién khai
AntiDDoS, giam sat b&i SOC...). (VPN, WAF, DB Firewall, SIEM, AntiDDoS,
3 giam sat b&i SOC, PIM/PAM...).

Q4 05 phan vung mang; :
O 06 bién phap bao dam ATTT can
trién khai (VPN, WAF...).

J U 08 phan vung mang;
Q 19 bién phap bao dam ATTT

0 03 phan ving mang; 1 can trién khai (VPN, WAF, DB
O 03 bién phap bao dam ATTT Firewall, SIEM, AntiDDoS,
can trién khai (VPN...). ~ Phuluc 11,10, 1V, V gidm séat béi SOC, PIM/PAM,
Dong b v&i Tiéu chuan quoc gia DR cach DC téi thiéu 30km,

TCVN 11930:2017 R e s
dw phong két ndi mang gilra

cac hé théng chinh va dw
phong...).



Kiém tra, danh gia an toan hé thong théng tin | riang 1012

N&i dung kiém tra, danh gia

v’ Kiém tra, danh gid viéc tuan tha quy dinh cla phép luat vé bdo ddm ATHTTT theo cap d6;
Kiém tra, danh gia hiéu qua clia cac bién phap bdo dam ATTT theo phuong an bdo dam ATTT duoc phé duyét;
v’ Kiém tra, danh gid phat hién m3 doc, 16 hdng, diém yéu, thir nghiém xdm nhap HTTT (cé dénh gid ma ngudn).

Tan suét kiém tra, danh gia

Kiém tra, danh gia dinh ky theo quy dinh tai diém c khoadn 2 Diéu 20 Nghi dinh 85/2016/ND-CP;
Kiém tra, danh gia d6t xuat theo yéu cau cla cip cé thdm quyén.

<\

Hinh thie kiém tra, danh gia

v’ Kiém tra, danh gia hop den (Black box);
v’ Kiém tra, danh gid hdp xam (Gray box);
v’ Kiém tra, danh gid hop trang (White box).
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Ché 56 béO CéO Trang 11/12

Phwong thirc gtvi, nhan bao cao
Phan mém QLVB&DH, Hé théng phdn mém bdo cdo do BO TT&TT
trién khai, Hé thdng thu dién tir...

Tan suat thwe hién bao cao
v Dinh ky hang nam;
v’ Dot xuat theo dé nghi clia co quan cé tham quyén.

Theoi gian chét sé liéu bao cao dinh ky hang nam
Tinh tir ngdy 15 thdng 12 nam trudc ky bdo cdo dén ngay 14 thang 12
cla ky bdo cdo.

Thoi han givi bao céo dinh ky hang nam G
v" Don vi chuyén trach vé ATTT, Don vi van hanh: bdo cdo t&i Chd quan HTTT

trwdc ngay 20 thang 12 hang nam,;
v ChQ quan HTTT gl bdo cdo BO TT&TT trudc ngay 25 thang 12 hang nam.




Th&i diém phé duyét HSPXCD Trang 12112

Thei diém phé duyét HSPXCD

I|II Khuyén khich phé duyét HSPXCD an toan thdng tin trudc
khi cAp c6 thdm quyén phé duyét Bao cdo kinh té - kj thuat
hodc thiét k& co s& thudc BCNCKT hodc Ké hoach thué
DVCNTT hodc Dé cuong va du toan chi tiét tuong ¢rng.

HTTT dang van hanh, khai thac, da dwoc phé duyét cap do

T ChU quan hé thdng thdng tin can tién hanh ra soat HSDXCD va Phuong an dam
bdo ATTT d3 duoc phé duyét, hoan thanh viéc diéu chinh, phé duyét lai
HSDXCH va Phuong &n bdo dam ATTT (néu can) trude 01/6/2023.
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TRAN TRONG CAM ON!

Chi tiét lien hé: Nguyén Minh Diing

# % Phong An toan hé thdng thong tin, Cuc An toan
thong tin, B6 Thong tin va Truyén thong;

+» Dién thoai: 0914.646.840;
n Email: dungnm@mic.gov.vn.
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