UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM

TINH LAO CAI Poc lap - Tu do - Hanh phuc
Sb: 1829/Qb-UBND Lao Cai, ngay 19thangggndam 2022
QUYET PINH

Phé duyét cap do an toan hé thong thong tin ddi véi Hé thong
Thuw dién tir cong vu tinh Lao Cai

CHU TICH UY BAN NHAN DAN TINH LAO CAI

~ Can cir Ludt T6 chirc Chinh quyén dia phwong ngay 19/6/2015; Lugt siza doi,
bo sung mét so dieu cua Ludt To chirc Chinh phu va Ludt Té chuc chinh quyén
dia phuong ngay 22/11/2019;

Can cu Ludt An toan théng tin mgng ngay 19/11/2015;

Can cir Nghi dinh 56 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phii vé viéc
bdao dam an toan hé théng thong tin theo cdp do;

Can cir Thong tr so 03/2017/TT- BTTTTngay 24/4/2017 cia B9 tmong Bo
Thong tin va Truyén thong quy dinh chi tiét va hudng dan mot s6 diéu ciia Nghi
dinh s6 85/2016/ND- CP ngay 01/7/2016 cua Chinh phu vé bdo dam an todn hé
thong thong tin theo cap do;

Theo dé nghj ciia Giam doc Sé Thdng tin va Truyén thong tai To trinh so
50/TTr-STTTT ngay 13/5/2022.

QUYET PINH:

Piéu 1. Phé duyét cap do an toan hé thong thong tin doi voi He thong thu
dién tir cbng vu tinh Lao Cai, cu thé nhu sau:

1. Théng tin chung

a) Tén hé thong théng tin: Hé théng thu dién tir cong vu tinh Lao Cai.

b) Pon vi van hanh hé thong thong tin: Trung tdm CAng nghé théng tin va
Truyén thdng Lao Cai.

c) bia chi: Pai 16 Tran Hung Pao, phuong Nam Cuong, thanh phd Lao Cai,
tinh Lao Cai.

2. Céap d6 an toan hé thong thdng tin: Cap do 3.

3. Phuong 4n bao dam an toan thdng tin trong thict ké ky thuat va van hanh
hé thong thu dién tir cOng vu twong ung véi cap do 3, phu hop véi quy dinh tai
Thong tu $6 03/2017/TT-BTTTT ngay 24/4/2017 cta By Thong tin va Truyén
thong quy dinh chi tiét va huéng dan mot sb diéu cua Nghi dinh s6 85/2016/ND-
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CP va véi Tiéu chuan quoc gia TCVN 11930:2017 vé cong nghé thong tin - céc
ky thuat an toan - yéu cau co ban vé an toan hé thong thong tin theo cap do.

(C6 phuong dan dam bao an toan théng tin kém theo)
Piéu 2. T6 chac thuc hién

1. Trung tm C6ng nghé thdng tin va Truyén thong Lao Cai chiu trach nhiém
bao dam an toan thdng tin cho Hé thdng thu dién tir cdng vu tinh Lao Cai theo cac
quy dinh tai Diéu 22 Nghi dinh sb 85/2016/ND-CP ngay 01/7/2016 cua Chinh
phu vé bao dam an toan hé thong théng tin theo cap do.

2. S6Thong tin va Truyén théng chu tri, phdi hop véi céc co quan lién quan
chiu trach nhiém kiém tra, giam sét viéc bao dam an toan hé thong théng tin cho
H¢ thong thu dién tir cOng vu tinh Lao Cai theo quy dinh.

biéu 3. Quyét dinh ndy cé hiéu hec ké tir ngdy ky ban hanh.

Chéanh Vian phong UBND tinh, Giam d6c S¢ Thong tin va Truyén thong,
Thu truong cac so, ban, nganh thugc UBND tinh, Chutich UBND céc huyén, thi
x&, thanh pho va cac co quan, don vi lién quan can ctr Quyet dinh thi hanh./.

Noi nhdn:

- Nhu biéu 3 (QD);

- TT UBND tinh;

- CVP, PCVP2;

- Cong TTDT tinh;

- Luu: VT, TH1, TCHC, KSTT, VXI.




PHUONG AN DAM BAO AN TOAN HE THONG THONG TIN
HE THONG THU PIEN TU CONG VU TINH LAO CAI
(Kém theo Quyét dinh sé /OP-UBND ngay / /2022 cia Cha tich
UBND tinh Lao Cai)

1. Bao dam an toan mang
a) Thiét ké hé thong

- Hé thong tng dung duoc thiét ké tach biét vai cac hé théng dich vu khac.
Viéc phan cac vung chire nang duoc thuc hién trén Firewall Fortigate 600E.

- M&i viing duoc chia vao cac VLAN riéng, bao gom:

+ Vung may chug, dir liéu (APP);

+ Vung DMZ;

+ Vung quan tri MNGT;

+ Pé truy cap duoc vao hé thdng dich vu can théng qua hé thdng VPN.
- Phuong an thiét ké bao d¢am cac yéu cau sau:

+He¢ thdng c6 phuong an quan ly truy cap, quan tri tir xa an toan thdng qua
VPN. Dé truy cap quan tri va truy cap tir xa dén hé théng tng dung can truy cap
théng qua VPN cua tinh.

+ Céc server va thiét bi nhu Switch, Firewall trong hé thong déu cé mot cap
chay ché @6 du phong cho nhau.

+ Firewall Fortigate 600E, Fortimail 200F ¢6 kha ning phong chong tan cong
tur choi dich vu.

+ Toan bo hé thong duoc trién khai giam sat tap trung bang hé théng SOC.

+ Thuc hién viée sao luu du phong tap trung tai Trung tim mang trén thiét
bi chuyén dung SAN/NAS va 6 ctng di dong.

+ He thong trien khai giai phap quan Iy va phong chong ma doc trén méay
chu bang giai phap Kaspersky Endpoint tap trung.

+C6 4 duong truyen riéng biét cia VNPT va Viettel trien khai cho hé thong
duoc két noi qua hé thong can bang tai chuyén dung.

+ Thuyc hién phan quyén va quan ly tai khoan theo chinh séch ctia Trung tam
mang.

b) Kiém soat truy cdp tir bén ngodi mang

- Hé thong duoc trien khai trén ving mang riéng biét. DE truy cap duoc tir
bén ngoai dén hé thong can ket noi qua hé thong VPN. Thai gian cho (timeout)
thiét 1ap 12 30 phit trén mai phién két néi.

- Hé thong chan tat cd truy cap tir bén ngoai mang Internet, chi mé cac IP ma
Trung ttm mang cung cap.
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- Thit lap gi6i han s6 lan két n6i dong thoi tir mot dia chi nguon va tong s
leong ket noi dong thoi cho tung tng dung trén thiet bi Firewall Fortigate 600E.

c) Kiém soat truy cdp tir bén trong mang

Khong truy cap duoc vao hé théng may chi no1 bo. HE théng dich vu chi
duoc truy cap tir phia Trung tdm mang. Khong cho phép cac may chu truy cap ra
cac mang bén ngoai.

d) Nhdt ky hé thong

Co thiét lap ddy du cac chirc nang ghi nht Iy hé thong trén cac thiét bi
Firewall va cac Server. Nhat ky cua hé thong dugc luu trir riéng. HE thong duge
lau trit 03 thang.

d) Phong chang xam nhdp

- Sur dung tinh ndng phong chéng xam nhap trén Firewall Fortigate 600E.

Trén thiét biFirewall ¢6 thiét Iap chirc nang (license) IDS, IPS (phong chéng xam
nhap). Thiét 1ap ché do cap nhdp tu dong trén thiét bi Firewall.

- Ap dung cac cong nghé dua theo co so dir li¢u ve thong tin nhan dién
(Signature), Heuristic va phan tich hanh vi trén Firewall Fortimail 200F.

e) Phong chéng phan mém déc hai trén méi truong mang
- Sir dyng tinh nang IDS & IPS trén Firewall Fortigate 600E. Thiét 1ap ché
do cap nhap tu dong trén thiét b1 Firewall.

- St dung giai phap phong chong phan mém doc hai cua Kaspersky
Endpoint. Thiét lap ché do ty dong cap nhap co'sd dit lidu tap trung trén giai phap
Kaspersky.

g) Bdo vé thiét bj hé thong

- Thyc hién dinh ky hang thang ra soat cac diérr} yéu, céc su kién vé an ninh,
thong tin tir nha cung cap dé cip nhap xtr ly diém yéu an toan thong tin cua thict
bi hé thong.

- Céc thiét bj khi khong dugc st dung déu duge x6a bo toan bo thong tin vé
cau hinh, dir iéu va cai dat lai.

2. Bao dam an toan may cha

a) Xac thuc:

- Thiét lap chinh sach xac thyc trén may chu bang co ché Username /
Password. Thuc hién thi€t 1ap cau hinh cdc may chi d€ dam bao mat khau an toan
theo chinh sach quan ly cia Trung tdm mang:

+ Yéu cau thay d6i mat khau mic dinh;

+ Quy tic dat mat khau gdm céc thanh phan thuong, hoa, chit sb, ky tu dac
biét;
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+Dang nhap hé thong sai 5 lan trong khoang thoi gian nhat dinh vai mot tai
khoan nhit dinh tai khoan d6 s& bi khoa;

+ Thoi gian yéu cau mat khau 30 ngay.
b) Kiém soat truy cdp

- Pa thiét lap cac truy cap quan tri may chu tur xa chi dugc thuc hién thong
qua hé thdng VPN. Thiét 1ap thoi gian cho (timeout = 300 phut), néu khong c6
thao tac tir ngudi dung thi hé may chu s& dong phién két néi.

- Quan tri thong qua Remote desktop. Khong cho phép quan tri tryc tiép tir
bén ngoai. Phan quyén truy cap cho céc tai khoan qua hé thong VPN cua Trung
tam mang.

¢) Nhdt ky hé thong

Thiét 1ap ghi cau hinh log mic dinh trén cac may chii bao gom:

+ Nhat ky truy cap;

+ Nhat ky vé céc sy kiéen;

+ Nhat ky két néi;

+ Nhat ky vé thay doi cau hinh;

+ Nhat ky cai dat.

d) Phong chéng xam nhdp

- Céc thiét bi may chu dugc cai dat hé diéu hanh moi. DA ra soét va loai bo
cac tai khoan mdc dinh cua may chu.

- Tét ca cac may chii déu sir dung tuong lra va phan mém Kapersky Enpoint

dé cam céac truy cap trai phép td1 may chu.

- Thue hién dinh ky hang thang ra soat cac dlem yéu, cac sy kién vé an ninh,
thong tin tir nha cung cap dé cap nhap xur Iy diém yéu an toan thong tin clia may
cha hé thdng.

d) Phong chong phan mém déc hai

- T4t ca cac may chu déu duoc cai dit phan mém phong chdng mi doc
Kaspersky Endpoint.

- Khong cho phép phuong tién huu trir di dong két ndi téi may chu trong qué
trinh hoat dong.

- Céc phan mém trude khi cai dat duoc kiém tra boi phong Tich hop hé thong.
e) Xu Iy may chu khi chuyén giao

- Khi chuyén giao h¢ thong toan bo dir liu s€ dugc xo6a sach thong tin, x0a
cau hinh RAID, thay dbi thtr ty 6 clmg cta may chu.

- Thyc hién GHOST may chu trude khi x6a. Ludn ¢6 1 ban backup may chu
du phong tranh trudng hop can khoi phuc lai may chu sau khi xoa.



3. Bao dam an toan @ng dung

a) Xac thuc

- Khong str dung tai khoan, mat khau mic dinh dé dang nhap ing dung. Khi
khoi tao tai khoan rng dung c6 gtri thong bao cho nguoi stir dung vé viee d61 mat
khau méi va dam bao tinh bi mat ctia tai khoan nguoi str dung.

- Thiét lap quy tic dat mat khau veé sd ky tu, loai ky tu trong cAu hinh hé
thong. Thiét lap thot gian yéu cau thay do61 mat khau.

- He thcf)ng Firewall Fortimail 200F dé tranh dang nhap tu dong. Cung cép
kha nang chong spam va chong phan mém d¢c hai, email quang céo va phan loai
email.

b) Kiém soat truy cdp

Hé thong c6 thé thiét 1ap cho phép truy cap qua mang an toan, VPN trén thiét
bi Firewall Fortigate 600E. Hé thong cho phép gigi han truy cap theo sb  luong ket
noi & nhleu muc nhu ung dung, co s¢ dit ligu. Su dung cac tham sb cdu hinh dé
quy dinh sb lwrong két nbi dong thoi.

c) Nhdt ky hé thang

~ Nhat ky he thong dugc quan Iy trén may chu tmg dung va co s¢ dir lidu. Co
thiét lap viéc ghi nhat ky img dung gom cac thong tin:

- Thong tin truy cap duoc hru trén may chu va co sé dir ligu;

- Thong tin dang nhap khi quan tri dugc luu trén may chu va co so dir liéu;

- Thong tin 16i duoc Iuu trén may chi tng dung.

d) Bao mdt théng tin lién lac:

Dir lidu duoc truyén trén duong truyén sb liéu chuyén ding.

d) An toan #ng dung va ma nguon

- Giao dién thao tac c6 kiém tra dit liéu dau vao do ngudi ding nhdp. Dir ligu
tra v& dugc kiém tra trude khi hién thi cho nguoi dung, cac thdng bao 161 duoc
tuy bién phu hop véi nglr canh st dung.

~-Ma ngudn dugc kiém tra dinh ky dam bao an toan trude cac dang tin cong

pho bien.

4. Bao dam an toan dir liéu

a) Nguyén ven diz lieu

- Hé quan tri CSDL cho phép tao céc vai trd quan tri di kém véi mat khau
quan tri d6i voi co s dit lisu. Mudn truy nhap trie tiép vao co so dit lidu ctia hé
thong thong tin bang céac cong cu ctia hé quan tri co s¢ dir liéu khong thong qua
phan mém phai c6 tén ding nhap va mat khau cua ngudi quan tri co so dit lidu.

- Cac thay doi trong co s dir liéu duoc luu ghi nhén va dugce luu try tai h¢
thong log tap trung.
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- Co s6 dir liéu duoc backup full vao cudi tuan.
b) Bao mat di ligu
- Toan b6 cac dit ligu quan trong luu trit trong CSDL dugc ma hoa va phan
quyén truy cap chat che.

- Hé thong thuc hién phan quyén truy cap OS theo role nguoi dung; vei dix
lisu hién thi trén web dugc md hda mot sé truong théng tin quan trong va phan
quyén theo nguoi dung ding nhap website.

¢) Sao luu dw phong

Thuc hién backup cac may chu sang thiét bi luu trix dit lisu SAN/NAS va céc
& ctmg di dong riéng biét

5. Pam bio an toan vat ly cho phong hé théng

- Vi tri phong may chu phai duoc dat ¢ trung tm toa nha.

- Thiét lap hé thong cong dién tir dé kiém sodt vao, ra phong may chu.

- Thiét Iap hé théng camera giam sét, ghi lai thdng tin vao ra phong may chu.
Dir liéu nhat ky camera phai dugc luu trit toi thieu 03 thang.

- C6 phuong an kiém soéat cac thiét bi, vat dung dugc mang ra, vao phong
may chu.

- Thict b h¢ thong phai dugc dat trong phong may chu va c6 tu bao vé (tu
rack), dugc dat co dinh.

- Két ndi vat ly (cap mang, dién thoai,...) trong phong phai dugc ditrén mang
cap; Thiét 1ap hé théng bao dong chdng trom tu dong.

- Phong méy cha phai duoc thiét lap he thdng chong sét. Céc thiét bi, tu ki
thuat trong phong may chu phai duoc noi dat.

- Phong may chu phai lp dat hé théng canh bo va chira chay tu ¢ong; Phong
may chu phai dugc xay dung st dung cac vat liéu chiu hra.

- Co bién phap ngin khong cho nu¢e mua tham qua tran va tudng vao phong
may, tich tu nudce va di chuyén nudce tich tu trong phong may.

- CH hé théng diéu hoa trung tam, bao dam vé nhiét do, d6 am 6n dinh trong
phong may chu.

- Nguon dién trong phong may chi phai dugc dam bao on dinh UPS, chong
qua tai; hé thong UPS dam bao hoat dong lién tuc.

- CO ngudn cung cap dién du’ phong, may phat dién dé c6 thé thay thé ngudn
cung cép dién chinh khi cé sy c6 mat dién xay ra./.
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