Hwéng dan cach nhan biét va phong chong
Itra dao truwc tuyén

Ho va tén: Nguyén Van Chung
Bon vi cong tac: Cuc An toan thdng tin
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1. Lira dao trwc tuyen
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CUCANTOM THONG TN Lira dao truc tuyen la gi?

> Ltra dao truc tuyén la mOt hanh vi gian lan trén mang thong qua
viéc str dung cac ky thuat cong nghé dé Ilra dao nguwdi dung truc
tuyén.

> Diéu nay cé thé bao gbm viéc str dung cac trang web gid mao dé
danh cap théng tin cd nhan hodc tai khodn ngan hang cla nguoi
dung, glri email Itra dao dé yéu cau thdng tin nhay cdm hodc thuyét
phuc ngudi dung dong tién hodc mua hang héa khéng ton tai.



1. Lira dao trwc tuyen
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CUCANTOAN THONG T Co6 bao nhiéu hinh thirc Itra dao trwe tuyén?

» Cong nghé phat trien dan den hinh thirc Ira ddo cling gia tang
» Tinh riéng trong nam 2022, c6é 3 nhém hinh Itra dao chinh gém 16
hinh thire Itra dao.
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CUCANTOM THONG TN Co6 bao nhiéu hinh thirc Itra dao trwc tuyén?

1. Lira dao trwc tuyen

» Gia mao thuwong hiéu clia cac T6 chirc NCSCX
gri SMS Itra dao

» Gia mao cac trang web, blog chinh
thong dé thu thap thong tin

> Tri tién khi nghe dién thoai tir s6 may
la

> Chiém quyén s dung tai khodn mang
x4 hoi dé nhan tin Ira dao ban be,
ngwoi than




1. Lira dao trwc tuyen
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CUCANTOM THONG TN Co6 bao nhiéu hinh thirc Itra dao trwe tuyén?

» Cac wng dung, quang cao tin dung
den bién nan nhan thanh con no

» Gia mao cac co quan chirc nang goi
dién thong bao vi pham phat luat

» Gia mao trang thuwong mai dién t Ira
lam cbng tac vién

> Loi dung tdm ly, long thwong va niém
tin cla ngwoi dan dé Ira dao
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CUCANTOM THONG TN Co6 bao nhiéu hinh thirc Itra dao trwe tuyen?

lwong
¥ , n .. . . B nE
» Gia mao trang ca nhan, tai khoan cua fT,\UA‘ AN HANG ONL
nguoi dung dé lam dung uy tin, sy n6i RN
: A 2 2 trong viéc mua ban han
tleng de IuJa dao onlir?e. Nguoi tiéu dl‘mgg

1. Lira dao trwc tuyen

phai can than tim hiéu, .

> Béy t‘lnh qua CéC u—’ng dung, n‘én téng nam rd thong tin dé tranh

cac cam bay khién cho

hen hb “tién mat tat mang”.
» Thong bao tring thuwdng, qua tang




1. Lira dao trwc tuyén
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CUCANTOANTHONGTIN Co6 bao nhiéu hinh thirc Itra dao trwe tuyén?

» Ltra dao chén ma doc, duwdng link déc

nai, phan mém ddc hai

> La nang cap SIM tr 4G |én 5G dé
chiém doat théng tin

» Gia mao email ngan hang, vi dién
te,...

> Lap san dau tw tién ao, da cap,...




2. Nguyéen nhan
CYCANTO THONG T Ké Itra dao (tin tic)

> An danh dé dang qua phan mém, cong cu pho bién, SIM réc,...
» Dé dang xay dwng cac trang web, (rng dung phuc vu hanh vi Itra
dao.

Chao mirng Quy khach dén véi

Ngan hang tngc tuyén khéch hang ca nhan




2. Nguyéen nhan

CUC AN TOAN THONG TIN

AUTHORITY OF INFORMATION SECURITY Ké I u,a déo (ti n téC)

> Chi phi dau tw khéng Ion ,
> Viéc mua béan, s& dung céc tai khoan mang xa héi phd bién

Vietnam site: Concung.com database p1
including inside data

demo

Quote:

{
"EmployeelD":
V.LP "FirstName": ™

i "LastName": "
"FullName": "E
"DOB": "1992-(
"Departmentil
"PositionID": 9
"StorelD": 30,
"StartDateWor 05-11T00:00:00",
"EndDateTrial\ 117-07-10T00:00:00",




2. Nguyéen nhan

SfeSae s Ké Iwra dao (tin tac)

> D& dang tiép can véi cac hinh thrc, kj nang va chiéu trd Ira dao
qua cac hoi nhom trén mang xa hoi

Underground Market
i:El I+

Il'f'l" i rl

L ’..
. Won
Code Khéng Ngon, X6a Group! ‘ ’ ban tut 25% ai can ib

Pham Tién sestion @ . =

S .!s Ve 500 via phi cd xmdt, ae can inbox minh nhé
.




2. Nguyéen nhan I
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CUCANTOAN THONG T Ngwei bi hai (nan nhan)

» Nhe da, ca tin.

> Thiéu sw tiép can théng tin,
thiéu viéc lam, thiéu tién,...

> Long tham vi thay cai loi trwdc
mat ma khéng tim hiéu ky
thong tin.

> TO mo, hiéu ky.




2. Nguyéen nhan I
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CUCANTOAN THONG T Ngwei bi hai (nan nhan)

» Thiéu nhan thirc vé an toan
thong tin.

> Yéu tam ly, dé so hai, thiéu
binh tinh.

» Suy nght léch lac.

» Tuw twong nhan thire sai.




3. Phong chong
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CUCANTOM THONG TN Ngw®i dan can lam gi dé phong chong?

> Khong nén chia sé qua nhiéu cac
thong tin ca nhan

> Khong co lgi ich gi dén qua dé
dang.

> Khong cung cap théng tin,
chuyén tién vé&i nhirng yéu cau
qua Internet khi chwa xac minh.

> Can nhac, kiém tra ky khi bam
vao bat ky mot dwdrng link nao.
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CUCANTOM THONG TN Ngw®i dan can lam gi dé phong chong?

3. Phong chong

» St dung cong cu, phan mém béo vé
» Trang bi them kién thuirc vé an toan thong tin
» Bao cao Itra dao truwc tuyén
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CUCANTOANTHONG T Mot so cong cu dé ngw®i dan str dung

>
>
>
>
>
>

3. Phong chong

nttps://canhbao.ncsc.gov.vn

nttps://congcu.khonggianmang.vn/check-phishing

nttps://tinnhiemmang.vn/website-lua-dao

nttps://tinnhiemmang.vn/tra-cuu-tai-khoan

nttp://tingia.gov.vn/

nttps://chongthurac.vn/huong-dan-phan-anh-tin-nhan-rac-cuoc-goi-
rac/

> https://khonggianmang.vn/canhbaoattt/
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CUCANTOAN THONG TN Mot s6 cong cu dé ngwei dan str dung

3. Phong chong

> Chodng Itra dao
» Visafe, C-mSafe

m Chong Lira Pao vlsafe

An Toan Trong Tam Tay

O



4. Két luan

CUC AN TOAN THONG TIN

TTTTTTTTTTTTTTTTTTTTTTTTTTTTTT

» D& dam bao minh khéng tr& thanh nan nhan ctia mot cudc tan cong
Ira ddo trwe tuyén, tat ca chung ta can trang bi cho minh kién thie
dé c6 thé nhan biét dwoc dau la mét hinh thire Iva ddo trwe tuyén.

> Kién thirc co thé trang bj thdng qua cac trang thdng tin, cac phan
mém dwoc cung cap bdi cac co quan chirc nang, dac biét la Cuc
An toan thdng tin, cu thé hon 1a Trung tdm Giam sat an toan khéng
gian mang quoc gia tai dia chi https://khonggianmang.vn



CUC AN TOAN THONG TIN

AUTHORITY OF INFORMATION SECURITY

Cam on
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