Phu luc V
MO HINH THAM CHIEU AN TOAN THONG TIN
(SRM)



I. GIOI THIEU

MG hinh tham chiéu an toan théng tin (Security Reference Model - SRM)
cung cap mot Khung mo ta cac thanh phan bao dam an toan thong tin can trién
khai ap dung khi phat trien Chinh phu dién ti. M6 hinh tham chieu an toan
thong tin 1a co s¢ dé xay dung Kién tric an toan thong tin.

Il. CAU TRUC MO HINH THAM CHIEU AN TOAN THONG TIN

SRM xay dung hé théng an toan théng tin thong nhit théng qua thanh
phan: Muc tiéu, Rui ro va Kiém soat. Cac thanh phan ndy sau do dugc chia
thanh 06 hop phan chi tiét. Mdi ndi dung nay phai duoc giai quyét & cap do to
chuic va hé thong.

Muc tiéu

}

RUi ro

!

Hinh 1. C4u tric phan tang ciza mé hinh an toan théng tin

Kiém soat

Muc tiéu: Cac muc tiéu bao dam an toan thong tin d6i vai cac hé théng
thanh phan trong Khung CPDT. Cu thé, Hé thdng théng tin can duoc thuc hién
bao vé theo quy dinh caa phap luat can ci vao cip do an toan cua hé thong
thong tin, yéu cau an toan tdi thiéu va phuong an bao Vvé.

Rui ro: Cac nguy co, rai ro mat an toan thdng tin va bién phap kiém soét.
Cu thé, cac hé thong thong tin can duoc kiém tra, danh gia, xac dinh va quan ly
CAC rui ro; cac nguy co, rui ro d6i véi hé théng can co bién phap kiém soat dé
giam thiéu muac do rii ro thong qua phuong an bao Vé.

Kiém soat: Cac bién phap kiém soat, danh gia sy tuan thu. Cu thé, viéc
thuc thi bao vé cac hé thong thong tin can dugc kiém soat su tuan thu quy dinh
cua phap luat va danh gia hiéu qua cta phuong an bao Vé.

111. PHAN LOAI

1. 1. Muc tiéu (SRMO001)

~ SRMO001 béo dédm an toan thong tin ddi véi cac hé thong thanh phan trong
Kién trac Chinh phu dién tir duoc xac dinh la viéc thuc hién bao vé hé thong
théng tin tuan thu cac quy dinh cuaa phap luat, can cir vao cap do an toan cua hé



thong thong tin, yéu cau an toan téi thiéu va phuong an bao vé. Trén co s¢ do,
SRMO001 bao gom 02 hop phan: (1) Quy dinh phép ly va (2) Ho so cap do.

SRMO001 Muc tiéu

]

- SRM001.001 Quy dinh phap ly | SRMO001.002 Hb so cap do

SRMO001.001.001 Luat

SRM001.002.001 Cép do an toan hé
thong thong tin

SRM001.001.002 Nghi dinh

ISRM001.002.002 Phwong an bdo vé

SRMO001.001.003 Théng tw hwéng dan

chudn kj thuat

SRM001.001.004 Tiéu chuan, quy|

SRM001.001.005 V&n ban hudng dan

Hinh 2. Cdu tric phan cdp Muctiéu

dudi day:

Hop phan Muc tiéu vé Quy dinh phap Iy va Ho so cip do duoc liét ké

a) Quy dinh phap ly (SRM001.001)
SRM001.001 bao gom cac hé théng cac van ban quy pham phap luat vé

bao dam an toan théng tin mang, cac vin ban hudng dan thuc thi cu thé va hé
thong cac tiéu chuan vé an toan thong tin.

Khi x&y dung Kién tric Chinh phu dién tir cap bo, Kién triic Chinh quyen
dién ti cap tinh, thanh phan tham chic¢u nay can chi tiét theo thiét ke thuec te.

M6 ta chi tiét caa hop phan Quy dinh phép Iy duoc liét ké trong bang

dudi day:
STT Ngir canh M0 ta
1 SRM001.001.001 Bao gom nhung khong gidi han cac
Luat Luatsau:
- Luat An toan thdng tin mang nam 2015.
2 SRM001.001.002 Bao gom nhung khong gidi han cac Nghi
Nghi dinh dinh hién hanh bao gom:
- Nghi dinh sé 85/2016/ND-CP ngay
01/7/2016 cua Chinh pha vé dam bao an
toan thdng tin hé thong theo cip do
3 SRM001.001.003 Bao gdm nhung khong gidi han cac Théng
Thoéng tu huéng dan tur sau:
- Thong tu s 03/2017/TT-BTTTT ngay
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24/4/2017 cua Bo truong B Thoéng tin va
Truyén thong quy dinh chi tiét va huéng dan
mot s diéu caa Nghi dinh s 85/2016/ND-
CP ngay 01/7/2016 cuaChinh phu vé dam
bao an toan thong tin hé thong theo cap do;

- Thong tu s6 20/2017/TT-BTTTT, ngay
12/9/2017 cua B¢ Thong tin va Truyen
thong quy dinh vé diéu phdi, tng cuu sy ch
an toan thong tin mang trén toan qudc;

- Théng tu sd 27/2017/TT-BTTTT, ngay
20/10/2017 cua Bo Thong tin va Truyen
thdng quy dinh vé quan ly, van hanh, két
ndi, st dung va bao ddam an toan thong tin
trén mang truyén sé liéu chuy@n dung cua
cac co quan Pang, Nha nudc; Thong tu sb
12/2019/TT-BTTTT ngay 5/11/2019 sira ddi
Thong tu 27/2017/TT-BTTTT.

- Thong tu sé 31/2017/TT-BTTTT ngay
15/11/2017 caa Bo Théng tin va Truyén
thon quy dinh hoat dong gidm sat an toan hé
thdng thong tin.

SRM001.001.004
Tiéu chuan, quy chuanky
thuat

Bao gom nhung khong gidi han cac tiéu
chuan sau:

(1) TCVN 11930:2017/BTTTT Co6ng nghé
thong tin - Cac ky thuat an toan - Yéu cau
co ban vé an toan thong tin theo cap do.

(2) TCVN ISO/IEC 27001:2009 Cong ngh¢
thong tin - Hé thong quan ly an toan théng
tin — CAc yéu cau.

(3) TCVN ISO/IEC 27002:2011 Cbng ngh¢
thong tin-Céac k¥ thuat an toan- Quy tic thuc
hanh Quan ly an toan thong tin.

(4) TCVN 8709-1:2011 ISO/IEC 15408-
1:2009 Coéng nghé théng tin- Cac ky thuat
an toan- Cac tiéu chi danh gid an toan
CNTT- Phan 1: Gigi thiéu va md hinh tong
quat.

(5) TCVN 8709-2:2011 ISO/IEC 15408-
2:2008 Cong nghé thong tin - Cac ky thuat
an toan- Cac tiéu chi danh gid an toan
CNTT- Phan 2: C4c thanh phan chac ning
an toan.

(6) TCVN 8709-3:2011 ISO/IEC 15408-
3:2008 Cong nghé thong tin- Cac ky thuat
an toan- Cac tiéu chi danh gia an toan
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CNTT- Phan 3: C4c thanh phan dam bao an
toan.

(7) TCVN 10295:2014 ISO/IEC
27005:2011 Coéng nghé thong tin-Cac ky
thuat an toan-Quan ly rai ro an toan théng
tin.

(8) TCVN 10541:2014 ISO/IEC
27003:2010 Cbng nghé thdng tin - Cac ky
thuat an toan - Huéng dan trién khai hé
thdng quan ly an toan théng tin.

9) TCVN 10543:2014 ISO/IEC
27010:2012 Cong nghé théng tin - Cac ky
thuat an toan - Quan 1y an toan trao doi
thdng tin lién to chac, lién nganh.

(10) TCVN 9801-3:2014 ISO/IEC 27033-
3:2010 Cong ngh¢ thong tin - Ky thuat an
toan - An toan mang - Phan 3: Cac kich ban
két néi mang tham chiéu - Nguy co, ky
thuat thiét ké va cac vin dé kiém soat.

(11) TCVN 9801-2:2015 C6ng nghé théng
tin - Cac ky thuat an toan - An toan mang -
Phan 2: Huéng dan thiét ké va trién khai an
toan mang.

(12) TCVN 11238:2015 Cbng nghé théng
tin - Cac ky thuat an toan - Hé thong quan ly
an toan thong tin - Tong quan va tir vung.
(13) TCVN 11239:2015 Coéng nghé thong
tin - Céc k¥ thuat an toan - Quan Iy su ¢ an
toan thong tin.

(14) TCVN 11386:2016 Cdng nghé thong
tin - Cac ky thuat an toan - Phuong phap
danh gia an toan cong nghé thong tin.

(15) TCVN 11393-1:2016 ISO/IEC 13888-
1:2009 Cong nghé thong tin - Cac k¥ thuat
an toan - Chéng chéi bo - Phan 1: Tong
quan.

(16) TCVN 11393-2:2016 ISO/IEC 13888-
2:2009 Cong ngh¢ thdng tin - Cac ky thuat
an toan - Chdong chdi bo - Phan 2: Cac co
ché sir dung ky thuat ddi xang.

(17) TCVN 11393-3:2016 ISO/IEC 13888-
3:2009 Co6ng nghé théng tin - Cac ky thuat
an toan - Chdng chdi bo - Phan 3: Céac co
ché sir dung ky thuat bat dbi xang.

SRMO001.001.005 Van

Dé cap cac nghi dinh huéng dan cac luat vé
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ban huéng dan

an toan théng tin mang dugc ap dung trong
cac co quan Chinh phu Viét Nam.

Céc van ban hudng dan hién hanh bao gém:
- Vin ban s6 2132/BTTTT-VNCERT ngay
18/07/2011 cua Bo Théng tin va Truyén
thong vé viéc Hudng dan dam bao an toan
thdng tin cho cac Cong/Trang thong tin dién
tur.

- Vian ban sb 430/BTTTT-CATTT ngay
09/02/2015 cua Bo6 Thong tin va Truyén
thong vé viéc Hudng dan bao dam an toan
thong tin cho hé thong thu dién tir cia co
quan, to chirc Nha nudc.

- Van ban s6 2290/BTTTT-CATTTTngay
17/02/2018 cua Bo TTTT vé viéc Hudng
dan két ndi, chia sé thong tin vé ma doc giira
cac hé thong k¥ thuat.

b) Hé so cdp dé (SRM001.002)

Ho so cap do bao gom: (1) Cip do an toan cua hé théng thdng tin va
phuong an bao vé. Trong dé, cap do an toan cua hé thong thong tin duoc xéac
dinh dya vao mac do quan trong cua hé thong thong tin d6 va anh huong cua hé
théng thong tin d6 khi bi pha hoai; (2) Phuong an bao vé bao gom cac phuon an
vé ky thuat va phuong 4n vé quan ly. Trong d6, phuong an k¥ thuat nham bao
dam an toan thdng tin cho hé théng trong viéc thiét ké, thiét 1ap hé théng;
phuong an quan Iy nhiam bao d¢am an toan théng tin trong quéa trinh quan 1y van

hanh va khai thac hé théng.

M6 ta vé cac hop phan thusc SRM001.002 duoc liét ké trong bang dudi

STT Ngir canh

Mo ta

1 | SRM001.002.001

Cap do an toan cua hé
thong thong tin

Tai liéu mo ta tong quan, thiét ké lién quan
den hé thong thong tin, dua ra cac can clr
xac dinh cap d6 an toan cua hé thong

2 | SRM001.002.002
Phuong 4n bao vé

Tai liéu mo ta vé cac phuong 4n bao dam an
toan can cur theo cAc tiéu chi, yéu cau quan
ly va ky thuat theo cac quy dinh bao dam an
toan hé théng théng tin theo cap da.

2. Riii ro (SRM002)

Rui ro md ta cac nguy co, rii ro mat an toan théng tin va bién phéap kiém

soat.




SRMO002 Rui ro
|

- SRM002.001 Nguy co, rui ro —SRM002.002 Bién phap kiém soat

SRM002.002.QO1 Thuc thi phvong an
bao vé theo HO so cap do

SRM002.001.001 Céac nguy co, rGi ro mét an
toan théng tin xuét phap tlr bén ngoai hé théng

SRM002.002.002 Kiém tra, danh gia an
toan théng tin

SRM002.001.002 Cac nguy co, rli ro mét an
toan théng tin xuat phap tir bén trong hé théng

SRM002.002.003 Giam sat an toan|
thong tin

SRM002.001.003 Céac nguy co, rli ro mét
an toan thong tin khac

SRM002.002.004 Xay dung hé théng
phwong an ng clru, xr ly s co

Hinh 3. Cdutriic phan cdpRuii ro

Hop phan chi tié tRui ro duoc liét ké duéi day:
a) Nguy co, rui ro (SRM002.001)

SRM002.001 dua ra cac nguy co, rui ro méat an toan thong tin dbi voi hé
thong Cac nguy co, rui ro ¢ thé duoc xac dinh tir cac yéu to bén trong hoac tur
cac yéu td bén ngoai tac dong vao hé théng. SRM002.001bao gém céc hop phan

Sau.

STT Ngir canh M0 ta

1 | SRMO002.001.001 Cac nguy co, rii ro mat an toan thong tin
Cac nguy co, rii ro mat | xuat phap tir bén ngoai hé théng nhu: Tén
an toan thdng tin xuat | céng DoS/DDoS, tin céng Deface, tan
phdp tir bén ngoai hé |cong khai thac diém yéu 15 hong bao mat
thdng tu bén ngoai...

2 | SRM002.001.002 Cac nguy co, rii ro mat an toan thdng tin
Cac nguy co, rii ro mat | xuat phap tir bén trong hé théng nhu: Tén
an toan théng tin xuét | cong ma doc, tin cong nghe 1én danh cap,
phap tir bén trong hé |19 lot thdng tin, tin cbéng théng qua moi
théng. truong vat ly. ..

3 | SRM002.001.003 Céc nguy co, riii r0 mat an toan thong tin
Cac nguy co, rii ro mat | khic theo dic trung cua tung hé théng cu
an toan thong tin khac the.

b) Bién phéap kiém soat (SRM002.002)




SRM002.002 Bién phép kiém soat 1a cac bién phép quan ly va k§ thuat

dugc sir dung dé giam thié‘u cac nguy co, rui ro mAét an toan thong tin d6i véi hé
thong. SRM002.002 bao gom cac hop phan sau:

STT Ngir canh M0 ta

1 | SRM002.002.001 Trién khai cac phwong an bao dam an toan
Thuc thi phuong 4n bao héAthéng thdng tin theo Hé s cap do duoc
vé theo Hb so chp do phé duyét dé dap ung cac yéu cau co ban

' ' vé quan ly va ky thuat.

2 SRM002.002.002 Viéc thuc hién kiém tra, danh gia an toan
Kiém tra, danh gia an | hONG tin, thir nghiém xam nhap he thong
toan thdng tin nham phat hién ma d@c,,lé hong, diem yéu

va cac nguy co, rui ro mat an toan thong tin
khac co thé xay ra d6i voi hé thong.

3 SRM002.002.003 Trién khai phuong 4n gidm sat an toan
Gi4m sét an toan thong | ONY. tin nham phat hién som nhat cac
tin cugc tan cong mang doi véi hé thong cua

minh.

4 SRM002.002.004 Xay dung hé théng phuong an ung ciu, Xt
Xay dung he théng |V du co nham bao dam h¢ thong c6 the
phuong an &ng' ciiu, Xr kh0| phuc hOat’d(f)ng binh thuong sém nhat
1y sw ¢ 0 thé sau su co.

3. Kiém soat (SRMO003)

SRM003 bao gom cac bién phap kiém sot, danh gia sy tuan thi: Viéc
bao dam an toan cho hé thong thong tin phai duogc thuc hién trong cac qua trinh
xay dung, quan ly van hanh va g& bo theo quy dinh caa phap luat.

SRMO003 Kiém soat
|

— SRMO003.001 Kiém soat tuan tha — SRM003.002 Yéu ciu kiém soat

SRM003.001.001 Kiérr] tra viéc tuan thd quy
dinh cla phap luat ve bdo dam an toan hé|
thong thong tin theo cap dé

SRM003.002.001 Céc quy dinh cda
phap luat vé bdo dam an toan hé thong
thong tin.

ISRM003.002.002 Yéu cau co ban vé

SRM003.001.002 Kiém tra hiéu qua cual . 0
an toan hé thong thong tin theo cap dé

phwong an bao dam an toan théng tin

Hinh 4. Cdutrzc phan capKiémsodt



Cac kiém soat thuoc SRM003 duoc liét ké dudi day:
a) Kiém soat tuan tha (Ky hiéu/Ma la: SRM003.001)

Kiém soét tuan thu bao gom: (1) Kiem tra viéc tuan thi quy dinh cia phap
luat vé bao dam an toan hé thong thong tin va (2) Kiém tra hiéu qua cua phuong
an bao dam an toan thong tin.

STT Ngir canh Mo ta

1 | SRM003.001.001 Kiém tra viéc thyuc thi bao vé hé théng
thdng tin cua co quan, to chuc co tudn
thit cac quy dinh cua phap luat vé bao
dam an toan hé thong thong tin, bao gom
cac quy dinh cua phép luat vé bao dam

Kiém tra viéc tuan thu quy
dinh cua phap luét ve bao
dam an toan hé¢ thong

thong tin . g
9 an toan hé thong théng tin theo cap do
va cac quy dinh khac lién quan.
2 SRMO003.001.002 Panh gia viéc trién khai cac phuong an

bao dam an toan thong tin theo phuong
an trong Ho so dé& xuat cip do da duoc
phé duyét; danh gia hiéu qua cua cac
bién phap kiém soat rui ro.

Kiém tra hiéu qua cua
phuong an bao dam an
toan thong tin

b) Yéu cau kiém sodt (SRM003.002)

Yéu cau kiem sodt xem xét cac hoat dong cu the, trien khai va quy trinh
ky thuat dé giam thi€u hoac loai bo [0 hong, diém yeu da biet. Danh muc yéu
cau kiém soat dua vao bién phap kiém soat dé chi tiét thuc thi, trien khai cac
phuong an bao dam an toan hé thong thong tin theo quy dinh caa phap luat.

Cac nodi dung thuocSRM003.003 Cac phan loai kiém soat dugc liét ké
trong bang dudi day:

STT Ngir canh M0 ta

1 | SRM003.002.001 Céc quy dinh cta phéap luat vé bao dam an
toan hé thong thong tin dugc mo ta tai

C4 dinh cua pha
co duy AN €U DD ooy 1001.001 Quy dinh phép 15

luat vé bao dam an toan
hé thong thong tin

2 | SRM003.002.002 Y&u cau co ban vé an toan hé thong théng
tin theo cap d6 bao gom cac yéu cau vé Ky
thuat va Quan ly theo ting cap d6 an toan
cua hé thdng tai tiéu chuan quéc gia TCVN
11930:2017 va céc tiéu chuan khac lién
quan.

Yéu cau co ban vé an
toan hé thong théng tin
theo cap do




