] UBND TINH LAO CAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap - Tw do - Hanh phiic

Sé: 852 [STTTT-BCVTCNTT Lao Cai, ngay 17 thang 9 nam 2020
V/v canh bao 16 hong nguy hiém trén may chu
Domain Controller.

Kinh gl _ \/3 phong: Tinh dy, HDND tinh, UBND tinh;
- Céc S¢, ban, nganh;
- UBND céc huyén, thi x4, thanh phé;
- Viettel Lao Cai, VNPT Lao Cai.

Thuc hién Chi thi s6 12/CT-UBND ngay 09/9/2020 ciaa UBND tinh vé viéc
tang cuong dam bao an toan, an ninh thong tin mang trong cac co quan nha nudc
trén dia ban tinh Lao Cai. Ngay 11/8/2020, hiang Microsoft di cong bd 16 hdng
CVE-2020-1472 (con duogc goi la Zerologon) trén cac may cha Domain
Controller, qua cong tac theo ddi, giam sat an toan thong tin va trén co sé khuyén
nghi cua cac don vi chuyén trach vé An toan thong tin mang da phat hién mot s6
ma khai thac 15 hong duoc cong khai trén mang Internet va mot sé nhom APT co
dau hiéu tan dung 15 hong nay dé tan cong sau vao hé thdng thong tin cia cac co
quan t6 chuc.

Theo danh gia so b, 16 hong nay c6 thé anh huong dén nhiéu co quan, to
chac ¢ Viét Nam, dac biét 1a co quan chinh phi, ngan hang, t6 chuc tai chinh, tap
doan, doanh nghiép va cac cong ty 16n trién khai mé hinh mang c6 sir dung may
cha Domain Controller. S& Thong tin va Truyén thong dé nghi cac co quan, don
vi, dia phuong c6 trién khai mé hinh mang c6 st dung may chu Domain
Controller thuc hién mot sé khuyén nghi nhu sau:

1. Thyc hién kiém tra, ra soat va c6 giai phap, phuong an ngan chan céac
nhém ddi twong tan cong lgi dung 16 hong (CVE-2020-1472) dé thuc hién tan
cong APT nguy hiém.

2. Tang cuong giam sat va san sang phuong an xu 1y khi ¢6 dau hiéu bi khai
thac, tin cong mang. Cac co quan, don vi c¢6 nhan sy ky thuat tét co thé thir
nghiém tan cong xam nhap vao hé thong qua 15 hong nay dé co cac bién phap
phong chdng tan cong mang hiéu qua.

3. Giao Trung tim CNTT va Truyén théng thuc hién ra soat cac hé thdng
thong tin tai Trung tim mang thong tin caa tinh; Bé nghi VNPT Lao Cai, Viettel
Lao Cai chu déng thuc hién ra soat cac dich vu CNTT do don vi dang cung cap
trén dia ban tinh.



Trong truong hop can thiét co thé lién hé dau méi hd trg cua Sé Théng tin
va Truyén thong, T6 Gng ctu su c6 may tinh cua tinh: dién thoai
02143.828.669/02143.841.288, thu dién tu: cert@laocai.gov.vn.

Trén day 1a Canh bao 16 héng nguy hiém trén may chu Domain Controller,
S¢ Thong tin va Truyén théng khuyén nghi cac co quan, don vi, dia phuong va
doanh nghiép quan tam, phéi hop thyuc hién./.
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