] UBND TINH LAO CAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Pic 1ap - Tw do - Hanh phiic

So: 854 /STTTT-BCVTCNTT Lao Cai, ngay 17 thang 9 nam 2020
V/v nguy co mat an toan thong tin trén hé thong
thu dién tr cong vu tinh Lao Cai.

Kinh 901> _ \/5n phong: Tinh @y, HDND tinh, UBND tinh:
- Van phong doan BDBQH,;
- Cac Ban xay dung bang tinh uy;
- Cac S0, ban, nganh;
- M3t tran té quéc va cac doan thé tinh;
- UBND céc huyén, thi x4, thanh phé.

Thuc hién Chi thi s6 12/CT-UBND ngay 09/9/2020 cua UBND tinh vé viéc
tang cuong dam bao an toan, an ninh thong tin mang trong cac co quan nha nuéc
trén dia ban tinh Lao Cai. Qua viéc ra soat, theo ddi trén hé thong thu dién tir
cong vu cua tinh (https://mail.laocai.gov.vn) hién xuét hién cac thu dién tu tir cac
hop thu khéng nam trong hé théng thu dién tir cua tinh giri cac yéu cau “xdc
minh tai khodn”, ddng thoi yéu cau nguoi dung phai click (nhap, nhan) vao cac
link (duwong dan) gui kém dé cap nhat tai khoan va dua ra canh bao ”Néu ban
khéng cung cdp cdc chi tiét dioc yéu cau nhue tén nguoi ding email va mdt khau
thi tai khodn cua ban sé bi tam ngung”. Ngoai ra con nhiéu hinh thic gui thu
khéac va cac thu dién tar nay thuong chira mot duong dan doc hai hodc dinh kém
mot van ban tai liéu/tap tin c¢6 chira ma doc.

Pé dam bao an toan thong tin trong qua trinh st dung hé thdng thu dién tu
cong vu cua tinh, S¢ Théng tin va Truyén thong dé nghi cac co quan, don vi, dia
phuong phéi hop va yéu cau ngudi dung thu dién tir tai co quan, don vi, dia
phuong minh thyc hién mot s6 bién phap nhu sau:

1. P6i vé6i cac ndi dung trién khai trén hé théng thu dién tir cong vu cua
tinh déu c6 van ban huéng dan tir S Thong tin va Truyén thong, do d6 cac yéu
cau qua thu dién tir ma khong do S¢ Thong tin va Truyén thong ban hanh dé nghi
nguoi dung khong thuc hién.

2. Thuc hién kiém tra dia chi nguoi gui, néu khong phai nguoi quen biét thi
nén xo6a hoic bo qua email d6. Tuyét dbi khong nhap dit liéu ca nhan vao website
la hoac mé tap tin dinh kém néu chua x4c nhan d6 1a tap tin an toan.

3. Cac hacker c6 thé sir dung mét hodc nhiéu ki thuat tin cong khac nhau.
Vi vay nguoi dung email can luu ¥: (i) Thuong xuyén d6i mat khau email. (ii)
Can than khi tai vé& cac tap tin la, can than xem xét trudc khi khai bao cac thong
tin ca nhan do email yéu cau.


https://mail.laocai.gov.vn

4. Thyc hién cai dat phan mém diét virus (ban quyén hodc mién phi) trén
toan bo cac may tinh trong co quan, don vi. Thuong xuyén sao luu (backup) cac
dit liéu quan trong, lru ¥ phai sao luu sang may tinh hoac thiét bi luu trit khac.

5. Giao Trung tam CNTT va Truyén thong ra soat, kiém tra thuong xuyén
hé thdng thu dién tir cong vu cua tinh va chit dong thuc hién cac bién phap ngan
chan thu rac va dam bao an toan thong tin cho toan hé thong.

Thong tin lién hé va hd trg trong qua trinh st dung hé thdng thu dién tu
cong vu cua tinh: Phong Tich hop hé théng, Trung tim CNTT&TT, dién thoai:
02143.841.288, email: hotro@laocai.gov.vn.

Trén day 1a noi dung vé nguy co mét an toan thong tin trén hé thong thu
dién tr cong vu tinh Lao Cai, S& Thong tin va Truyén thong dé nghi cac co quan,
don vi, dia phuong quan tdm, phdi hop thuc hién./.

Noi nhan: KT. GIAM POC
Linh dao s T AMPOL

- TT.CNTT&TT (ra soat, thuc hién);
- Luu: VT, BCVTCNTT.

S& Théng tin va Truyén thong
17-09-2020 10:55:22 +07:00

Tang Van Hanh
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