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V/v phong ngira 16 hong bao mat
nghiém trong trong Microsoft Office
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DEN St - Giam doc cac Sg, ban, nganh cap tinh;
L — - Chai tich UBND céc huyén, thanh phé, thj xa.

Ngay 30/5/2022, Microsoft canh béo 16 hong bao mat nghiém trong c6 tén
Follina (CVE-2022-30190, diém CVSS 7.8/10) ton tai trén bd cong cu Microsoft
Office!. Theo d6, 16 héng trén dwoc ghi nhan anh hudng dén cac san pham cua
Microsoft nhu: Hé diéu hanh Windows 7, 8, 10, 11; Windows Server 2008, 2012,
2016, 2019, 2022 va cac phién ban Microsoft Office 2013, 2016, 2019, 20212
Tuy 15 héng moi dugce phat hién nhung véi cach khai thac don gian chi bang cach
lira nguoi dung mé hodc xem mat tai liéu Word doc hai, tin tic da co thé kich hoat
16 héng va thye thi ma tir xa trén thiét bi cua nan nhan nhur cai dat chuong trinh,
xem, thay doi hodc x6a dit liéu, danh cap thong tin, dit liéu, tao tai khoan méi.

Qua theo ddi, hién Microsoft chua cong bd ban va 16 héng trén; Cong an
tinh chua ghi nhin hoat dong tn cong, khai thac 156 hong trén vao cac may tinh
thudc quan ly cua co quan nha nudec trén dia ban tinh. Tuy nhién, nhiéu kha ning
ma khai thac s& sém duoc cac dbi tuong tin tic, td1 pham mang chia sé, rao ban
dé thuc hién tAn cong mang; nguy co anh huong téi hang nghin may tinh va hé
théng thong tin ciia cac co quan, to chirc tai Nghé An.

Tir tinh hinh trén, dé tang cwrong bao dam an ninh mang, an toan thong tin,
phong ngira, ngan chan hoat dong loi dung 16 héng bao mat trén dé tan cong mang
va thue hién nhadm vao cac muc dich xau, Cong an tinh dé nghi cac s&, ban, nganh,
UBND cac huyén, thanh pho, thi xa chi dao bo phan chuyén trach trién khai mot
s6 bién phap sau:

1. Thuc hién giai phap tam thoi dé vo hiéu hoa giao thirc MSDT URL, ngan
viéc khai chay cac lién két thong qua hé diéu hanh

- Chay Command Prompt véi quyén Administrator (Quan tri vién); '

- Sao lrru cau hinh c6 khoa ms-msdt filename trong Registry, thuc hién 1énh
“reg export HKEY CLASSES ROOT\ms-msdt filename”;

! Microsoft Office 14 bo phan mém c4c img dung van phong hd trg cic cong viéc quan ly nhap dir lidu,
trinh bay, théng ké dir liéu; bao gdbm Microsoft Word, Microsoft Excel, Microsoft PowerPoint, ...
2 Tham khao thém tai: https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-30190
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- Thuc hi¢n 1énh “reg delete HKEY_CLASSES ROOT\ms-msdt /f” dé
x0a cau hinh ms-msdt khoi thiét bi.

2. Tat ché do Preview trong Windows Explorer

M& Windows Explorer, sau d6 vao tab View roi chon Hide Preview
Pane.

3. Cap nhat phan mém diét virus (néu c6); canh giac khi tai vé bat ky file
office va kiém tra k¥ file bang céng cu Virus Total truée khi mo hodc sir dung cac
phan mém online Google Docs, Sheet, Slide dé xem noi dung file.

4. Khi phat hién may tinh bi tan cong, khai thac bang 16 hdng trén, cin cach
ly vat ly khoi hé thong thong tin. Thuong xuyén theo doi dé cap nhat thong tin vé
ban va mai nhét tir Microsoft dé x 1y triét dé 15 héng trén.

Qua trinh thye hién néu c6 kho khan, vuéng méc kip thoi trao déi Cong an
tinh (qua Phong An ninh mang va phong, chong tdi pham sir dung cong nghé cao)
dé duge huong dan./. M

Noi nhdn:

- Nhur trén (dé phdi hop):

- Chu tich UBND tinh:

- PCT Thuong truc UBND tinh;
- Phong PVO1 (dé theo di); ‘
- Cong an cac huyén, thanh, thi (dé th/hién);
- Luu: VTCAT (gbc). PAOS (Dl)%

} (% bao cio)




