UBND TINH NGHE AN CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tu do - Hanh phic

So: 867 ISTT&TT-CNTT

VIV canh béo 16 héng bao mat CVE-2022-30190 Nghé An, ngay 02 thang 6 nam 2022
trong Microsoft Support Diagnostic Tool '

Kinh guri:
- Cac So, ban, nganh cép tinh;
- UBND céc huyén, thanh phé, thi x;
- Céc t6 chtre Chinh tri — X4 hoi;
- Phong co yéu, CNTT — Vin phong Tinh uy.

Ngay 01/06/2022, Cuc An toan thong tin, B Thong tin va Truyén thdng
da co cong van sb6 786/CATTT-NCSC vé 16 hong bao mat CVE-2022-30190
trong Microsoft Support Diagnostic Tool. Theo van ban nay, Cuc An toan thong
tin cung cap thong tin:

Ngay 30/5/2022, Microsoft da chinh thirc céng bd vé 16 héng bao mat
CVE-2022-30190 trong Microsoft Support Diagnostic Tool (MSDT), &nh hudng
dén Microsoft Office phién ban Office 2013/2016/2019/2021 va cac phién ban
Professional Plus. Lo hong nay cho phép ddi twong tan cong thuc thi mi tuy y;
tir do co quyén xem, thay ddi hodc xoa dit liéu,. ..

L3 héng CVE-2022-30190 hay con c6 tén goi “Follina” dugc phat hién véi
nhimg diu hiéu khai thac dau tién tir ngdy 12/4/2022 khi str dung tai liéu Word
doc hai d¢ thyc thi ma PowerShell. Thoi diém hién tai Microsoft van chua phat
hanh ban va cho 15 hong nay trong khi ma khai thac ctia Follina da dugc cong bd
rong réi trén Internet; cho thdy murc 6 anh hudng ciia 16 hong nay rat 1on.

Nhim dam bao an toan thong tin cho hé thng thong tin cta cac co quan
nha nudc cua tinh, S& Thong tin va Truyén thong dé nghi Lanh dao cac don vi chi
dao cac don vi, ¢4 nhan c¢6 lién quan thudc pham vi quan 1y thuc hién mot ) khuyén
nghi ctia Bo Thong tin va Truyén thong nhu sau:

1. C4c giai phap k§ thuit khuyén nghi

- Kiém tra, ra soat, xac dinh may sir dung hé diéu hanh Windows co kha
nang bi anh hudng. Hién Microsoft chua phat hanh ban va cho 16 héng bao mat
noi trén, vi Vay Quy don vi can thyc hién cac budc khic phuc thay thé dé giam
thiéu nguy co tin cong va cho dén khi ban va dugc cong bd tir hang (tham khao
thong tin tai phu luc kém theo).

- Tang cu:(mg gidm sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang; dong thor1 thuong xuyen theo doi kénh canh
bdo cua cac co quan chirc nang va cac to chirc 10n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.
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2. Pé nghi Phong co yéu, CNTT — Vin phong Tinh uy tham muu vin
ban thong bao cho cac t6 chuc co so Pang dé biét va thuc hién.

3. Pé nghi Cong Thong tin dién tir Nghé An

- Pang tai toan van ndi dung cong van 786/CATTT-NCSC cia Cuc An
toan thong tin, B Thong tin va Truyén thong 1én Cong thdng tin dién tr tinh
Nghé An.

- T6 chirc kiém tra, ra soat, kip thoi c6 phuong an xu 1y ddi véi cac hé
thong hién dang chu tri quan tri k¥ thuat.

- B6 tri can bo k¥ thuét thudng xuyén theo ddi hé thdng, hd tro ngudi sir
dung khi ¢6 nhu cau.

4. Giao Trung tam CNTT&TT Nghé An

- T6 chirc kiém tra, ra soat, kip thoi c6 phuwong an xur 1y dbi voi cac hé
thong hién dang chu tri quan tri k¥ thuat, dac bi¢t hé thong mang mdy tinh cia
S& Thong tin va Truyén thong.

- B tri da can bd thudc bd phan ing ctru su ¢6 san sang thuc hién nhiém
vu khi c6 diéu dong.

- Nghién ctru giai phap ho trg cac don vi khac phuc sy ¢o khi ¢6 yéu cau.

5. Vién thong Nghé An (nha cung cip dich vu hé théng VNPT-10ffice
va VNPT-1Gate)

Tuan tha cic quy dinh phap 1y hién hanh va cac diéu khoan thudc hop
dong thué dich vu c6 lién quan dén cong tac an toan thong tin dé dam bao hoat
dong on dinh, an toan cac h¢ thong: Cong dich vu cong truc tuyén tinh Nghé An;
H¢ thong phan mém quan ly van ban VNPT IOffice.

Moi thong tin can hd tro dé nghi Quy co quan, to chirc, ca nhan lién hé:

Trung tAm Giam sat an toan khong gian mang quéc gia (NCSC), dién thoai
02432091616, thu dién tir: ais@mic.gov.vn./.

Noi nhgn: KT. GIAM bOC
- Nhu trén; A 4 A

- Cyc ATTT, B6 TT&TT (b/c); '

- UBND tinh Nghé An (b/c);

- VNPT Nghé An;

- Ban Giam ddc Sé;

- Cong TTDT Nghé An;

- TrT. CNTT&TT Nghé An;

- Luu: VT, CNTT.

Phan Nguyén Hao


mailto:ais@mic.gov.vn./
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Phu luc Théng tin 15 hong bao mat

(Kém theo Céng van sé /STT&TT-CNTT ngay 01/06/2022 ciia So Thong tin
va Truyén thong tinh Nghé An)

1. Théng tin cac 16 hong biao mat

- M ta: LO hong ton tai trong Microsoft Windows Support Diagnostic
Tool (MSDT) cho phép dbi tugng tin cong thuc thi ma tuy .

- Piém CVSS: 7.8 (Cao)

- Anh hwéng: Windows Server 2008/2012/2016/2019/2022, Windows
7/8.1/10/11.

2. Hwéng dan khic phuc

Thoi diém hién tai hing chua phat hanh ban vé cho 15 hong bao mat nay.
Vi vdy, Quy don vi can thyc hién cac bién phap khic phuc thay thé dé giam
thiéu nguy co tan cong bang cach vo hiéu hoa giao thic URL MSDT. Cu thé
nhu sau:

Budc 1: Chay Command Prompt véi quyén Admin.

Budc 2: Bé sao luu registry key, chay 1énh

reg export HKEY CLASSES ROOT\ms-msdt filename

Budce 3: Chay Iénh

reg delete HKEY CLASSES ROOT\ms-msdt /f

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-
30190

https://msrc-blog.microsoft.com/2022/05/30/guidance-for-cve-2022-
30190-microsoft-support-diagnostic-tool-vulnerability/
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