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Trong nhang nom qua, vai su phat trien manh me cila cong nghe thong tin va 
truyen thong, nhat la su phat trien da dang cua cac mang xa hOi, thuang mai dien tir, 
thanh toan true tuye'n, img dung cong nghe, mang internet ngdy cong nhieu... da tao 
thu4n lgi cho nguai dan, doanh nghiep trong kinh doanh, trao dOi thong tin, ma rOng 
thi truemg, ket noi, giao hru.... Ben canh do, mot se; loaf tai pham da lgi dung su phat 
trien khoa hoc cong nghe de thuc hien cac hanh vi pham tai, voi phuang thirc tinh 
vi, phIrc tap, pham vi hoat &Ong rOng ice ca trong nu& va o nuac ngodi, lien quan 
den nhieu thanh phAn trong xa hoi, doi tugng pham tai c6 am hieu ve cong nghe 
thong tin, c6 nhieu "chieu bai" de the day hanh vi pham tai va lam dung thil doan 
d6i pho, tan tranh su phat hien cila ca quan chirc nang. Thai gian qua, tren dia ban 
ca nuac noi chung, dia ban huyen DO Luang noi rieng, tai pham sir dung cong nghe 
cao hog dOng ngay cong nguy hiem, vai thU doan ngay cong phuc tap, kh6 luting. 
Trong do viec irng dung cong nghe cao ngay cong nhieu, gay kilo khan cho ltrc lugng 
Cong an trong phat hien, dau tranh, ngan chan. 

De nang cao hieu qua cong tac dau tranh phong, chong tai pham noi chung va 
tai pham sir dung Cong nghe cao noi rieng, gap phAn dam boo An ninh trot to teen 
dia. ban, UBND huyen Do Luang thong boo mot se") phuang thuc, thu doan igi dung 
khong gian mang nham chiem Gloat tai san de cac ca quan, clan vi, chinh quyen cac 
xa, thi tran va nguai dan tren dia ban canh giac va co bien phap dau tranh phu hpp, 
cu the: 

1. Thu do#n tuyen cong tac vien mua ban hang de lira dao chiem dot tai san: 

Ban dAu, cac d6i tugng six dung tai khoan mang xa hOi "do" clang bai chay 
quang cao tren cac trang mang xa hOi vbi nhirng noi dung "tuyen cong tac vien mua 
ban hang tren cac san thuang mai dien tir Shopee, Lazada, Tiki..." M61 lAn mua 
hang, cac "cong tac vien ban hang" se dugc hoan tra lai tien cong them tien "hoa 
hOng" tir 10-20% gia tri dan hang. Sau khi bi hai nhan lam "cong tac vien mua ban 



hang", d6i tugng se giri mot dtr6mg link san pham that tren cac san thucmg mai then 
tir nhu Sendo, Shopee, Lazada... yeu cau tao don hang va thanh town, sau d6 "he 
th6ng" se hoan tien, kern theo hoa Wong. 

D6i vori nhang don hang gia tri nha dau tien, bi hai se dirge thanh town kern hoa 
Wong nhu da hira day du ntram tao long tin va danh vao long tham, thay viec kiem 
tien qua d'e dang. Sau khi c6 dugc long tin dm bi hai, nhang Fan tier) theo, vai s6 
lugng don hang 16n hen, se; tien lan han, cac d6i Wang lira dao dua ra nhieu 13'T do 
nhu cu phap sop tin bi sai, he th6ng bi 	de khong tra tien. 

Khi d6, bi hai mu6n nhan lai tien thi chuyen khoan them tien cho don hang, neu 
khong se bi mat toan bO tien truck do. Bi hai veri tarn ly mu6n nhan lai tien, lai tin 
vao 16i hira s6 tien chuyen vao se dugc hoan tra nen lien tvc chuyen tien cho cac d6i 
tugng cho den khi khong con kha nang chi tra, phat hien da bi lira thi se bi cac d6i 
tugng chan lien lac va chiem doat. 

2. Thu doqn lira dio qua phtrung thin kinh doanh "tien do" (tidn mien ter, 
tien ma 114 tien ify thuot 

Th6i gian qua, lan song dau to tien ao dang clang cao, mot so d6i tugng lgi 
dung hoat dOng kinh doanh tien do de lira dao chiem doat tai san. Vai chieu thirc keu 
g9i g6p von dau tu kinh doanh tien do, cac d6i tugng dung ra lap cac cong ty, trang 
web, san giao dich tien ao va dua ra cac khoan lgi nhuan, hoa h6ng, tra thrrOng, lai 
suat lan lam "mai nhii" de du do, loi keo se; lugng lan cac nha dau to tham gia gap 
von vao cac du an "'go" (nhu• 	trUng", "nuoi heo clat", "nuoi bo online", cac san 
yang, san chirng khoan phai sink quac te, ngogi hai — Yorex" ...), dAu tu vao cac 
d6ng tien do nhu Bitcoin, Bitconnect... Nham huy dOng m9i ngtr6i tham gia, cac d6i 
tugng con to chirc nhieu bu6i hOi thao, thue in an, phat hanh tai lieu; chi dao ngtr6i 
van hanh website clang bai lien Arc ve hinh anhcira cong ty ve hang tram du an \Ted 
lgi nhuan cgc 16n de thu hut dau tu. De m9i ngu6i tin twang, cac d6i tugng dua cac 
nha clan tu di tham quan, du lich a cac diem du lich va tang dien thoai, yang mien 
phi cho ngu6i tham gia. S6 tien thu dugc cua cac nha dau tu, cac d6i Wang sir thing 
mot phan de tra lai cho nhimg nguai tham gia truac den kSi tra lai; mot phan cac d6i 
tugng tra phan tram hoa h6ng cho cac chan ret cua minh; mot phan chi cho cac hog 
dOng tham quan du lich, tang qua; s6 con lai, cac d6i tugng cam dau chia nhau. Tuy 
nhien, khi den han cac nha dau tu mu6n rut tien geic thi cac doi tugng khong cho rut 
ma dim ra nhieu ly do va neu ai mu6n rut thi phai tham gia hoac mai them ngu6i 
kirk tham gia vai ma bang hoac cao han so vai ma ma ngtr6i do mu6n rut, con neu 
khong rut ma de lai thi se dugc nhan deli so tien da tham gia... Khi da huy dOng dugc 
nhieu ngu6i dal to vao thi cac d6i tugng 136 tr6n, hoac danh sap trang web nham 
chiem doat tai san. 



Mot hinh thirc khac la lira ddo thong qua san giao dich tien do, ve phucmg thirc 
hoat dOng, khi dau tu ngued dan phdi sir dung tien that de mua Ong tien do, sau do 
nap tien do nay vao tai lchodn cua cong ty so hi u san giao dich de mua tien ao not 
1)8 v6i cdc ten ggi khdc nhau nhu "gem", "xu", "kim cuing", "thien kim",... Sau khi 
s6 lugng tien do nap vao du 16n, d6i tugng dirng sau cac san giao dich se danh sap 
san hoac dua gid tri tien do not h8 (gem, xu, kim cuang,...) tut d6c va chiem doat 
town b0 s6 tien ma khdch hang da 1)6 ra de mua tien ao not b'6. 

Ngoai ra, cdc d6i Wang c6 lira ddo thong qua cdc san giao dich quyen ch9n nhi 
phan. Cdc san giao dich nay thuemg do mot nhom d6i tugng an danh to chirc boat 
Ong, khong c6 clang Ic3'T kinh dbanh, khong c6 try se( tai Viet Nam hay ngued dirng 
dau cu the va ding khOng kinh doanh cdc san pham ma hinh thirc dau tu tai chinh, 
giao dich ma ngtroi mua se dua ra du doan xu hixamg tang hoac giam cua cdc loai tai 
san nhu hang hoa, tien te, c6 phi'eu, chi se; tai thiyi diem citr doan. "Mua - Ban", 
"Len - Xuang" hay "Xanh - Do" la cdc lenh du doan ve cdc cap tien do; nguiyi tham 
gia co Ichodng thed gian nhat dinh de lira ch9n va c6 ca hOi nhan ve den 95% tien dot 
cugc chai Id chic thing. Sirc hap din tix led mod, lai suit cao kho cu'ang da thoi thuc 
hang nghin ngued tham gia. 

Cdc d6i tugng to ve ra v6i nhirng led giai thieu my mieu "irng dung thuat town 
ma tran thong minh" van hinh theo "ding nghe Blockchain" de danh lira ngued chai, 
thu hut cdc Oi tugng ngued tham gia m6i tir ode \Tung nong thon, ngued lon tu6i, 
ngued khong biet ve cong nghe tai chinh. Chiang con tan ra mot Oi ngu "chim m8i" 
g9i la Oi ngu chuyen gia dgc lenh, thuemg xuyen clang anh nhan lai khung, mua 
nha, dugc xe, an chai sang chinh thi ding la nhting sinh vien ngheo, ngtrZyi lao Ong 
ph6 thong khong bang cap. 

Tuy nhien, thirc to cdc doi tugng sir dung k"Si thuat de can thiep vao he thong xix Mt% 
ly lenh giao dich, dieu Ichien cdc tai khoan cua ngued chai, nham rrivc dich chiem 
doat tai san cua cdc nha dau to tham gia vao cdc san giao dich. 

Hoot Ong dm cdc to chirc, cong ty kinh doanh, giao dich "tien do", huy dOng 
dau tu kieu da cap neu ten nu6c to deu khong dugc ca quan Nha nu6c co tham 
quyen cap phep hoat Ong. Viec ngtroi dan tham gia kinh doanh "tien do", loi keo, 
do ngued Ichaz tham gia kinh doanh, dau tu, huy Ong von da cap... la tiep tay cho 
hoat Ong t8i pham. 

3. Thii do#n moo danh can 130 Ging an, Vin kim sat, Toa an gyi din lira 

dio chiem doat tai san 
Lgi citing tam ly lo ay lien quan den cdc hinh vi vi pham phap luat cila nguiYi 

dan, cdc doi tugng lira ddo gia danh nhan vien buu dien, ngan hang, can h8 cdc ca 



quan Tu phap (Ca quan C8ng an, Vien kiern sat, Ma an) goi dien cho nguai dan de 

lira dao chiem doat tai san. Cu the: 
DAu tier), chUng gia danh nhan vien bull dien hoac nhan vien ngan hang goi 

dien cho nan nhan (thuang chung se ggi vao mot se) ngAu nhien) thong bao not dung: 
"Quy khach dang bi nha mang kien vi ng se) tien mac hang chuc trieu de)ng", "Q4 
khach dang bi ngan hang kien vi khoan vay qua lan" hoac "Co mot goi buu kien giri 
cho quy khach, buu kien nay dang bi ca quan Cong an gill vi c6 hang cam ben 
trong"...Khi nan nhan to ye nghi nga, chimg h6i lai nan nhan "Co phai quy khach 
da timg lam mat ho4c da timg cho ai mugn Chung minh nhan dan khong? Neu dung 
thi c6 the bon toi pham da sir dung Chimg minh nhan dan cua quy khach 6 clang ki 
thue bao di d8ng, clang ki tai khoan ngan hang...6 phuc vu cho cac hanh vi pham 

tOi" 
Sau khi thy nan nhan c6 dAu hieu lo Fang, hoang mang, chimg yeu cau nan 

nhan cung cap thong tin ca. nhan (h9 ten, ngay sinh, s6 chung minh nhan dan, nghe 
nghiep, ch8 a...) 6 dugc ho trq giai quyet. Sau khi c6 thong tin ca nhan cua nan 
nhan, chung not se giUp chuyen may sang co quan Cong an 6 dugc giai dap cu the 
han. 

Nhan thy nan nhan lo sg,. 6i tugng gia danh can bey Cong an lien tuc "khUng 
bey" tinh thAn h9 (chung yeti cau nan nhan phai lien tuc phai gift may, mang tai nghe 
va bi mat vai mgi nguai ve cuOc dien thoai nay), chUng not rang nan nhan c6 lien 
quan den duang day CO pham ma tily, rim tien xuyen que)c gia. Yeu cau nan nhan 
phai trinh dien ca quan Cong an hoac trong ngay se c6 can 138 Cong an den kham 
xet va ra lenh bAt. De cho nan nhan tin han vac) kich ban lira dao cua chUng, cac 6i 
tugng lira dao con giai hinh anh Lenh bAt bi can 6 tam giam, GiAy trieu tip...qua 
mang xa hOi Zalo, Facebook.... cho nan nhan. Hau ha nan nhan khi thay thong tin 
ca nhan cua minh trong Uenh bAt, gia'y trieu tap, h9 deu trey nen hoang loan (hp quen 
mat la h9 da cung cap thong tin ca nhan cua minh cho de)i tugng gia danh la nhan 
vier) bull dien, ngan hang truac d6). 

Khi nan nhan hoang loan, chung yeu cau nan nhan cung cap cho chung thong 
tin ve cac khoan tien giri rigan hang, yeu cau h9 rut het nhang khoan tien do va 
chuyen cho co quan COng an 6 xac minh xem se) tien do c6 lien quan den hoat Ong 
pham tOi hay khong, neu qua trinh xac minh khong lien quan thi se tra lai. Sau khi 
nan nhan chuyen tien vao tai khoan cua cac doi tugng lira dao, chung se chan m9i 
lien lac vai nan nhan va chiem doat toan b8 so tien ma nan nhan da 

Yeu to cong nghe cao chu yeti Neu hien tren cac phuang dien: sir dung va gia 
tang cac hoar dOng pham toi tren cac nen tang mang xa hOi, website, san thuang mai 



dien tir c6 may chit dang ky dia chi hoat dOng, dia. chi IP truy cap tai nu& ngoai; Sir 
dung cac s6 dien thogi, tai khoan mang xa hOi, tai khoan ngan hang ao, sim rac; Lai 
dung giao thirc truyen gi9ng not qua mang Internet VOIP... gay kho khan cho cong 
tac truy vet, xac minh, xix 15T dm hrc luting Cong an. 

Dang chil y, nhi'eu,loai pham truyen th6ng dang c6 xu hu6ng chuyen sang 
sir dung cong nghe cao de hog ding pham tOi nhu trOm cap, lira dao, tang ti'en, danh 
bac, ca dO bong da, mai dam, buon ban hang cam, tan phat van boa phdm d6i truy, 
rim lien. 

Cac d6i tugng thuemg xuyen sir dung chung mot phuang thirc nhung thay d6i 
rat nhieu ten g9i, hinh thirc the hien nen du da thuemg xuyen dugc canh bao nhung 
van co rat nhi'eu ngired de dang tin theo dan den bi lira. Nguyen nhan chu ye'u la do 
sir thi'eu hieu bit phap lu4t, nhe da, ca tin, mot s6 triremg hgp do long tham nen da 
s6 nhang ngtaYi bi hai deu to nguyen tham gia, the gidu, hoac thdm chi loi keo nguoi 
than tham gia, e ngai hoac khong dam trinh bao len Ca quan Cong an. Dac biet, cac 
truong hgp lira dao th6ng qua "vo 139c" san giao dich thuang mai dien tir, do da gidu 
gie'm nguoi than 6 tham gia, hi v9ng c6 the lam giau va "dat cugc" vao d6 s6 lien 
rat lam nen da s6 rigueYi bi hai khong dam trinh bac,  hoac trinh bao cho Co quan Cong 
an qua muon, khi cac san giao dich nay da bi danh sap mot thai gian dai dan den 
khong con ddu vet hoat dOng, du lieu lien quan tren he th6ng 6 tim ra hanh vi, &du 
hieu pham tOi. 

Truck tinh hinh tren, UBND huyen D6 Luang yeu cdu thu truong cac co quan, 
ban, nganh, doan the; hieu truong cac twang h9c, UBND 33 xa, thi trAn thirc hie:n 
tot mot s6 not dung sau: 

1. Thu truong cac co quan, ban, nganh, doan the; hieu truong cac truemg h9c 
quan triet phuong thirc, thu (loan hoat &Ong pham toi neu tren den toan bO can bO, 
h9c sinh 6 chii dOng phong ngira va tuyen truyen phuong thirc, thu doan den nhting 
ngtthi than trong gia dinh can bo, h9c sinh. 

2. Tuyen truyen, ph6 bin rOng rai tren cac phuang tin thong tin dai chung t 
cac phuong thirc, thu 'Joan 'hog dOng pham toi neu teen de nguoi dan ten dia. ban 
nam ro phuong thirc, thu doan, g6p phdn nang cao nhan thirc cho quAn chUng nhan 
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dan trong cong tac phong, ch6ng toi pham lira dao teen khong gian mang. 
3. Huemg clan ngueri dan cac bin phap phong tranh, cu the nhu sau: 

- Cdn nang cao canh gide truov cac loai hinh hoat d'Ong tucrng tu, tim hieu k5",  
luting cac hoat dOng ki6m tien teen khong gian mang, tranh bi ke gian lgi dung chiem 

doat tai san. 



U TICH 
Y BAN NHAN DAN 

- Khi thay nguai than, ban be tham gia cac hoat dOng tren thi can tim hieu, ngan 
can 'thong cho h9 tip tuc thuc hieu, dOng thai thong bao ngay v6i ca quan COng an 
de c6 bin phap ngan chan kip thai. 

- Khi c6 nhu cau vay von, can tim hieu rO lai suat khi vay va truc tip d6n cac 
to chirc tin dung, ngan hang uy tin de dugc 1176 trg. Ne'u da la vay tren vai lai suat cao 
nen trinh bao den co quan chirc nang des dugc huang dan bin phap giai quye't kip 
thai, tranh bi kin sau vao \Tong xoay dm tin dung den. 

- Theo quy dinh cua phap luat TO tung hinh su, cac co quan tiL hanh cac hog 
dOng to tung (Ca quan Cong an, Vin ki6m sat, Tea an) khi ra cac quye't dinh, 
triu tap, mai lam vi& voi nguai nao thi phai .gap truc tip nguai do, trong nhreu 
truerng hgp phai c6 nguai chUng kien. Vi vay, khong nen tin vao nhUng cuOc dien 
thoai g9i din de tri@i tap, mai lam vi"& hoac gdi cac van ban to tung hinh su qua 
mang xa hOi. 

- Khi thay nguai than, ban be nghe dien thogi lien tuc trong tinh trang hoang 
hat, ne'u thay h9 d&1 ngan hang nap tien vao cac tai khoan la thi can tim hieu, ngan 
can khong cho h9 chuy6n tien, dOng thai thong bao ngay ved ca quan Cong an de c6 
bin phap ngan chan kip thai. 

3. Khi phat hieu nhung dau hie‘u nghi van nhu da neu tren, de nghi nhanh ch6ng 
trinh bao ca quan Cong an gan nhdt hoac qua so dien tho4i 02383.871.113 Truc ban 
Cong an huye'n DO Luang, tinh Ngh" An de huemg dan, giai quy6t. 

Nhan dugc Cong van, yeu cat' thU truong, cac ca quan, ban, nganh, doan the; 
hieu truemg cac truemg hoc; UBND 33 xa, thi trdn tri6n khai thuc hiesn nghiem tUc./. 

Nai nh fin: 
- Nhu kinh giai 	thuc hin); 
- Luu VT (CAH), 

Hoang Van Hip 
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