UBND TINH NAM PINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phuc
$6972 /STTTT-CPS Nam Pinh, ngay 03 thang 11 nam 2023

VIV canh bao nguy co 10 lot tai khoan,
mat khau dang nhap cac h¢ thong
thong tin dung chung cuta tinh

Kinh gui:
- Céc s0, ban, nganh cua tinh;
- UBND céc huyén, thanh phé;
- UBND céc x3, phuong, thi tran.

Thoi gian qua, thue hién cOng tc gidm sat an toan théng tin trén khdng gian
mang, S& Thong tin va Truyén thong phdi hop voi Trung tim Ung ctru khan cp
khong gian mang Viét Nam (VNCERT/CC) phat hi¢n tinh trang 10 1ot thong tin
tai khoan, mat khau nguoi dung cua mot s6 hé théng thong tin dung chung cua
tinh (Hé théng Dich vu cong truc tuyén, Hé théng Quan 1y van ban va diéu hanh
...). S& Thong tin va Truyén thong di théng bao téi ddu mdi cla cac co quan, don
vi ¢6 tai khoan nguoi ding bi 16 lot dé kip thoi khic phuc su co.

- Viéc 16 lot thong tin c6 thé dan téi nguy co ké xau loi dung tai khoan, mat
khau da chiém doat duoc dé thuc hién cic hanh vi:

+ Thu thap trai phép céac dit liéu nhay cam cta nan nhan bao gdm thong tin
c4 nhan bén trong hé théng;

+ Str dung cac thong tin ca nhan nhay cam dé thyuc hién tan cong lira ddo va
c6 thé ding tai trai phép cac nodi dung khong phu hop;

+ Rao ban thong tin ca nhan trén khong gian mang dé truc loi;

+ Truc tiép lam that thoat tai san cua ca nhan, t chirc bi 10 lot thong tin;

+ Str dung tai khoan dé tim diém yéu cua hé théng tir d6 c6 thé chiém quyén
va tin cong leo thang vao cac hé théng thdng tin bénh canh.

- Nguyén nhan dan dén tinh trang 16 lot thong tin tai khoan, mat khau nguoi
ding néu trén duoc S¢ Thong tin va Truyén thong phdi hop véi VNCERT/CC
xac dinh nhu sau:

+ Cén bd, cong chitrc, vién chirc sau khi tiép nhén tai khoan, mét khau dang
nhap cac hé thong théng tin dung chung cta tinh khong tién hanh thay d6i mat
khau ma van st dung mat khau mic dinh;

+ Xuat hién mi doc danh cap thong tin dang nhap trong trinh duyét trén may
tinh nguo1 dung.

Pé phong tranh, ngin chin nguy co 10 lot tai khoan, mat khau dang nhap cac
hé thong thong tin ding chung cua tinh, S& Thong tin va Truyén thong dé nghi
cac s0, ban, nganh cta tinh; UBND cac huyén, thanh phd; UBND céc x4, phuong,



2

thi trdn chi dao céan bo, cong chuc, vién chic co quan va cac don vi truc thude
thuc hién tbt cac ndi dung sau:

1. Thyc hién thay d6i mat khau ngay sau lan dau tién ding nhap cic Gmg
dung, phan mém. Mat khau méi yéu cau tbi thiéu 8 ky ty, trong d6 bao gdm: chi
in hoa, chir thuong, chir s6 va ky tu dac biét (*. #. @, $ ...). Vi du: AaBcl46#@.

2. Bao dam an toan thong tin trén thiét bi ngudi dung cudi (mdy tinh, dién
thoai ...), str dung cic phan mém phong, chéng ma doc dap Gmg yéu cau tai Chi
thi s6 14/CT-TTg ngay 25/5/2018 cua Thi tuéng Chinh phu vé viéc nang cao
nang luc phong, chdng phan mém doc hai. Canh gic trude cac duong lién két,
quang céo, cac trang web gia mao, c6 diu hiéu lira dao.

3. Kip thoi thong bao vé S¢ Thong tin va Truyén thong khi phét hién tinh
trang 1y nhiém ma doc hodc bi 13 lot, chiém doat tai khoan, mat khau dang nhap
c4c phan mém, tng dung dung chung cia tinh.

Pau mdi lién hé: ong Pham Van An - Chuyén vién Phong Chuyén déi sb,
dién thoai: 0949268749, email: phamvanan.stt@namdinh.gov.vn.

Tran trong./.

Noi nhdn:
- Nhu trén;
- Phong VHTT céc huyén, TP;

- Trung tdm VHTT&TT cac huyén, TP;
- Luu: VT, CBS (anpv).

Vii Trong Qué
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