UBND TINH NAM PINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phuc
S6988 /STTTT-CPS Nam Dinh, ngay 07 thang 11 nam 2023

VIV kiém tra, ra soat va khic phuc 15 hong béo
mat anh huong nghiém trong trong F5 BIG-IP

Kinh gui:
- Céc s0, ban, nganh cua tinh;
- UBND céc huyén, thanh phé;
- VNPT Nam Dinh;
- Viettel Nam Dinh.

Can ¢t Vian ban s6 1943/CATTT-NCSC ngay 01/11/2023 ciia Cuc An toan
théng tin vé viéc canh bao 16 hong bao mat anh hudng nghiém trong trong cac
san pham can bang tai F5 BIG-IP cua hing F5 Networks (cé tru sé tai
Washington, My).

Theo do6, qua cong tdc gidm sat an toan thong tin trén khong gian mang,
Trung tim Giam sat an toan khong gian mang qubc gia (NCSC), Cuc An toan
thdng tin, ghi nhan ma khai théc cua 16 hong CVE-2023-46747 cho phép doi tuong
tan cong vuot qua co ché xac thuc va lam dung tinh ning Traffic Management
User Interface (TMUI) nham thyc thi ma tir xa. Ld hong CVE-2023-46747 duoc
danh gia & mirc 46 nghiém trong, viéc ra soat va nang cap phién ban hodc ap dung
bién phap khic phuc thay thé can duoc thuc hién ngay 1ap tuc.

Théng tin chi tiét cdc 16 hong bdo mdt ¢6 tai phy luc kém theo.

Nhim dam bao an toan thong tin cho hé théng thong tin cua cac co quan,
doanh nghiép trén dia ban tinh, S& Thong tin va Truyén thong dé nghi cac sd, ban,
nganh cua tinh; UBND cac huyén, thanh phé va VNPT Nam Dinh, Viettel Nam
Dinh phéi hop trién khai thuc hién mét sb ndi dung sau:

1. Kiém tra, ra soat cac san pham F5 BIG-IP (néu dang st dung) c6 kha ning
bi anh hudng bai 16 hong trén. Thuc hién nang cip l1én phién ban méi nhat dé
tranh nguy co bi tan cong; trong truong hop chua thé nang cap can thuc hién 1am
theo huéng dan ctia hang F5. (Tham khdo thong tin tai phu luc kém theo).

2. Tang cudng giam sat va kip thoi thong bao vé S& Thong tin va Truyén
thong khi phat hién c6 dau hiéu bi khai thac, tin cong mang.

3. Yéu cau Trung tam Chuyén d6i s6 va Truyén thong:

- Thuc hién ra soat, kiém tra, cap nhat ban va bao mat cho thiét bi F5 BIG-
IP tai Trung tdm Tich hgp dir li€u cua tinh.

- Lam dau mdi hd tro, hudng dan cac so, ban, nganh cua tinh; UBND céc
huyén, thanh phé xu 1y, khic phuc 16 hong.
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S& Thong tin va Truyén thong dé nghi cac S&, ban, nganh ciia tinh; UBND
cac huyén, thanh phd va VNPT Nam Binh, Viettel Nam Dinh quan tdm phdi hop
trién khai thyc hién.

Thong tin lién hé: Pau mdi hd trg ki thuat: 6ng Tran Tuan Anh, K§ su Trung
thm Chuyén d6i s6 va Truyén thong (sé dién thoai: 0376805976, email:
trantuananh.stt@namdinh.gov.vn); Pau mdi téng hop: ong Pham Vin An,
Chuyén vién Phong Chuyén dbi sd (dién thoai: 0949268749, email:
phamvanan.stt@namdinh.gov.vn).

Tran trong./.

Noi nhdn:

- Nhu trén;

- Phong VHTT céc huyén, TP;

- Trung tdm VHTT&TT céc huyén, TP;
- Trung tam CDS&TT (dé thyc hién);

- Cong TTDT;
- Luu: VT, CBS (anpv).

Vii Trong Qué



Phu luc

Théng tin vé cac !5 hong bio méit trong san pham F5 BIG-IP
(Kem theo Van ban so ...ISTTTT-CDS ngay .../11/2023 cua So TT&TT)

1. Théong tin cac 16 hong bio mat
- M ta: CVE-2023-46747 dugc danh gia ¢ mirc do Nghiém trong (Piém

CVSS: 9.8) 14 16 hong moi nhéat duoc cong bd sau ban va dic biét (hotfix) cua F5
va c6 lién quan chat ché ti 16 hong CVE-2022-26377. Lo héng méi xay ra do 15i
Request Smuggling trong Apache JServ Protocol (AJP) duoc str dung boi cac thiét
bi ctia hang. Pdi twong tan cong c6 thé khai thac 16 hong nay dé vuot qua co ché
xéc thyc va lam dung tinh niang Traffic Management User Interface (TMUI) nham
thuc thi ma tir xa. Thong tin k¥ thuat cua 16 hong di dugc mot sé nha nghién ctru
bao mat cong bd.

- Anh huéng: F5 BIG-IP (all modules) phién ban tir 13.1.0 dén 13.1.5, tir
14.1.0 dén 14.1.5, tr 15.1.0 dén 15.1.10, tir 16.1.0 dén 16.1.4 va 17.1.0.

2. Hwéng dan khic phuc

Bién phap t6t nhat dé khic phuc 16 hong bao mat néi trén 1a cap nhat 1én
phién ban méi. Trong truong hop chua thé nang cap, Quy don vi can thyc hi¢n
theo huéng dan cuia hiang F5 (https://my.f5.com/manage/s/article/K000137353).

3. Tai liéu tham khao

https://my.f5.com/manage/s/article/K000137353
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