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BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Thang 01/2025)

Thuc hién chirc nang quan 1y nha nudc va to chirc thuc thi phap luat vé an
toan thong tin mang, Cuc An toan thong tin phat hanh Bao cdo An toan thong tin
dinh ky hang thang.

B4o céo cung cip thong tin vé cac sy kién an toan théng tin mang, xu huéng
tan cong mang, cac 16 hong an toan théng tin méi duge cong bé. .. Thong tin nay
gitip cac co quan, té chirc ndm bt kip thdi cac vin dé an toan thong tin mang
dang dién ra tir d6 co6 thé chu dong trién khai kip thoi cac bién phap (con ngudi,
quy trinh, cong nghé) dé bao dam an toan thong tin cho co quan, té chirc minh.

Trong thang 01/2025, Cuc An toan thong tin (Bo Thong tin va Truyén thong)
da phat hanh cac van ban canh béo lién quan dén mét s6 16 hong méi dang ton tai
trong thuc té, canh bao vé chién dich tan cong ma doc dén céc co quan, t6 churc,
doanh nghiép.

Trong thang 01/2025, hé thong giam sét, canh bao sém rii ro ctia Trung tam
Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin da
ghi nhén hang trim tén mién gia mao cac co quan, t6 chirc tai chinh, cic ngan
hang nham muc tiéu lira ddo nguoi dan trén khong gian mang. V& nguy co, rui ro
m&i, Trung tdm NCSC ghi nhan 12 18 hong méi c6 thé gay ra cac nguy co Nghiém
trong dén hé thong thong tin. Trung tdm NCSC ciing da phan tich va cong bd
danh sach cac chi béo tdn cong mang (IoC) lién quan dén cac chién dich tan cong
c6 thé anh huong dén Viét Nam tai cac don vi.

Dé nghj cac don vi, t6 chirc, doanh nghiép nghién ctru thong tin vé cac nguy
co rii ro trong bao céo, thyuc hién ra soat hé thong, danh gia Tin nhiém mang dbi
v61 hé théng phuc vu giao dich dién ttr, xr Iy cac van dé vé an toan thong tin mang
va giri két qua bao cao ra soat vé dia chi thu dién tir nesc@ais.gov.vn chim nhat
truwdc ngay 28/02/2025.
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1. Canh bao an toan thong tin da phat hanh trong thang

Béo cdo vé cac 16 hong an toan thong
tin trong cac san pham cuia Microsoft
thang 01/2025.

LO HONG BAO MAT ,
: Thong tin chi tiet tai: khonggianmang.vn/alert/lo-

TRONG CAC SAN PHAM m Microsoft \&

K MICROSOFT //

hong-bao-mat-co-muc-anh-huong-cao-va-nghiem-
trong-trong-cac-san-pham-microsoft-cong-bo-thang-
01-2025.266/

Canh bdo an toan thong tin phat hanh
hang tudn trén khong gian mang cung cap
thong tin kip thoi vé cic nguy co an toan
thong tin, 16 hong bao mat va khuyén nghi
ky thuat, giip co quan va doanh nghiép
chu dong phong ngira va xir 1y su cd.
Thong tin chi tiét tai:
https://khonggianmang.vn/

CUYC AN TOAN THONG TIN
TRUNG TAM GIAM SAT AN TOAN KHONG GIAN MANG QUOC GIA
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2. Tinh hinh két néi, chia sé dir liéu giam sat

Tinh hinh két nbi, chia sé dir liéu giam sat theo yéu cau Chi thi s6 14/CT-
TTG niam 2019. Pén thang 01/2025 di c6 87 don vi (63 Tinh/Thanh, 24
B9/Nganh) trién khai cong tic gidm sat an toan thong tin va thuc hién két néi chia
sé dir lidu giam sat voi Trung tdm Gidm sat an toan khong gian mang quoc gia
(NCSC). Thong qua két ndi chia sé dir liéu glam sat tur 87 don vi, H¢ thong k¥
thuat cia Trung tAm Gidm sat an toan khong gian mang qudc gia ghi nhan 77/87
don vi co két ndi chia sé dit lidu tuong ddi day du, 10/87 don vi khong nhan duoc
dir liéu chia sé.

Theo ghi nhan tir H¢ théng ky thuat cua Trung tdm Giam sat an toan khong
gian mang quoc gia cho thay con ton tai nhiéu don vi B&/Nganh, dia phuong chua
thuc hién chia sé dir liéu. Pé dam bao an toan hé thong thong tin quoc gia, Cuc
An toan thong tin dé nghi cac don vi khan truong trién khai nghiém tac va chit
ché€ cac quy dinh theo chi thi cua Tha tuéng Chinh phu dé thuc hién viéc chia sé
dir liéu nham dam bao tinh lién thong, an toan va hiéu qua trong quan 1y va diéu
hanh hé thong thong tin qudc gia.

Ghi chii: Danh sdch tinh trang trién khai céng tdc gidm sdt ciia cdc don vi
tai Phu luc V kem theo.

‘Tinh hinh trién khai giai phap phong chéng ma doc dap ung yéu cau cta Chi
thi s6 14/CT-TTG nam 2018. Pén thang 01/2025 d c6 88 don vi (63 Tinh/Thanh,
25 B{/Nganh) trién khai giai phap phong chéng ma doc tap trung va thuc hién
két noi chia s¢ thong tin vé ma doc voi Trung tam Giam sat an toan khong gian
mang qudc gia (NCSC). Hién nay, con ton tai 03 don vi bao gom: Bd Gido duc
va Pao tao, Bd Nong nghiép va Phat trién nong thon, Uy ban Déan tdc chua
thuc hién chia sé dit liéu ma doc vé Hé thong k¥ thuat ciia Trung tim Gidm sat an
toan khong gian mang qudc gia (N CSC) Vi viy, dé nghi cac don vi thuc hién chia
sé day du thong tin dir liu ma doc nham nang cao nang luc phong, chéng phan
mém doc hai va thyc hién danh gia chi s6 1dy nhiém phan mém doc hai & cac bo,
nganh, dia phuong, coi day la mot trong nhiing ti€u chi danh gid mirc d¢ bao dam
an toan thong tin cua cac bd, nganh, dia phuong.

Thong qua viéc két ndi chia sé dir liéu vé ma doc tir 88 don vij, He thong k¥
thuat cua Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC) ghi nhén
75/88 don vi co két n01 thuong xuyén. Trong cac don vi két ndi thudong xuyén cd
75/75 don vi chia sé vé hé diéu hanh cic may (tong s6 may la 249.782).

Ghi chii: Danh séch trinh trang trién khai giai phap phong chéng ma déc
cua cac don vi tai Phu luc VI kem theo.

3. Phat hién va ngin chin, giam thiéu lira dao trén khéng gian mang

Thuc hién cong tac kiém tra, ra soat an toan thong tin trén khong gian mang,
Trung tdm Gidm sat an toan khong gian mang qudc gia (NCSC) da ghi nhan
125.593 dia chi website gia mao co quan, t6 chirc. Cac doi1 tuong st dung website
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gia mao nay dé lira dao, gay thiét hai cho ngudi dan trén khong gian mang, ddng
thoi gay thiét hai nghiém trong dén uy tin, thuong hiéu cta chinh co quan, t6 chirc
bi gid mao.

Muc tiéu hudng dén cua cac doi tuong Itra ddo 1a Itra ddo nguoi dan thong
qua gid mao cac website cia co quan chirc nang, cac to chirc tai chinh — ngan hang,
cac san thuong mai dién tir, cac cong ty 1on...

Cuc An toan th@ng tin d4 tich cyc trién khai viéc cdp chirng nhan Tin nhiém
mang cho géc hé ,théng phug vu giao dich dién tur theo Nghi diqh 137/2024/ND-
CP, tong so h¢ thong dugc cap ching nhan hién dat 7.740 hé thong.

Ghi chii: Cdc co quan, don vi c6 thé tra civu théng tin, dang ky Tin nhiém
mang tai: https.//tinnhiemmang.vn/.

Trong thang 01/2025, hé thong ctia NCSC di phat hién 72 website gia mao
thuong hiéu voi myc dich lira dao dugc phat tan trén khong gian mang. Dé nghi
cac don vi, t6 chirc, doanh nghié¢p can chu dong ra quét, phat hién som cac website
ltra dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi ding ciia minh nham
ngin chin cac hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho
ngudi ding, bao vé chinh thuong hiéu cia to chic.

Phét hién website gid mao thuong higu véi muc dich lira déo truc tuyé&n trén khéng gian mang trong thang

ionnvnAL.]wixsite[.Jcom/online

https:/fwww[ ]xmtap2[Jcom:443/chatftext/chat_OQRMAFL Jhtmi?l=vi

Danh sach cac website lira dao dwoc cap nhat tai
https://alert.khonggianmang.vn/

Ghi chu: Danh sach cac website gia mao da phat hién tai Phu luc I kem
theo.

4. Phat hién va canh bao sé'm céc 16 hong ciia cac hé thong thong tin trén
khong gian mang

Thue hién nhiém vu thu thap thong tin, tong hop, phén tich, theo déi va du
bdo, canh bao sém xu hudng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, Hé thong gidm sat k§ thuat caia NCSC dé ghi nhan c6
784.180 diém yéu, 16 héng an toan thong tin tai cdc may chu, may tram, hé théng
thong tin cia cac co quan td chirc nha nudc.

Ghi chii: Danh sach TOP 10 diém yéu, 16 hong ton tai phé bién trén cdc mdy
cua co quan, té chirc tai Phu luc Il kem theo.
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Trong thang 01/2025, hé thong giam sat, ra quét tir xa cua Trung tim NCSC
da phat hién hon 1600 16 hong trén 5000 hé thong dang mé cong khai trén Internet.
Trung tam NCSC ciing d3 ghi nhan 12 16 hdng méi duoc cong b, cbé mirc dd anh
huong Nghiém trong/Cao co thé bi loi dung dé tan cong, khai thac vao cac h¢
théng ctia cic co quan, t6 chirc. Cac 15 héng nay la céc 16 hf)ng ton tai trén cac
san pham pho bién cua nhiéu co quan, t6 chirc, doanh nghiép. Dé ngh1 cac don vi
can thyc hién kiém tra toan dién va ra soat hé théng ctia minh giip xac dinh hé
théng ciia minh c6 st dung cic san pham bi anh huéng bai cac 16 hong khong,
nhanh chéng dua ra bién phap khic phuc kip thoi dé bao vé an toan thong tin.
Dong thoi, lién tuc cap nhat thong tin vé cac 16 hdng mdi, cac xu hudng tin cong
trén khong gian mang.

Phat hién 16 héng tir 5000+ hé théng dugc gidm sat trong thang

Apache Log4Shell RCE detection via callback correlation (Direct Check HTTP)

Lo HaNG

Apache Solr 7.4.0 <= 7.7.3 / 8.0.0 <= 8.11.0 RCE

Microsoft Exchange Server RCE

Sophos XG Firewall User Portal and Webadmin Authentication Bypass (CVE-2022-1040)
Oracle WebLogic Java Object Deserialization RCE

Apache mod_proxy Content-Length Overflow

Microsoft DNS Server Remote Code Execution (SIGRed)

Xem thém

Danh sdch cdc 16 hcfng moi dwoc cdp nhdt tai https.//alert.khonggianmang.vn/

Thong ké cac 16 hong dang chi ¥ dwoc ghi nhin trong thang 01/2025:

e Ghi chu

yéu/16 hong

- Piém CVSS: 9.6 (Nghiém trong)

- M6 ta: L3 hong cho phép ddi twong
tan cong thuc hi¢n tan cong leo thang

- _ | dic quyén https://nvd.nist.gov/vul
| VA o , , n/detail/CVE-2024-
55591 - Anh huong: FortiOS, FortiProxy 55501

cua hang Fortinet.
- L) hong da c6 ma khai thac va dang
bi khai thac trong thyc té
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CVE-2024-
7344

- Piém CVSS: 8.2 (Cao)

- Mo ta: L hdng cho phép ddi tuong
tan cong thuc thi ma tur xa

- Anh huong: Howyar UEFI

- L6 héng chua c6 mi khai thac va
dang bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
7344

CVE-2025-
0282

- Piém CVSS: 9.0 (Nghiém trong)

- Mo ta: L hong cho phép ddi tuong
tan cong thuc thi ma tir xa

- Anh hudng: Ivanti Connect Secure,
Ivanti Policy Secure va Ivanti
Neurons cho gateway ZTA

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/ CVE-2025-
0282

CVE-2024-
50603

- Piém CVSS: 10.0 (Nghiém trong)

- M6 ta: L hong cho phép d6i tuong
tan cong thuc thi ma tir xa

- Anh huéng: Aviatrix Controller

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thyuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
50603

CVE-2025-
0411

- biém CVSS: 7.0 (Cao)

- M6 ta: L6 hong cho phép doi tuong
tan cong bo qua bién phép bao mat dé
truy cap va thuc thi cac hanh vi trai
phép.

- Anh huong: 7-Zip

- L) hong da c6 ma khai thac va dang
bi khai thac trong thyc té

https://nvd.nist.gov/vul
n/detail/CVE-2025-
0411

CVE-2025-
24085

- biém CVSS: 7.8 (Cao)

- M6 ta: LS hong cho phép d6i tuong
tan cong thuc hién tin cong leo thang
dic quyeén.

- Anh hudng: visionOS 2.3, i0S 18.3,
1iPadOS 18.3, macOS Sequoia 15.3,
watchOS 11.3 va tvOS 18.3

https://nvd.nist.gov/vul
n/detail/CVE-2025-
24085
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- L6 hong chua c6 ma khai thac va
dang bi khai thac trong thuc té

CVE-2020-
11023

- biém CVSS: 6.9 (Cao)

- M6 ta: L3 hong cho phép ddi twong
tan cong thuc thi ma tir xa.

- Anh huéng: jQuery

- L6 hong da ¢6 ma khai thac va dang
bi khai théac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2020-
11023

CVE-2024-
41710

- biém CVSS: 6.8 (Cao)

- Mo ta: L4 hong cho phép ddi tuong
tan cong thuc thi ma tr xa

- Anh huéng: San pham SIP Mitel
6800 Series, 6900 Series va 6900w
Series

- L6 hong chua c6 ma khai thac va
dang bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
41710

CVE-2025-
20124

- Piém CVSS: 9.9 (Nghiém trong)

- Mo ta: L hong cho phép ddi tuong
tan cong thuc thi ma tir xa

- Anh huong: Cisco ISE

- L& hong chua c6 ma khai thac va
dang bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2025-
20124
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CVE-2025-
20125

- Piém CVSS: 9.1 (Nghiém trong)

- Mo ta: L hong cho phép dbi tuong
tan cong truy cdp va thuc hi¢n céac
hanh vi trai phép

- Anh huéng: Cisco ISE

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2025-
20125
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CVE-2025-
20156

- Piém CVSS: 9.9 (Nghiém trong)

- M6 ta: L3 hong cho phép ddi twong
tan cong thuc hi¢n tan cong leo thang

dic quyén
- Anh huéng: Cisco

Management

Meeting

https://nvd.nist.gov/vul
n/detail/CVE-2025-
20156
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- L6 hong chua c6 ma khai thac va
dang bi khai thac trong thuc té

- Piém CVSS: Chua xac dinh

- M6 ta: L hong cho phép d6i tuong '

CVE-2024- tAn cong thuc thi ma tir xa https://nyd.mst. gov/vul

12 49415 i . n/detail/CVE-2024-
- Anh hudéng: Samsung 49415

- L& hong chua c6 ma khai thac va

dang bi khai thac trong thuc té

5. Phan tich rii ro va cinh bao s¢m cac nguy co' tan cong co6 chu dich

Thuc hién phéan tich, theo do1 va du bdo, canh bdo sém xu hudng vé tn cong
mang, Cuc An toan thong tin (B6 Thong tin va Truyén thong) phat hién xu huong
tan cong ma hoa téng tién (ransomware) tang cao trong thoi gian gan day. Pa co
mot s hé thong thong tin ctia co quan, to chirc, doanh nghiép tai Viét Nam bi su
c¢d thn cong, gay gian doan hoat dong va thiét hai vé vét chét, hinh anh cua céac co
quan, td churc, doanh nghi€p, cling nhu hoat dong bao dam an toan khong gian
mang qudc gia.

Trung tdm NCSC d tién hanh thu thap, phén tich va phat hién nhiéu chi bao
(Indicators of compromise) vé tan cong mang c6 thé anh huong dén co quan, t6
chtrc, doanh nghi¢p Viét Nam. Cac don vi can chu dong ra soat cac may chu, may
tram, ra soat toan bo cac hé théng gidm sat theo cac chi bdo ma Trung tAm NCSC
cung cap trong bao cdo nham xur 1y sém céc rai ro trong hé thong, lién tuc cap
nhat cac chi bao vé tin cong mang, dic biét 1a cac chi bao di duogc chia sé tir hé
théng cua Trung tam NCSC.

Phdlt hién hé th&ng bi I8y nhiém m3 déc botnet trong thang

‘DA CH IP C&C

113160.205.9

113163.216.156

113160.196163

13176121113

113161.184.151

113160.165.121

113161.204.167

Xem thém

Théng tin I0C dwoc cung cdp tai https://alert.khonggianmang.vn/

Ghi chii: Danh sach cdc IOC ¢é thé anh huéng t6i co quan, té chire doanh
nghiép Viet Nam ghi nhan tai Phu luc III kem theo.

6. Phat hién va canh b&o sém cic nguy co botnet trong hé théng

Thuec hién viéc phan tich va phét hién sém cac nguy co tir bén trong hé thng,
ddc bié¢t la cac nguy co may chu, may tram trong hé thong nhiém ma ddc, tr¢ thanh
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botnet. Hé thong giam sat cia NCSC di thuc hién thu thap chia sé thong tin vé
cac mbi de doa trén khong gian mang véi cac to chirc qubc té, giam sat lién tuc
cac mang ludi botnet.

Trong thang 01/2025, Trung tam NCSC phat hién 19 hé thong cua cac don
vi ¢6 két ndi dén ha tﬁng botnet. Trung tdm NCSC da thuc hién chia sé cac thong
tin botnet nay dén cac don vi thong qua hé thong phat hién canh bao sém botnet.

Phét hién 507 IoC c6 lién quan dén céc chién dich t&n cong vao Viét Nam trong thang

1oc NHOM TAN CONG APT

atasensors[.Jcom Nhém APT “Red Delta”
96.43.10101245 Nhém APT “Red Delta”
149104.12[164 Nhom APT “Red Delta”
107.155.56[.115 Nhém APT “Red Delta”
45761320125 Nhém APT “Red Delta”
167.179100[.1144 Nhém APT “Red Delta”
45133.239[121 Nhém APT “Red Delta”

Xem thém

Théng tin cdc hé thong ghi nhdn nhiém botnet trén hé thong phdt hién canh bdo sém.

Ghi chii: Danh sdch cdc don vi ¢é dia chi IP nam trong botnet ghi nhan tai
Phu luc IV kem theo.

Pé nghi cac don vi, t6 chitc, doanh nghiép nghién ctru cac thong tin vé cac
nguy co rii ro trong bao céo, thuc hién ra soat hé thong, xur 1y cac van dé vé an
toan thong tin mang trong hé thdng. Trong qua trinh thuc hién, néu co thong tin
can hd tro dé nghi lién hé véi Trung tim Gidm sat an toan khong gian mang quéc
gia, Cuc An toan thong tin, BO Thong tin va Truyen thong, dién thoai:
024.3209.1616 hodc s6 dién thoai truc duong day nong hod tro giam sat, canh bao
som 0961.405.333, thu dién ti: ncsc(@ais.gov.vn./.
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Phu luc |

DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN
TRONG THANG

TT Website gia mao Ghi chu
) Website gia mao san TMDT
1 amazonil[.]Jcom/
Amazon
Website gid mao san TMDT
2 amazouo9[.]com
Amazon
Website gia mao san TMDT
3 www[.]amzzcbe-cme[.]cm
Amazon
4 https://shop|.]amz- Website gia mao san TMDT
dropshipping[.]com/login Amazon
5 https://shop|.]amz- Website gia mao san TMDT
dropshipping[.]Jcom/login Amazon
https://global- L .
. , Website gia mao san TMDT
6 | sellings[.]Jcom/AmazonRegisterAcco
Amazon
un
7 tuyendungapple[.]com/ Website gia mao Apple
binancewindows|.]com/en/window/d
ownload?utm_campaign=VNCR&ut
m_content=cr6&fbid=112760004564
7062&cid=1129326458186314&bid
=ka&ftbclid=IwY2xjawHfA 1JleHRu
A2FIbQEwAGFkaWQBqxUsn6G32
8 | gEdN32Lzr0OUS5SVyUJEJECQU2i1U7 Website gid mao Binance
OMRoASJyMb8Gb6JV2JKyBGWQI
3603Wda aem p9czRRyRhKH8dO1
jaOHx0A &target=hr7Wk&phid=phc
_1aCVntrKDfdLQnn6rKXLblZAnn4
X3Q8C566kFhwYZ21&aid=PMgBip
W9
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9 dichvucong[.]hokhausol[.]com/ Website gia mao B Cong An
congthongtinanninhmang|.]com/ticke L o
10 s/ Website gia mao Bo Cong An
S
https://congthongtinanninhmang|.]co
11 P stons , el Website gia mao Bo Cong An
m/login
, Website gid mao B Giao thong
12 kiemtragplx[.]vn N
Van tai
. Website gia mao Bo Lao dong -
13 www|.]mkujx[.]cyou _ .
Thuong binh va xa hoi
Website gi Cong Dich
14 Vietchinhphux[.]Jcom oS g}a a0 . ong e
cong Quoc gia
) Website gia mao Céng Dich vu
15 vnchinhphul[.]cc A P
cong Quoc gia
, Website gia mao Cong Dich vu
16 dichvucongvnbcal.]com . P
cong Quoc gia
Website gia mao Cong ty cd
17 giaohangtietkiem-express[.]Jcom/ \ g O gmy
phan giao hang tiét kiém
Website gia mao Cong ty cd
18 ctygiaohangtietkiemm1[.]Jcom/ \ g O gmy
phan giao hang tiét kiém
_ Website gia mao Cuc An ninh
19 Cucanninhmang24h[.]Jcom o
mang, BO Cong an
. Website gia mao Cuc An toan
20 cucantoanthongtin24h[.Jcom T R
thong tin, Bo Cong An
. Website gia mao Cuc canh sat
21 csgt[.]dinhdanhpt[.]com . ) o
giao thong, BO Cong An
22 shorten[.]so/dhl-express Website gia mao DHL
baohanhdienmayxanh|[.]vn/tho-dien-
23 | may-xanh-gioi-thieu-dich-vu-thay- | Website gid mao Dién may xanh
loi-loc-nuoc-dung-chuan/
dienlanhmayxanh[.]Jcom/?gad source L e
24 ) ] ) Website gia mao Pién may xanh
=1&gclid=Cj0KCQiA7NO7BhDsAR
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Trung tdm Giam sat an toan khong gian mang qudc gia — Cuc An toan thong tin

IsADg_hlbjU  x6wPykmUVIoLnS
TewOwHZ{e50CA0sfixOfNA70O5BQ
Sz5tjGlaAhWKEALw_ wcB

25

dienlanhmayxanh][.]com/sua-tu-lanh-
tai-nha/

Website gid mao Dién may xanh

26

dienmay-
xanh24h[.]online/?gad source=1&gc
11d=CjOKCQiAj9m7BhD1ARIsANsI
IvBbV{bEuTZonSMdS-
5j6R0xRVomy23ohlxurfnnFzRbyfQe
tijQa3MaAlJ2EALw_ wcB

Website gid mao Dién may xanh

27

Dienmayxanh452[.]Jcom

Website gia mao Dién may xanh

28

dienmayxanh-services|[.]Jcom/ve-

sinh-may-lanh-tai-nha-hcm/

Website gia mao Pién may xanh

kythuatdmayxanh[.]com/sua-bep-tu-
bep-hong-ngoai-dien-may-

29 | xanh/?zarsrc=30&utm_source=zalo& | Website gid mao Dién méy xanh
utm_medium=zalo&utm campaign=
zalo
30 dienmayxanh-services[.Jcom/ Website gia mao Pién may xanh
Website gid mao san TMDT
31 www|.]ebayglobal[.]store/ 8 '
Ebay
Website gid mao san TMDT
32 https://app[.]ebaynnhd][.]vip 8 Eb.
ay

33

mauchupanh|[.Jvn/M3Zv5orDeVnOc
koxIpOJXL?v

Website gia mao Facebook

34

www-facebook-com|[.]vn/ai-ban-be-

gap-no-bao-no-lien-he-em-gap-a-891

Website gia mao Facebook

35

giaohangnhanh|.]info/

Website gid mao Giao hang
nhanh

36

zkjvk[.]Jcom

Website gid mao GOMarket

12




Trung tdm Giam sat an toan khong gian mang qudc gia — Cuc An toan thong tin

Website gia mao san TMDT
37 lazaoffices[.]com/
Lazada
Website gid mao san TMDT
38 Https://lazada[.]haozuhua[.]Jcom 8 '
Lazada

https://tcb[.]Jkhuyenmaithang-canhan-

Website gid mao Ngan hang

39
hotro247-thang01[.]Jcom][.]vn/ TMCP K§ Thuong Vi¢t Nam
Website gid Ngan Ha
40 vietcombank].]asia/ eoSTie gla. a0 gari e
TMCP Ngoai thuong Viét Nam
Website gid Ngan Ha
41 vietcombankvn[.]bm68§| . ]site/ eoSTie gla. a0 gari e
TMCP Ngoai thuong Viét Nam
Website gia Ngan Ha
42 | apkclone[.]Jcom/vi/vietcombank-apk eoStie gla. a0 gari e
TMCP Ngoai thuong Viét Nam
13 apk2me[.]com/vietcombank-apk- Website gia mao Ngan Hang
mod/ TMCP Ngoai thuong Viét Nam
. Website gia mao Ngan Hang
44 Imhmod].]me/vietcombank-apk/ , .
TMCP Ngoai thuong Viét Nam
Website gid Ngan hé
45 vay[.]giaingannga247[.]info/ eostie 8ia maoA gair.l e
TMCP Quan do1
Website gid Ngan hé
46 | vib[.]Jhan-muc-the-ngan-hang[.]Jcom eosTe Sia fna? %an e
TMCP Quoc té Viét Nam
Website gid Ngan hé
47 tc-shbfinance[.]Jcom eOSIE gl‘a. ma.‘lo gafl Eil’.lg
TMCP Sai Gon — Ha No1
vpbank].]hotrodacbiet- L o
, Website gid mao Ngan hang
48 khuyenmaithang-hotro247- N ,
TMCP Vi¢t Nam Thinh Vuong
thangO1[.]com][.]vn
, Website gia mao san TMDT
49 soppe68].]Jorg/account/login
Shopee
Website gid mao san TMDT
50 www|.]shopeesallers[.]com/ 8 '
Shopee
, Website gid mao san TMDT
51 sp6708p[.]com/register
Shopee
Website gia mao san TMDT
52 https://www[.]shopeesallers[.]com
Shopee

13
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Website gia mao san TMDT
53 www[.]tbaovn-cms|.]top/
Taobao
Website gid an TMDT
54 https://taoobao-order[.Jcom sia mao san
Taobao
Website gid an TMDT
55 https://marketing-oder[.]com/ S1a Mo sai
Taobao
Website gid Tap doan Dié
56 https://evn[.]it[.]Jcom/ eostie glahmao ap coan Hieh
luc Viét Nam (EVN)
57 http://talegrm[.]king88su].|xyz/ Website gid mao Telegram
58 tkshopvn|[.]vip/2[.]html Website gia mao TikTok
59 https://newmalle|.]cc Website gia mao TikTok
60 https://newmalla[.]com Website gia mao TikTok

www/.]tkmmi[.]Jcom/Web/Shop/dash

61 Website gia mao TikTok Shop
board[.]aspx
Website gia mao Truong Cao
62 https://edu]. Jvn/ , ' .
ps:/fedul. Jvov.Jv dang Phat thanh - Truyén hinh II
Website gid Vin phc
63 chinhphu[. Jkbshkdt[. Jorg/ COSIIE £1a Ao VAl PROnS
Chinh phu
Website gid Van phc
64 chinhphu-vn[.Jcom eoste gla’mao 7an phong
Chinh phu
65 http://vienthongviettel[.]vn Website gia mao Viettel
66 viettelmoneypro[.]xyz/2nvyyl Website gid mao ViettelMoney
67 vincomplazal.]y71].]top/ Website gid mao Vincom
68 vingroupfund[.]com Website gia mao Vingroup
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nline

69 vinmarket[.]net Website gia mao Vingroup
70 http://shop[.]vnggmes[.]Jcom/ Website gid mao VNG
https://www|.]xmtap2[.]com:443/cha L
71 , Website gia mao VNPost
t/text/chat 0QRMAF[.]html?1=vi
westernunionnvn9[.]wixsite[.]com/o L ,
72 Website gia mao Western Union
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Trung tdm Giam sat an toan khong gian mang quoc gia — Cuc An toan thong tin NCSCx

Phu luc Il
MOQT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUTC

Mai diém yéu/ | SL may bi

Ghi chu

16 hong anh huwong

https://nvd.nist.gov/vuln/detail/ CVE-
1 | CVE-2023-21716 13210 200321716
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2022-26809 12896 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2021-40444 12530
2021-40444
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2020-0655 7933
2020-0655
https://nvd.nist.gov/vuln/detail/ CVE-
5 | CVE-2020-1097 7895 2020-1097
https://nvd.nist.gov/vuln/detail/ CVE-
6 | CVE-2025-21338 5259 202521338
https://nvd.nist.gov/vuln/detail/ CVE-
7 | CVE-2019-0708 5256 5019-0708
https://nvd.nist.gov/vuln/detail/ CVE-
8 | CVE-2024-7344 5245 2004.7344
https://nvd.nist.gov/vuln/detail/ CVE-
9 | CVE-2025-21189 5245 2025.21189
10 | CVE2025.21193 5245 https://nvd.nist.gov/vuln/detail/ CVE-
2025-21193
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Phu luc 111
THONG KE CAC THONG TIN CHI BAO (INDICATORS OF

COMPROMISE)

STT Indicators of compromise Ghi chu
1 45[.]159.248.55
2 w3capil. Jmarketing Chién dich tin cong “Contagious
3 zkservice|[.]cloud Interview”
4 payloadrpc[.]Jcom
5 abecopiers|[.]com
6 alvinclayman[.]Jcom
7 atasensors|.|com
8 buyinginfo[.]org
9 councilofwizards[.]Jcom
10 dmfarmnews[.]Jcom
11 erpdown[.]com Nhom APT “Red Delta”
12 flaworkcomp[.]com
13 glassdoog].]org
14 gulfesolutions[.]Jcom
15 alicevivianny[.]com
16 antioxidantsnews[.]Jcom
17 bkller[.]Jcom

17
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18 calgarycarfinancing[.]Jcom
19 crappienews[.]com

20 electrictulsal.]Jcom

21 estmongolia[.]Jcom

22 flfprlkgpppg[.]shop

23 globaleyenews|.]com

24 hajjnewsbd[.]Jcom

25 aljazddra[.]com

26 armzrace[.]Jcom

27 bonuscuk[.]com

28 comparetextbook[.]com
29 createcopilot[.]Jcom

30 elevateecom|[.]com

31 financialextremed[.Jcom
32 getfiledown[.]Jcom

33 goclamdep|.]net

34 hisnhershealthynhappy[.]Jcom
35 alphadawgrecords[.]Jcom
36 artbykathrynmorin[.]Jcom Nhom APT “Red Delta”
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37 bramjtop[.]Jcom

38 conflictaslesson[.]Jcom
39 cuanhuaanbinh[.]Jcom
40 epsross[.Jcom

41 finasterideanswers[.]com
42 getupdates|. |net

43 goodrapp[.]Jcom

44 homeimageidea[.]com
45 howtotopics|[.]com

46 inhller[.]Jcom

47 itduniversity[.]com

48 kentscaffolders[.]Jcom
49 linkonmarketing[.]Jcom
50 looksnews[.]Jcom

51 mobilefiledownload[.]com
52 myynzl[.]Jcom

53 oncalltechnical[.]Jcom
54 profilepimpz[.Jcom

55 richwoodgrill[.]Jcom
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56 shreyaninfotech[.]Jcom

57 tasensors[.Jcom

58 tigernewsmedia[.]Jcom

59 tychonews[.]com

60 versaillesinfo[.]Jcom

61 365officemail[.]com

62 https[:]/lifeyomi[.]com/trkziu

63 https[:]//elevateecom|.]com/deqcehfg
64 115.61.168[.]1170

65 115.61.170[.170

66 182.114.110[.]170

67 45.133.239[.]1183

68 103.238.227[.]183

69 116.206.178[.]134

70 155.138.203[.178

71 107.155.56[.187

72 154.205.136[.]105

73 45.135.119[.]132

74 103.107.104[.157 Nhom APT “Red Delta”
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75 importsmall[.Jcom

76 instalaymantiene[.]com

77 ivibers[.]Jcom

78 kerrvillehomeschoolers[.]Jcom
79 loginge[.]com

80 maineasce[.]com

81 mojhaloton[.]Jcom

82 newslandtoday][.]net

83 onmnews|[.]com

84 quickoffice360[.Jcom

85 riversidebreakingnews|.]Jcom
86 smldatacenter[.]com

87 techoilproducts|.]Jcom

88 tophooks|.]org

89 unixhonpo[.]com

90 vopaklatinamerica[.]Jcom

91 7gzi[.]Jcom

92 https[:]/lebohdc[.]com/uleuodmm
93 https[:]//vabercoach[.]Jcom/uenic Nhém APT “Red Delta”
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94 115.61.168[.]1229

95 182.114.108[.]91

96 103.79.120[.192

97 116.206.178[.]168

98 103.107.104[.]137

99 149.104.2[.1160

100 144.76.60[.]1136

101 202.91.36[.]213

102 223.26.52[.]208

103 161.97.107[.]193

104 154.90.47[.1123

105 indiinfo[.]Jcom

106 iplanforamerica[.]com

107 jorzineonline[.]Jcom

108 kxmmedmnb].]online

109 lokjopppkuimlpol.]shop
110 meetviberapi[.]Jcom

111 mongolianshipregistrar[.]Jcom
112 normalverkehr[.]Jcom Nhom APT “Red Delta”
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113 pgfabrics[.]Jcom
114 redactnews|.]com
115 rpcgenetics[.]Jcom
116 spencerinfo[.]net
117 thelocaltribe[.]Jcom
118 truckingaccidentattorneyblog[.]com
119 usedownload[.]com
120 windowsfiledownload[.]com
121 https[:]//getfiledown[.]com/utdkt
https[:]//cdn7s65[.]z13[.]web|.]core|.]
122 .
windows|.|net
123 https[:]//artbykathrynmorin|[.]Jcom/lczj
nmum
124 115.61.169[.]1139
125 182.114.108[.]193
126 45.83.236].]105
127 103.238.225[.]248
128 107.148.32[.]206
129 207.246.106[.138
130 38.180.75[.1197
131 107.155.56[.]4 Nhom APT “Red Delta”
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132 45.128.153[.]73

133 103.107.105[.181

134 147.78.12[.]202

135 infotechtelecom[.]com
136 irprofiles[.]Jcom

137 kelownahomerenovations|.]Jcom
138 lebohdc[.]Jcom

139 londonisthereason[.]com
140 mexicoglobaluniversity[.]com
141 mrytlebeachinfo[.]Jcom
142 nymsportsmen[.]com

143 pinaylizzie[.]Jcom

144 reformporta[.]Jcom

145 sangkayrealnews[.]Jcom
146 starlightstar[.]com

147 tigermm[.]com

148 truff-evadee[.]com

149 vanessalove[.]Jcom

150 xxmodkiufnsw][.]shop
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151 | https[:]//versaillesinfo[.]Jcom/brjwcabz
152 https[:]//edupro4|.]z13[.]web][.]core].]
windows|.|net
153 115.61.168][.]143
154 115.61.170[.]105
155 182.114.110[.]11
156 116.206.178[.]67
157 45.133.239[.]21
158 167.179.100[.]144
159 45.76.132[.]25
160 107.155.56[.]15
161 149.104.12[.]64
162 96.43.101[.]245
163 103.107.104[.]14
8689D59AAC223219E0FDB7886BE
164 | 289A9536817EB6711089B5DD099A
1E580F8E4
D512664DF24B5F8A2B1211D240E3
165 | E767F5DD06809BB67AFA367CDCO
6E2366AEC
Nhém APT “DoNot Team”
166 toolgpt[.]buzz
167 Updash[.]info
168 | Solarradiationneutron|.]appspot[.]com
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169 saturn789454(.]appspot[.]com

170 202.189.8[.172

171 47.74.159[.1166

172 47.113.200[.]118

173 202.189.8[.187

174 47.92.6[.164

175 7051.gsm.360safe[.]Jcompany

176 202.105.1[.]187

177 47.108.162[.]218

178 120.24.193[.]58
Nhom APT “PlushDaemon”

179 47.96.17[.]1237

180 8.130.87[.]1195

181 47.104.138[.]1190

182 202.189.8[.169

183 reverse.wcsset[.Jcom

184 st.360safe[.]company

185 202.189.8[.]1193

186 agt.wcsset[.]com

187 202.105.1[.]187
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Phu luc IV
DANH SACH CAC PON VI CO PIA CHI IP NAM TRONG MANG
BOTNET

1. Danh sach B§/Nganh

S6 lwong  So lwong IP

IP botnet botnet Loai ma
thang thang doc/botnet
12/2024 01/2025
1 Bo KAhoa hQCi va 1 1 Andromeda
Cong nghé
5 bai tiéng no1 Viét 1 1 Andromeda
Nam

2. Danh sach Tinh/thanh

S6 lwong IP  S6 hrong IP
botnet botnet

Tén don vi théng théng Ghi chu
12/2024 01/2025
1 Lai Chau 6 4 Andromeda
2 Lam Pdng 3 4 Andromeda
3 Nam Dinh 6 3 Andromeda
4 Ba Ria Viing Tau 0 2 Andromeda
5 Dién Bién 2 2 Andromeda
6 Hai Phong 0 2 Agﬁ;ﬁa’
7 Thai Binh 2 2 Andromeda
8 An Giang 1 1 Andromeda
9 Can Tho 1 1 Andromeda
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10 Cao Bang 1 Andromeda
11 Gia Lai 0 Andromeda
12 Ha Nam 2 Andromeda
13 Ha No1 2 Andromeda
14 Ninh Binh 1 Andromeda
15 Quang Ninh 1 Andromeda
16 Quang Tri 0 Andromeda
17 Thanh Hoa 1 Andromeda
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X X ) ’ Phu luc V ) )
TINH HINH KET NOI, CHIA SE DU LIEU GIAM SAT
THEO YEU CAU CHI THI SO 14/CT-TTG NAM 2019

1. Danh sach Bo/Nganh

Thoi gian gan nhat nhan
duogc dir liéu

(tinh dén 31/01/2025)

Bo/Nganh/Co quan
TT trwe thuoc Chinh
. phu

Thoi gian bat diu chia

sé dir liéu

1 B§ Cong Thuong 09/08/2020 31/1/2025
5 B{ Giao duc va Dao 31/08/2020 KhongAnhm% du})’c dir
tao li€u chia sé
3 B¢ Giao tvl.long van 15/05/2020 KhongAnhm% du})’c dir
tai li€u chia sé
4 B0 Ké hoach va Dau 20/11/2020 KhongAnhz_u? du;(_)'c dir
tw li€u chia sé
5 | BoKhoahocva 19/11/2020 31/1/2025
Cong nghé
B6 Lao dong -
6 | Thuong Binh va Xa 11/12/2020 21/01/2025
hoi
7 Bd Ngoai giao 24/07/2020 10/1/2025
8 B6 Noi vu 30/07/2020 31/1/2025
Bo Nong nghiép va n n ~
9 | Phat trién nong 28/09/2020 Khong nhan dugc d
. liéu chia sé
thon ’
10 B Tai chinh 15/12/2020 31/1/2025
11 | Bo lainguyenva 03/10/2020 31/1/2025
MO1 truong
12 | BOThong tinva 11/02/2022 31/1/2025
Truyén thong
13 B6 Tu phap 18/03/2023 31/1/2025
B0 Vin héa, Thé
14 thao va Du lich 20/06/2020 31/1/2025
15 B§ Xay Dung 23/07/2020 03/1/2025
16 By Y té 17/07/2020 Khong nhan dwgc du
: li¢u chia sé
17 |Ngdn hang Nha nuge 02/07/2020 31/1/2025
Viét Nam
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18 Thanh tra} Chinh 10/11/2020 KhongAnhz.uf du:g’c dir
phu li€u chia sé

Khong nhan dwgc dir

19 | Uy ban Dan toc 08/10/2020 PR
: liéu chia sé
20 Van phong Chinh 22/09/2020 KhongAnhaQ du:(.)’c dir
phu liu chia sé
21 | Bao Hiém X3 Hoi 08/11/2020 31/1/2025
9y | Pai Truyén hinh Viét 14/09/2020 21/01/2025
Nam
Vién Han Lam Khong nhan dwgce dir
23 KHCN 22/09/2020 li€u chia sé
o4 | Kiém toan Nha nude 09/03/2021 31/1/2025

Viét Nam
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2. Danh sach Tinh/Thanh

Thoi gian gan nhat nhan
dwoc dir liéu (tinh dén

Thoi gian bit diu chia

TT Tinh/Thanh

N e 31/01/2025)
1 An Giang 30/09/2020 31/1/2025
2 Béc Giang 21/08/2020 31/1/2025
3 Béc Kan 01/09/2020 31/1/2025
4 Bac Liéu 09/10/2020 Khong nhin dugc dir

‘ li€u chia sé
5 Béc Ninh 23/07/2020 22/1/2025
g | DBaRia-Ving 20/07/2020 21/1/2025

Tau

7 Bén Tre 10/08/2020 31/1/2025
8 Binh Dinh 05/06/2020 31/1/2025
9 | Binh Duong 24/04/2020 31/1/2025
10 |  Binh Phudc 23/04/2020 31/1/2025
11 |  Binh Thuan 31/08/2020 31/1/2025
12 Ca Mau 15/05/2020 31/1/2025
13 Can Tho 13/04/2020 23/12/2024
14 Cao Bing 14/08/2020 31/1/2025
15 Pik Lak 17/06/2020 31/1/2025
16 |  Dik Nong 31/08/2020 31/1/2025
17 Pa Ning 09/06/2020 20/12/2024
18 Pién Bién 02/06/2020 31/1/2025
19 Pdng Nai 15/06/2020 31/1/2025
20 |  Dbdng Thap 14/07/2020 31/1/2025
21 Gia Lai 14/09/2020 31/1/2025
22 Ha Giang 18/08/2020 12/12/2024
23 | Hai Duong 04/09/2020 Kha“ﬁe'l‘lhi';ad:’é‘-”c dur
24 |  Hai Phong 28/07/2020 31/1/2025
25 Ha Nam 22/09/2020 31/1/2025
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26 Ha Noi 30/06/2020 31/1/2025
27 Ha Tinh 06/10/2020 31/1/2025
28 Hoa Binh 13/05/2020 31/1/2025
29 | Hb Chi Minh 26/06/2020 21/1/2025
30 | Hau Giang 02/10/2020 31/01/2025
31 | HungYén 22/05/2020 31/1/2025
32 |  Khanh Hoa 21/09/2020 26/1/2025
33 |  Kién Giang 24/09/2020 31/1/2025
34 Kon Tum 28/09/2020 31/1/2025
35 Lai Chau 26/09/2020 28/1/2025
36 | Lam Déng 22/10/2020 29/1/2025
37 Lang Son 08/10/2020 31/1/2025
38 Lao Cai 09/07/2020 31/1/2025
39 Long An 22/07/2020 31/1/2025
40 |  Nam Pinh 21/09/2020 27/1/2025
41 Nghé An 09/09/2020 31/1/2025
42 | Ninh Binh 28/07/2020 31/1/2025
43 | Ninh Thuan 01/09/2020 31/1/2025
44 Phii Tho 01/10/2020 31/01/2025
45 Phti Yén 30/11/2020 31/1/2025
46 |  Quang Binh 01/07/2020 31/1/2025
47 | Quéng Nam 14/09/2020 Kha“ﬁé'l‘lhi';ad;"é‘-”c dur
48 |  Quing Ngii 12/08/2020 31/1/2025
49 |  Quang Ninh 12/09/2020 15/1/2025
50 | Quang Tri 24/12/2020 31/1/2025
51 |  Soc Tring 12/08/2020 24/12/2024
52 Son La 13/07/2020 31/1/2025
53 Tay Ninh 08/07/2020 31/01/2025
54 |  Thai Binh 25/06/2020 31/1/2025
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55 Thai Nguyén 19/11/2020 27/01/2025
56 Thanh Hoa 29/09/2020 29/1/2025
57 | Thura Thién Hué 29/07/2020 31/1/2025
58 Tién Giang 24/09/2020 31/1/2025
59 Tra Vinh 29/07/2020 31/1/2025
60 Tuyén Quang 19/11/2020 26/1/2025
61 Vinh Long 25/06/2020 31/1/2025
62 Vinh Phutc 30/06/2020 31/1/2025
63 Yén Bai 26/08/2020 20/1/2025
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Phu luc VI
TINH HINH TRIEN KHAI GIAl PHAP PHONG CHONG MA PQC PAP
UNG YEU CAU CUA CHI THI SO 14/CT-TTG NAM 2018

1. Danh sach B§/Nganh

S6 lwong may
B¢/Co quan ngang B¢/ Co chia sé dir li€u

quan trwc thugc Chinh phu trong thang

01/2025
1 B§ Cong Thuong 205
2 B¢ Gido duc va Pao tao 0 Chua chia sé
3 B6 Giao thong van tai 84
4 B0 Ké hoach va Dau tu 3412
5 B6 Khoa hoc va Cong ngh¢ 443
¢ | BdLao dong - Thurong Binh va 0 Mat két noi 01
Xa hoi thang tré 1én
7 B6 Ngoai giao 12
8 B6 Noi vu 407

B Nong nghiép va Phat trién

9 A N 0 Chura chia sé
nong thon
10 Bo Tai chinh 286
11 B Tai nguyén va Mbi truong 1882
12 Bo Thong tin va Truyén théng 295
R . Mit két noi 01
13 Bo Tu phap 0 thang tré lén
B0 Viin héa, Thé thao va Du Mit két ndi 01
14 : . 0 . 1A
lich thang tr¢ 1én
15 B0 Xay Dung 29
16 Bo Y té 89

34



I

Trung tdm Giam sat an toan khong gian mang qudc gia — Cuc An toan thong tin NCSCx
17 | Ngan hang Nha nwéc Viét Nam 0 Ma’t ket noOlAOl
thang tr¢ 1én
18 Thanh tra Chinh phii 0 Mat ket noi 01
thang tro 1én
19 Uy ban Dan tdc 0 Chua chia sé
S i 5 Mit két néi 01
20 Van phong Chinh phu 0 thang tro 1én
,1 | Ban Quinly Ling Chii tich Hb 0 Mat két ndi 01
Chi Minh thang tré Ién
22 Bao Hiém Xa Hoi 20170
23 Dai tiéng no6i Viét Nam 10
24 Pai Truyén hinh Viét Nam 182
25 Thong tan x3 Viét Nam 1603
26 Vién Han Lam KHCN 107
27 Vién Han Lam KHXH 0 Mat ket noi 01
j thang tro 1én
28 | Kiém toan Nha nwéc Viét Nam 0 Ma’t ket nvaOI
i thang tro 1én
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2. Danh sach Tinh/Thanh

S6 lwong may

chia sé dir liéu

Tinh/Thanh T i Ghi chu
01/2025

1 An Giang 675

2 Bic Giang 4305
3 Bic Kan 2453
4 Bac Liéu 1886
5 Béc Ninh 1696
6 Ba Ria - Viing Tau 22737
7 Bén Tre 1619
8 Binh Dinh 169

9 Binh Duong 1909
10 Binh Phudc 4709
11 Binh Thuan 3794
12 Ca Mau 2373
13 Can Tho 52
14 Cao Bing 1317
15 Dik Lak 5216
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16 Pik Nong 1270

17 Pa Ngng 0 Mt ké:rl(l")’élié(;l thang
18 Pién Bién 3770

19 Pbng Nai 0 Mit ké:rléélié(:ll thang
20 Pong Thap 4208

21 Gia Lai 19

22 Ha Giang 13

23 Hai Duong 3813

24 Hai Phong 3844

25 Ha Nam 038

26 Ha Noi 53109

27 Ha Tinh 2873

28 Hoa Binh 273

29 Ho Chi Minh 11416

30 Hau Giang 1215

31 Hung Yén 4

32 Khanh Hoa 2636
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33 Kién Giang 2107
34 Kon Tum 5197
35 Lai Chau 35
36 Lam Dong 3227
37 Lang Son 271
38 Lao Cai 1389
39 Long An 2937
40 Nam Dinh 41
41 Nghé An 4811
42 Ninh Binh 624
43 Ninh Thuan 657
44 Phu Tho 1
45 Phtu Yén 167
46 Quang Binh 2565
47 Quang Nam 286
48 Quéang Ngai 4226
49 Quing Ninh 0 Mt ké’:rléélié(:ll thang
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50 Quang Tri 343
51 Soc Trang 32
52 Son La 5670
53 Tay Ninh 845
54 Théi Binh 3520
55 Thai Nguyén 0 MAt ké::;yé]ié?ll thang
56 Thanh Hoéa 1882
57 Thira Thién Hué 6442
58 Tién Giang 7385
59 Tra Vinh 2233
60 Tuyén Quang 3347
61 Vinh Long 5364
62 Vinh Phuc 9735
63 Yén Bai 916
Ghi chu:

- S6 lwong may cuia mdi don vi duge tinh dya trén s6 lugng méy chia sé thong tin
vé hé diéu hanh (truong “OS” trong vian ban 2290/BTTTT-CATTT ngay
17/7/2018 vé viéc hudng dan két ndi, chia sé thong tin vé ma doc gitta cac hé
thong k¥ thuat phat hanh).
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