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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Ghi nhan nhém tin cong thudc Triéu Tién trién
khai ma doc OtterCookie trong chién dich tin cong “Contagious Interview”.

- Canh bao: Ghi nhan phuong thirc tn céng “DoubleClickjacking” bo qua bao
mat Clickjacking trén website.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- Tan cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 6.685 trudng hop lira d¢ao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv
Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn
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Tin tiec An toan thong tin

*Chién dich tn cong APT: Ghi nhan nhom tin cong thudc
Triéu Tién trién khai ma doc OtterCookie trong chién dich

A A . . ””
tan cong “Contagious Interview”

Nhém dbi tugng tan coéng thudc Trieu
Tién dang sau chién dich tan cong
“Contagious Interview” gan ddy da duogc
quan sat thay trong lic phat tan ma doc
JavaScript co tén OtterCookie.

Chién dich tan cdng con cd tén khéc 1a
DeceptiveDevelopment su dung ky thuat
social engineering véi nhém ddi tuong gia
danh thanh céc nhan vién tuyén dung dé lira
ngudi dung dang tim kiém viéc 1am tai xubng
ma ddc nhu mot bude trong qué trinh phong
van.

Cac ma doc dugc cai vao trong goi npm
hoac tng dung hop video duogc luu trén
GitHub hoac registry chinh thac caa goi, qua
d6 cho phép ddi tuong phat tan ma doc nhu
BeaverTail va InvisibleFerret. Hién nhém tan
cong nay dang dugc theo doi dudi tén CL-
STA-0240.

Vao thang 09/2024, co quan bao mat
Group-IB di cong bd théng tin chi tiét vé
chudi tan cong, nham to6 diém viéc sir dung
phién ban cai tién cia BeaverTail cé tinh
module bang cach tach roi chirc niang déanh
cap dix lieu cua ma doc ra mot bo script Python
co tén CivetQ.

Pang chu y, chién dich Contagious
Interview hién dang duoc cho Ia tach biét voi
chién dich “Operation Dream Job”, ciing l1a
mot chién dich tan cong thuc hién boi nhdm
tan cong Triéu Tién voi cuing phuong thic 1ay
nhidm théng qua cac moi nhir lién quan toi
viéc lam.

Ngoai ra, trong phét hién méi nhat, ma doc
JavaScript dugc st dung dé thuc thi
BeaverTail con c6 chtc niang tai xudng va
thirc thi ma doc OtterCookie, dugc phat hién
vao thang 09/2024 va cé phién ban mai hon
vao thang 11/2024.

Ma doc OtterCookie khi dugc thuc thi sé
két ndi toi may chu C&C thong qua thu vién
JavaScript “Socket.10”, sau d6 s€ cho chi thi
mai.

Nguon: https://thehackernews.com/2024/12/north-korean-hackers-deploy-ottercookie.html
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Ma doc duogc thiét ké dé thuc thi cac cau Iénh shell c6 nhiém vu danh cip dit liéu nhu file,
noi dung trong clipboard va khoa vi tién ao.

Chién dich tan cong nay duoc cdng b trong bdi canh cac nhém tan cong dang gia ting nd
luc cap nhat bo cdng cu sir dung ma van giir lai chudi tan cong, diéu nay ching to chién dich
tan cong co tinh hiéu qua cao.

Mt s6 ToC dwoc ghi nhan:

45[.]1159.248.55 zkservice[.]cloud
w3capi[.]marketing payloadrpc[.]Jcom

Ngudn: https:/thehackernews.com/2024/12/north-korean-hackers-deploy-ottercookie.html
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*Canh bao: Ghi nhan phwong thic tin cong
“DoubleClickjacking” b6 qua bao mat Clickjacking trén

website"

CLICKJACKIN t
EXPLOIT

YOUR CLICKS
INTO CHAOS

Gan day, cac chuyén gia bao mat di ghi
nhan va cong bd chi tiét ciia mot 16p 16 hong
dua trén thoi gian phd bién sir dung trinh ty
double-click dé thyc hién tin cong
clickjacking va chiém dung tai khoan trén
cac website.

Ky thuat nay hién dugc dat tén Ia
DoubleClickjacking. Cu thé, thay vi dya vao
mét lan click, ky thuat st dung trinh tu
double-click cho phép thao tung UI dé vuot
qua cac bién phap bao mat clickjacking hién
c6, bao gdm ca header X-Frame-Options hay
cookie SameSite: Lax/Strict. K§ thuat tin
cong Clickjacking, hay con goi 1a chinh stra
UL, 1a mot ky thuat trong d6 nguoi dung bi
Itra vao viéc bAm vao mot yéu tb trong nhu
an toan trén website (thuong 1a nut xac nhan),
tr 36 dan t6i viéc trién khai ma doc trén hé
thdng hoic trich xuat dit liéu quan trong.

Ky thuat DoubleClickjacking 1a mét bién
thé khai thac khoang thai gian gitta IGc bit dau
cua lan click va két thic caa lan click tha 2 dé
vuot qua bién phap bao mat va chiém dung tai
khoan cua ngudi ding. Cu thé cac budc nhu
sau:

« Nguoi dung truy cap vao trang web diéu
khién boi doi twong tan cong c6 ludng hoat
dong 1a mo 18n mot cira s6 browser hoac
mot tab mai ma khong can nguoi ding
tuong tac, hoic chi can mét lan click chuét.

« Cira 5o (tab) méi nay co thé gia dang
thanh mot xac thac Captcha, yéu cau nguoi
dung click 2 lan dé hoan thanh ching.

« Khi nguoi dung thuc hién diéu nay,
trang web doc hai str dung déi twong trén
JavaScript 1a “Window Location” dé diéu
hudng nguoi dung tdi trang doc hali.

« Cira 6 trén cing sé& dugc dong, qua do
nguoi diung di vo tinh cap quyén truy cap
cho ddi twong bang cach dong y véi théng
bao cap quyén trén trang chinh.

Ngudn: https://thehackernews.com/2025/01/new-doubleclickjacking-exploit-bypasses.html
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*Canh bao: Ghi nhan phwong thic tin cong
“DoubleClickjacking” b6 qua bao mat Clickjacking trén
website”’

Puoc biét, 16 hong va ki thuat nay co thé bi loai bé bang cach str dung giai phap client-side
cho phép tat chirc ning cia cac nit quan trong trén website trir khi di chudt theo mot cach nhat
dinh hodc khi ngudi ding bam nut trén ban phim.

Thong tin vé k¥ thuat nay duoc cong bd gan mot nim sau khi mot chuyén gia bao mat da
chtrng minh mét bién thé khac cua Clickjacking co tén “Cross window forgery” (hay gesture-
jacking) hoat dong dua trén viéc ngudi dung bam hodc giit ntt Enter/Space trén mot trang web
doc hai d¢ thuc hién céc tic vu doc hai nhu chiém dung tai khoan trén website do.

Ngudn: https://thehackernews.com/2025/01/new-doubleclickjacking-exploit-bypasses.html
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \ 5hing

Trong tuan, cac to chuc qudc té di cong :
bb va cap nhat it nhat 524 15 hdng, trong do S o il i
c6 143 15 hong muac Cao, 299 16 hdng mic
Trung binh, 24 16 héng mac Thap va 58 15
hong chua danh gia. Trong d6 c6 it nhat 47 15
hong cho phép chén va thuc thi ma lenh.

paloalto

Ngoai ra, tuan hé théng ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhém tan cona.

Trong d6, dang chu y ¢6 03 16 hong anh huang cac san pham cua Four-Faiths, Palo Alto
Networks va Microsoft, cu thé 1a nhu sau:

e CVE-2024-3393 (Piém CVSS: 8.7 — Cao): Lb hong ton tai trén chirc nang DNS Security
cua phan mém Palo Alto Networks PAN-OS cho phép d6i twong tin cdng st dung cac goi
tin doc hai dé thuc hién tan cong tir chdi dich vu bang cach khién tuong lra khoi dong lai.
Hién 15 hong di c6 ma khai thac va dang bi khai thac trong thyc té.

e CVE-2024-12856 (Piém CVSS: 7.2 — Cao): L5 hong ton tai trén router mau F3x24 va
F3x36 cua hing Four-Faiths. La 16i command injection cho phép ddi twong tin cong thuc
thi 1énh OS tly y qua giao thicc HTTP khi diéu chinh thoi gian hé thng trén file apply.cgi.
Hién 15 hong chua c6 ma khai thac va dang bi khai thac trong thuc té.

e CVE-2018-0802 (Piém CVSS: 7.8 — Cao): L& hong ton tai trén Microsoft Office 2007,
2010, 2013, 2016 trén thanh phan Equation Editor do sai sét trong qua trinh xu 1y ddi tuong
trén bo nhé. Béi tuong tan cdng khai thac 16 héng co thé thuc thi ma tir xa. Hién 16 hong da
c6 m khai thac va dang bi khai thac trong thuc té.
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2024-3393

- biém CVSS: 8.7 (Cao)

- Anh huong: Palo Alto Networks PAN-OS

- Mb ta: L6 héng cho phép dbi twong tin cong
thuc hién tan cdng tir chdi dich vu

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-3393

CVE-2024-12856

- biém CVSS: 7.2 (Cao)

- Anh huong: Route Four-Faith mau F3x24 va
F3x36

- M6 ta: LS hong cho phép ddi twong tan cong
thuc thi ma tur xa

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong mdi truong thuc té bai cac nhom tan
cbng

https://nvd.nist.gov/v
uln/detail/CVE-
2024-12856

CVE-2018-0802

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft Office 2007, 2010, 2013,
2016

- M6 ta: LS hong cho phép ddi twong tan cong
thuc thi ma tur xa

- L6 hong da c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2018-0802

CVE-2024-12356

- Biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Privileged Remote Access (PRA)
va Remote Support (RS) cua hdng Beyondtrust.

- M6 ta: Ld hong cho phép ddi tugng tan cong truy
cap va thuc hién cac hanh vi trai phép

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong méi trudng thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-12356

CVE-2024-50623

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Cleo Harmony, VLTrader,
LexiCom

- M6 ta: L6 héng cho phép dbi twong tin cong
thuc thi ma tir xa

- Lb hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-50623
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TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2024-45387

- Biém CVSS: 9.9 (Nghiém trong)

- Anh huong: Apache Traffic Control

- Mb ta: L6 héng cho phép dbi twong tin cong
khai thac 16i SQL Injection

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-45387

CVE-2024-50379

- biém CVSS: 9.8 (Nghiém trong)

- Anh huong: Apache Tomcat

- M6 ta: LS hong cho phép dbi twong tan cong
thuc thi ma tur xa

- L4 hong di c6 ma khai thac va dang bi khai thac
trong mdi trudng thyc té bai cac nhém tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-50379

CVE-2024-43441

- biém CVSS: 9.8 (Nghiém trong)

- Anh huéng: Apache HugeGraph-Server

- M0 ta: L6 hong cho phép dbi tugng tan cong bo
qua bién phap xac thuc, truy cap va thuc hién cac
hanh vi trai phép

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong méi truong thuc té bai cac nhom tan
cbng

https://nvd.nist.gov/v
uln/detail/CVE-
2024-43441

CVE-2024-47575

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Fortinet FortiManager.

- M0 ta: L hong cho phép dbi tugng tan cong
thuc thi ma tur xa

- L5 hong da c6 ma khai thac va dang bi khai thac
trong mdi truong thyc t€ bgi cac nhom tan cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-47575

10

CVE-2024-50945

- biém CVSS: 7.5 (Cao)

- Anh huong: SimplCommerce

- M ta: L6 hong cho phép dbi trong tan cong truy
cap va thuc thi cac hanh vi trai phép

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-50945
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Té’n c 6 n g D R D OS Biéu d6 thing ké :I:::ﬂb :;: num cong dich vu

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
33.165 (giam so Vai tuan trudc 34.860)

thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

EEEUE
ok 2

it

Tan cong Web

Trong tuan, c6 33 trudng hop tan cong
vao trang/cong thong tin dién tir cua

PP Viét Nam: 33 trudong hop tan cong lira
Thong ke tan cong vao - N \ A A
rang/cong thong tin dién ti dao (,Phlshlng), 0 truong hop tan cong
ciia Viét Nam cai cam ma doc.
Caimi déc 0
Lira dio (Phishing) 33

Darkmailer

Other

Cutwail

Stealrat

Gamut

Bot n et lotbotnet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép

Avalanche

Pia chi dwoc st dung trong cac mang botnet

nhém doi tuong diéu khién thiét bi thuoc disorderstatus.ru b.deltaheavy.ru
c4c mang botnet dé thuc hién cac hanh differentia.ru c.deltaheavy.ru
vi trai phép nhu trién khai tin cong atomictrivia.ru ydbnsrt.me
DDoS, phat tan mé doc, gui thu rac, truy morphed.ru soplifan.ru
cap va danh cip dit ligu trén thiét bi. thesecond.in_ Xjpakmdcfuge.in
Trong tudn, ghi nhan 20 dia chi hzmksreluqy.l_n x!pakmdcfuqe.com
A C i . ygiudewsghct.in xjpakmdcfuge.ru
IP/domain thugc botnet ¢ anh huong toi a.deltaheavy.ru cp.02dxbo9u.ru
nguoi dung Viet Nam. xjpakmdcfuge.biz restless.su
devicesta.ru svbmav.info
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé thdng ciia Cuc An toan thong tin dd ghi nhan 6.685 phan anh truong hop lira dao
truc tuyén do ngudi dung Internet Viét Nam guri vé. Trong do:
- 213 trudng hop phan anh duoc tiép nhan thdng qua hé thong Trang canh bao an toan thong tin Viét
Nam (canhbao.khonggianmang.vn).
- 6.472 trudng hop phan anh cugc goi, tin nhan lira ¢ao théng qua tong dai 156/5656
Duéi ddy 1a mot sé truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi cha
1 amazonil[.]Jcom/ Website gia mao san TMDT Amazon
2 amazouo9[.Jcom Website gia mao san TMDT Amazon
3 dichvucong[.]hokhauso[.]Jcom/ Website gia mao B6 Cong An
4 Vietchinhphux[.Jcom Website gia mao Cong Dich vu cong Quéc gia
5 vnchinhphu[.]Jcc Website gia mao Cong Dich vu cong Quéc gia
6 giaohangtietkiem-express[.]Jcom/ Website gid mao Cong ty ¢d phan giao hang

tiet kiém

cucanninhmang24h[.Jcom/?gad_source=1&gclid=
CjOKCQiAyc67BhDSARISAM95Qzs97Z8YMPy
7 Omj-
LRUFiVXcIBS4_SoL4JWQ7bHYdrtpEZdTKO2J
hé_AaAIXSEALw_wcB

8 csgt[.Jdinhdanhpt[.Jcom

Website gia mao Cuc An ninh mang, B6 Cong
an

Website gia mao Cuc canh sét giao thong, Bo
Cong An

baohanhdienmayxanh[.Jvn/tho-dien-may-xanh-

9 gioi-thieu-dich-vu-thay-loi-loc-nuoc-dung-chuan/ Website gia mao Bi¢n may xanh
dienlanhmayxanh[.Jcom/?gad_source=1&gclid=C
JOKCQIA7NO7BhDsARIsADg_hlbjUu__ x6wPyk o A
10 | mUVIOLNSTewOwHZfe50CA0sfixOfNA7O5BQ Website gi4 mao Bién may xanh
Sz5tjGlaAhWKEALw_wcB
11 dienlanhmayxanh[.]Jcom/sua-tu-lanh-tai-nha/ Website gia mao Bién may xanh
12 Dienmayxanh452[.Jcom Website gia mao Dién may xanh
13 vietcombank[ Jasia/ Website gia mao Ngaq AHang TMCP Ngoai
thuong Viét Nam
. . Website gia mao Ngan Hang TMCP Ngoai
14 vietcombankvn[.]Jbm68][.]site/ thuong Vit Nam
15 vay[.]giaingannga247].]info/ Website gia mao Ngan hang TMCP Quén doi
16 tc-shbfinance[.Jcom Website gia mao Ngap haAr)g TMCP Sai Gon —
Ha Noi
17 soppe68[.]org/account/login Website gia mao san TMDT Shopee
18 www([.]shopeesallers[.Jcom/ Website gia mao san TMDT Shopee
19 chinhphu[.]kbshkdt[.]Jorg/ Website gia mao Van phong Chinh phu
20 chinhphu-vn[.Jcom Website gia mao Van phong Chinh phu
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu céc chién dich tin cong ctia cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngin chan, xir Iy kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan b hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




