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1. Tin tiec An toan thong tin

- Chién dich tan cong APT: Nhém APT PlushDaemon nham vao nha cung
cap VPN cua Han Quéc trong chién dich tin cong gay anh huang téi chudi cung
ung.

- Canh bao: Phat hién k¥ thuat Syncjacking cho phép d6i tugng tan cong chiém
quyén diéu khién thiét bi cia nguoi ding théng qua tién ich mo rong cua
Chrome.

2. Piém yéu, 16 hong

- TOP 10 16 hong dang chu ¥ trong tuan.

3. So liéu, thong ké

- T4n cong DRDoS

- Tén cong Web

- Botnet anh hwéng téi ngwoi dung Viét Nam

- Tan cong lira dao ngwdi dung Viét Nam: 1.525 trudng hop lira d¢ao do
nguoi dung Internet Viét Nam thong béo.

4. Tai liéu lwu triv

Chuyén muc Canh béo tuan tai dia chi:

https://khonggianmang.vn




NCSCX

National Cyber Security Center

Tin tiec An toan thong tin

“Chién dich tdn cong APT: Phat hi¢n nhom APT Silent Lynx

thuc hién chién dich tn cong do tham nhim vao Trung A"

.............

Gan day, mot co quan bao mat da phat
hién va ghi nhan hai chién dich tan céng c6
tinh phic tap nham vao mot nhém APT méi
dugc phat hién co tén Silent Lynx. Nhém APT
nay co lién két toi Kazakhstan da thuc hién
chién dich tin cong nhim vao céc to chic
chinh pha thudc quéc gia lang giéng va
Kyrgyzstan voi chudi tn cong da giai doan dé
thuce hién muc tiéu thu thap thong tin vé tinh
hinh kinh té, ngoai giao.

Cu thé, Silent Lynx di nham téi céc to
chirc quan trong nhu dai sir quan, vién nghién
clru va cac to chie tai chinh cua cac quéc gia
thuc chuong trinh SPECA. Trong chién dich
méi nhat nham vao Kyrgyzstan, nhom nay da
st dung k§ thuat spear-phishing dé xam nhap
dau vao, st dung cac van ban moi nhu ¢ noi
dung lién quan t&i su kién cua Lién Hop Qudc
va cac van ban vé dai ngd cho nhan vién duogc
phat hanh bai chinh phu.

Trong cac email nay co chua file .RAR doc
hai c6 chira reverse shell viét bang Golang cung
véi van ban Word dung lam nguy trang hoac mot
file ISO d6c hai c6 chaa loader C++ cung Vi file
PDF nguy trang.

Ngoai spear-phishing, nhém APT nay ciing
sir dung két hop nhiéu ky thuat, céng cu khac
trong cac giai doan cua chién dich, cu thé 1a nhu
Sau.

» Sir dung loader doc hai: Loader dra chua
trong file C++ cho phép ddi twong tan cong thuc
thi ma tir xa va trién khai backdoor trén hé thong
nguoi dung.

 Su dung bot PowerShell: Script PowerShell
sau khi duoc thuc thi s& két ndi t6i may cha
C&C dua trén bot cia Telegram, cho phép doi
tugng tin cong thuc thi cac cau Iénh hé thng tir
xa va trich xuat dir liéu nhay cam cua nguoi
dung.

« Mai doc Golang: Cu thé Ia reverse shell c6
chtrc nang thiét 1ap két néi duy tri sir dung khoa
registry cua Windows Run, sau d6 su dung cau
lénh “curl” dé tai xuéng cac payload b sung tir
domain doc hai.

Ngudn: https://securityonline.info/silent-lynx-apt-group-a-new-espionage-threat-targeting-central-

asia/?&web view=true



https://securityonline.info/silent-lynx-apt-group-a-new-espionage-threat-targeting-central-asia/?&web_view=true
https://securityonline.info/silent-lynx-apt-group-a-new-espionage-threat-targeting-central-asia/?&web_view=true
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Muc tiéu chinh cuaa Silent Lynx 1a xam nhap, thu thap théng tin cua cac té chic chinh phu cua cac
qudc tai Trung A nham muc dich do tham. Puoc biét, nhém nay phu thudc vao bot cia Telegram dé
trién khai C&C va trich xuét dir liéu dugc thu thap. Ngoai ra, co quan bao mat phat hién nhém nay
cling da chi mot sé diém chung cua nhdm vai YoroTrooper vé viéc sir dung cdng cu PowerShell va
muc tiéu thue hién chién dich tan cong.

Mt s6 ToC dwgc ghi nhan:

hxxps:[//TJpweobmxdlboi[.]Jcom hxxps:[//]Jdocument[.]hometowncity].]cloud

hxxps:[//Jmailboxdownload[.]Jcom hxxps[:]//api[.]telegram[.Jorg/bot8171872935:A
AHLoudjpHz1bxA26bV5wPUOEL3LOHEI6Qk

hxxps[:]//api[.]telegram[.]Jorg/bot7898508392: | 297d1afa309cdf0c84f04994ffd59eelel175377¢
AAF5FPbhJ1jIPOfgCIGNnx-zNdw2R5tF Xxt0 | 1a0a561eb25869909812c9c
c045344h23fc245f35a0ff4a6d6fa744d580cde4 | e6f76a73180b412947764f4de57b52d037b482ec
5¢8cd0849153dee7dceldB80c e1a88dab9d3290e76be8c098
99c6017¢c8658faf678f1b171c8eb5d5fa7e7d08 | 0

e0a0901b984a8e3elfab565cd

Nguon: https://securityonline.info/silent-lynx-apt-group-a-new-espionage-threat-targeting-central-
asia/?&web_view=true



https://securityonline.info/silent-lynx-apt-group-a-new-espionage-threat-targeting-central-asia/?&web_view=true
https://securityonline.info/silent-lynx-apt-group-a-new-espionage-threat-targeting-central-asia/?&web_view=true
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Canh bao: Phat hién ky thuat Syncjacking cho phép doi
twong tan cong chiém quyen diéu khién thiét bj ciia nguoi

dung théng qua tién ich mé rong cuaa Chrome”’

Céc chuyén gia bao mat da ghi nhan mét k¥
thuat tdn cong mdi c6 tén “Browser
Syncjacking” cho phép d6i tuong tin cong sir
dung tién ich mo rong ciia Chrome dé chiém
quyén diéu khién thiét bi. K§ thuat tdn cong nay
dugc phat hién boéi SquareX va c6 nhiéu bude
thuc hién, trong d6 gdm cé: chiém dyng profile
ctia Chrome, chiém quyén diéu khién trinh duyét
va c6 thé dan t6i chiém dung thiét bi hoan toan.

Diém dic biét ciia ky thuat nay 1a kha ning 4n
minh mic cho né ¢ nhiéu giai doan, chi yéu cau
quyén han tdi thiéu va khong can ngudi dung
phai tuong tac gi khac ngoai viéc cai dat tién ich
doc hai. Chudi tan cong cua ky thuat bat dau
bang viéc tao mot domain Google Workspace
doc hai c6 chira nhiéu profile nguoi dung véi cac
chirc nang bao mat nhu MFA bi tat. Domain nay
s€ dugc dung dé tao mot profile khac trén thiét
bi ctia ngudi dung bi tin cong.

Sau khi lra nguoi dung cai dat tién ich mo
rong, doi tuong tan cong sé dang nhap ngudi ding
vao mot trong cac profile nay trén tab trinh duyét
chay an phia sau; cung luc d6, tién ich s& ma 1én
mot trang hd trg cua Google, va véi quyén
Doc/Ghi cua no, tién ich s& nhing noi dung vao
trang, yéu cau nguoi dung bat chirc nang ddng bo
hoa trén Chrome.

Sau khi thyc hién tac vu trén, moi dir liéu luu
trén trinh duyét s& bi phoi bay cho dbi tuong tin
cong truy cap va sé chiém quyén diéu khién trinh
duyét cua nguoi dung thong qua profile dugc cai
cam trude do.

K3 thuat tan cdng nay nghiém trong & viéc doi
tugng tan céng co thé khai thac Native Messaging
Api cia Chrome dé thiét 1ap mot kénh truyén
thong tin truc tiép giira tién ich doc hai va hé diéu
hanh cia nguoi dung. Qua do, dbi twong co thé
duyét thu muc, chinh stra file, cai ma doc, thuc thi
ma tur xa, luu lai dit liéu nhap vao béi nguoi dung,
trich xuat dix liéu va tham chi 1a kich hoat webcam,
mic trén thiét bi.

Theo y kién cua chuyén gia bao mat, kha ning
an minh cua k¥ thuat nay khién cho ngudi ding
thong thudng khé c6 thé phat hién hanh vi doc hai
dang dién ra trén thiét bi caa minh do n6 khéng c6
bat ki ddu hiéu truc tiép nao.

Nguon: https://www.bleepingcomputer.com/news/security/new-syncjacking-attack-hijacks-devices-using-chrome-

extensions/


https://www.bleepingcomputer.com/news/security/new-syncjacking-attack-hijacks-devices-using-chrome-extensions/
https://www.bleepingcomputer.com/news/security/new-syncjacking-attack-hijacks-devices-using-chrome-extensions/
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\ Nguy co tan cdng mang tir diém yéu,
Q@ \ 5hing

Trong tuan, cac to chuc qudc té di cong
bd va cap nhat it nhat 762 15 hong, trong do
c6 249 15 hong muac Cao, 361 16 hdng mic
Trung binh, 27 16 hong muc Thap va 125 15
hong chua danh gia. Trong d6 c6 it nhat 116
16 hong cho phép chén va thyc thi ma Iénh.

F::RTINET

Ngoai ra, tuan hé théng ky thuat cua
NCSC ciing di ghi nhan TOP 10 15 hong déng
cha y, 1a nhitng 16 hong c6 mic d6 nghiém
trong cao hoac dang bi khai thac trong moi
truong thuc té boi cac nhom tan cong.

Trong d6, dang chii y c6 03 16 hong anh huong cac san pham caa Apple, Mitel va Fortinet,
cu thé 13 nhu sau:

e CVE-2025-24085 (Piém CVSS: 7.8 — Cao): L4 hong ton tai trén cac san pham cua hing
Apple str dung hé diéu hanh iOS, iPadOS, macOS, watchOS va tvOS cho phép d6i tugng
tan cong thuc hién tan cong leo thang dic quyén. Hién 16 hong chua co6 ma khai thac va dang
bi khai thac trong thuc té

e CVE-2024-41710 (Piém CVSS: 6.8 — Cao): L hdng ton tai trén céc thiét bi SIP cua hing
Mitel cho phép ddi twong tan cong véi quyén quan tri co thé thuc hién tan cong argument
injection dé dan tai viéc thyc thi ma tir xa. Hién 15 hong chua c6 ma khai thac va dang bi
khai théac trong thuc té.

« CVE-2024-55591 (Piém CVSS: 9.6 — Nghiém trong): L& hong ton tai trén Fortinet
FortiOS va FortiProxy cho phép ddi tugng tan cong thuc hién tan cong leo thang dac quyén
dé dat duoc quyén super-admin thdng qua cac yéu cau doc hai gui téi module Node.js
websocket. Hién 15 hong di c6 ma khai thac va dang bi khai thac trong thuc té
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngan

Ghi chu

CVE-2025-24085

- biém CVSS: 7.8 (Cao)

- Anh huong: Hé diéu hanh iOS, iPadOS, macOS,
watchOS va tvOS

- M6 ta: L3 héng cho phép ddi tuong tin cong

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong madi trudng thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-24085

CVE-2024-41710

- biém CVSS: 6.8 (Cao)

- Anh huéng: Mitel

- M6 ta: LS hdng cho phép dbi twong tan cong
thuc thi ma tur xa

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong méi truong thyuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-41710

CVE-2024-55591

- biém CVSS: 9.6 (Nghiém trong)

- Anh huong: FortiOS, FortiProxy.

- M6 ta: LS hong cho phép ddi twong tan cong
thuc hién tan cong leo thang dac quyén

- L4 hong di c6 ma khai thac va dang bi khai thac
trong moi truong thyc té boi cac nhom tan cong

https://www.cve.org/
CVERecord?id=CV
E-2024-55591

CVE-2024-40891

- biém CVSS: 8.8 (Cao)

- Anh huong: DSL CPE Zyxel

- M6 ta: LS hong cho phép ddi twong tan cong
thuc hién tan cong tir chéi dich vu, truy cap va
thuc hién cac hanh vi trai phép.

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2024-40891

CVE-2025-0065

- biém CVSS: 7.8 (Cao)

- Anh huong: TeamViewer

- M0 ta: L hdng cho phép dbi twong tan cong
thuc hién tin cong leo thang dic quyén.

- L hong chua ¢6 ma khai thac va dang bi khai
thac trong méi trudng thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-0065
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TOP 10 16 hong dang chi ¥ trong tuan

TT

M4 16i quéc té

M6 ta ngin

Ghi chu

CVE-2025-0683

- Biém CVSS: 5.9 (Trung binh)

- Anh huong: Contec Health CMS8000 Patient
Monitors

- M@ ta: L6 hdng cho phép dbi trong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L6 hong chua ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-0683

CVE-2025-22604

- biém CVSS: 9.1 (Nghiém trong)

- Anh huéng: Framework Cacti

- M6 ta: LS hong cho phép ddi twong tan cong
thuc thi ma tur xa

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong moi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-22604

CVE-2025-22217

- Piém CVSS: 8.6 (Cao)

- Anh huong: Avi Load Balancer

- M0 ta: L hong cho phép dbi tugng tan cong
khai thac 16i SQL Injection.

- L6 hong chua c6 ma khai thac va dang bi khai
thac trong méi truong thuc té bai cac nhom tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-22217

CVE-2025-24118

- Piém CVSS: 9.8 (Nghiém trong)

- Anh huong: Hé diéu hanh iPadOS, macOS
Sequoia/ Sonoma

- M ta: L6 hong cho phép dbi trong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L0 hong chwa ¢6 ma khai thac va dang bi khai
thac trong moi truong thuc té boi cac nhom tan
cbng

https://nvd.nist.gov/v
uln/detail/CVE-
2025-24118

10

CVE-2025-0626

- Piém CVSS: 7.5 (Cao)

- Anh huong: Contec Health CMS8000 Patient
Monitors

- M@ ta: L6 héng cho phép dbi trong tan cong truy
cap va thuc hién cac hanh vi trai phép.

- L3 hong chwa c6 ma khai thac va dang bi khai
thac trong maéi truong thuc té bai cac nhém tan
cong

https://nvd.nist.gov/v
uln/detail/CVE-
2025-0626
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Thong ké nguy co, cac cudc tan cong mang vao
Viét Nam

Tan cong DRDoS

Tuan vira qua tai Viét Nam, ¢ rat nhiéu
may chu, thiét bi c6 thé tré thanh ngudn
phét tan tin cong DRDoS. Trong tuan c6
31.525 (giam so v&i tuan trugc 35.155)
thiét bi c6 kha ning bi huy dong va tro
thanh nguon tan cdng DRDoS. Céc thiét
bi nay dang mo str dung cac dich vu NTP
(123), DNS (53), Chargen (19). Dudi
day 1a biéu d6 théng ké thiét bi theo cong
dich vu phd bién trong tuan.

Thén’g ké tin céng vao
trang/cong thing tin dién tir
cua Viét Nam

Cai mi djc 0

Lika dao (Phishing) 18

Botnhet

Trén thé gidi c6 nhiéu dia chi IP/domain
doc hai duoc cac nhom ddi twong tan
céng st dung lam may chu C&C trong
botnet. Nhirng dia chi nay cho phép
nhom d6i twong diéu khién thiét bi thugc
c4c mang botnet dé thuc hién cac hanh
vi trai phép nhu trién khai tin cong
DDoS, phéat tin ma ddc, guri thu rac, truy
cap va danh cap dir liéu trén thiét bi.
Trong tuan, ghi nhan 20 dja chi
IP/domain thudc botnet ¢ anh hudng toi
nguoi dung Viét Nam.

30000
25000
20000
15000

Biéu d6 thong ké thiét bi theo cdng dich vu
phd bién

E3
0
13

PN

ﬁﬁﬁﬁﬁﬁ

Tan cong Web

Trong tuan, c¢6 18 truong hop tan cong
vao trang/cong thong tin dién tir cua
Viét Nam: 18 trudong hop tan cong lira
dao (Phishing), 0 truong hop tan cong
cai cim ma doc.

Darkmailer
Other
Cutwail
Stealrat
Gamut

lotbotnet

Avalanche

Pia chi dwoc st dung trong cac mang botnet

differentia.ru

b.deltaheavy.ru

atomictrivia.ru

devicesta.ru

thesecond.in

c.deltaheavy.ru

morphed.ru cp.f2adipk6.ru
hzmksreiuojy.in Xjpakmdcfuge.com
ygiudewsghct.in ydbnsrt.me

xjpakmdcfuge.hiz

cp.wdzbt76z.ru

a.deltaheavy.ru

butterflyjobs.com

xjpakmdcfuge.in

key-pack.com

differentia.ru

0-0-0-0-0-0-0-0-0-0-0-0-
0-18-0-0-0-0-0-0-0-0-0-0-
0-0-0.info
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Tén cong lira ddao nguoi ding Viét Nam

Trong tuan, hé thong cua Cuc An toan thong tin dd ghi nhan 1.525 phan 4nh truong hop hra dao

tryc tuyén do ngudi dung Internet Viét Nam giri vé. Trong do:
- 54 trudng hop phan anh duoc tiép nhan théng qua hé thong Trang canh bao an toan thdng tin Viét
Nam (canhbao.khonggianmang.vn).
- 1.471 truong hop phan anh cudc goi, tin nhan lira dao thong qua tong dai 156/5656

Dudi day 1la mot so truong hop ngudi dung can nang cao canh giac.

STT

Website lira dao

Ghi chad

https://shop[.]Jamz-dropshipping[.]Jcom/login

Website gia mao san TMDT Amazon

https://global-
sellings[.Jcom/AmazonRegisterAccoun

Website gia mao san TMDT Amazon

www[.Jamzzcbe-cme[.]Jcm

Website gia mao san TMDT Amazon

tuyendungapple[.Jcom/

Website gia mao Apple

https://congthongtinanninhmang[.]Jcom/login

Website gia mao B6 Cong An

congthongtinanninhmang[.Jcom/tickets/

Website gia mao Bo Cong an

~NjojoalbhiOW| N (P

kiemtragplx[.Jvn

Website gia mao Bo Giao théng Van tai

kythuatdmayxanh[.]Jcom/sua-bep-tu-bep-hong-
ngoai-dien-may-
xanh/?zarsrc=30&utm_source=zalo&utm_mediu
m=zalo&utm_campaign=zalo

Website gia mao Bién may xanh

https://app[.Jebaynnhd[.]vip

Website gia mao san TMDT Ebay

10

giaohangnhanh[.Jinfo/

Website gia mao Giao hang nhanh

11

vietcombank].]Jasia/

Website gia mao Ngan Hang TMCP Ngoai
thuong Viét Nam

12

https://www[.]Jshopeesallers[.]Jcom

Website gia mao san TMDT Shopee

13

https://marketing-oder[.Jcom/

Website gia mao san TMPT Taobao

14

https://fevn[.]it[.Jcom/

Tap doan Pién lyc Viét Nam (EVN)

15

https://newmalle[.]Jcc

Website gia mao Tiktok

16

https://newmalla[.Jcom

Website gia mao Tiktok

17

tkshopvn[.Jvip/2[.]html

Website gia mao TikTok

18

http://vienthongviettel[.Jvn

Website gia mao Viettel

19

http://shop[.]Jvnggmes[.Jcom/

Website gia mao VNG

20

westernunionnvn9[.Jwixsite[.Jcom/online

Website gia mao Western Union
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Khuyén nghi doi véi

cac co quan, don vi

“NO LUC PE KHONG GIAN MANG VIET NAM LUON AN TOAN, LANH MANH?”

1. Béi véi cac nguy co, canh bao di duge dé cap trong phan Tin tire an toan thong tin, Quy
don vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tin cong cua cac nhom APT,
thong tin IoC kém theo ting chién dich, diém yéu 15 hong dang bi loi dung dé khai thac,...),
ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir 1y kip thoi.

**k*
2. Béi véi cac diém yéu, 16 hong trong phan LS hong bao mat, Quy don vi can luu y theo di
va cap nhat ban va cho céc 16 hong lién quan dén san pham dang sir dung. Ngoai ra, cac don
vi chi dong cdp nhit cac thong tin vé cac rui ro an toan thong tin mang tai dia chi
https://alert.khonggianmang.vn..

**k
3. Pbi voi cac nguy co vé tin cong tir chdi dich vu, tin cong web trong phan Théng ké nguy
¢0, cac cudc tin cong tai Viét Nam, Quy don vi can ra soat, han ché ti da viéc mé cac cong
dich vu ¢6 thé bj loi dung dé thyc hién tin cong tu chdi dich vu; thuong xuyén kiém tra, ra
soat may chii web dé kip thoi phat hién va xtr Iy nguy co tin cong. Bén canh d6, ddi véi cac
IP/tén mién duoc dé cap trong muc Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét
Nam, Quy don vi can kiém tra va xu Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai ma Cuc ATTT da chia s¢.

**k*
4. Pbi véi cac website gia mao thong ké tai muc Tén cong lira ddo nguwoi dung Viét Nam,
Dé nghi cac don vi, t6 chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
lira dao gia mao t6 chirc ciia minh, canh bao sém dén nguoi dung ciia nham ngin chin cac
hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho nguoi dung, bao vé chinh
thuwong hiéu ctia t6 chirc.

CSC s.gov.vn 9 Tang 16, s6 115 Tran Duy Hung,
024.3209.1616 _ quan Cau Giay, Tp. Ha Noi

://khonggianmang.vn/

https://www.facebook.com/govSOC




