UBND TINH SON LA CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Djc lap - Tw do — Hanh phuc
S6: 800 /STTTT-CNTT Son La, ngay 02 thang 7 nam 2021
V/v Canh béo nguy co tin cong mang vi 16 hong
Windows
Kinh gui:

- Véan phong tinh uy;

- Van phong Boan DPBQH va HDND tinh;

- Van phong UBND tinh;

- Cac S¢, ban, nganh; 7

- Mat tran t6 quoc va cac Poan thé cua tinh;

- Cong an tinh Son La;

- Ban Chi huy quén sy tinh Son La;

- UBND céc huyén, thanh phé;

- Trung tdm Cong nghé théng tin va Truyén thong;

Méi day, Microsoft dd cong bd vé 16 hong bao mat co6 mi CVE-2021-
1675 trén hé diéu hanh Windows c6 murc do nguy hiém cao (7.8/10). Ld hong
ndy anh huong dén hau hét cac phién ban ctia hé diéu hanh Windows, bao gom:
Windows 10/8.1/7, Windows Server 2019/2016/2012/2008.

CVE-2021-1675 ton tai trong Windows Print Spooler, cho phep cac doi
tuong tan cong leo thang dac quyén tur tai khoan nguoi dung thong thuong co rat
it quyén. Vao ngay 8/6 vira qua, Microsoft di phat hanh ban va cho 16 hong bao
mat ndy. Tuy nhién, theo phén tich va danh gia tr Trung tdm Giam sat an toan
khong gian mang qudc gia (NCSC), Cyc An toan thong tin, B Thong tin va
Truyén thdng da ghi nhan mot so thong tin bo sung méi cho thay 16 hong bao
mat CVE-2021-1675 c6 mirc dd nguy hiém cao hon thyc t& dugc cong bo.

Néu khai thac thanh cong 16 hong ndy, ké xau khong chi khai thac dugc
khi 6 quyén truy cép truc tiép vao may tinh, may chu cai dit phién ban hé diéu
hanh Windows ma con co thé tin cong thong qua mot mang may tinh. Thyc hién
nhiém vy 1a co quan chuyen trach vé cong nghé thong tin va thanh vién cua
mang Iu6i tmg clru sy ¢O an toan thong tin mang quoc gia; Pé tranh tré thanh
nan nhéan cua hinh thirc tin cdng noéi trén, S& Thong tin va Truyén thong khuyén
nghi:

1. Thu tru’orng cac co quan, don vi nghiém tuc quan triét, chi dao céc can
b0, cong chirc, vién churc, nguoi lao dong thuc hién mot s6 bién phap sau:

- Kiém tra, ra soét va xac dinh may chi, may tram st dung h¢ diéu hanh
Windows c6 kha ning bi anh hudng boi 16 hong CVE-2021-1675. Thuc hién
cip nhat ban v4 bao mat cho cic may bi anh hudng theo huéng dan cua
Microsoft (hudng dan chi tiét tham khdo tai phu luc kém theo).



- Tang cuong giam sat va san sang phuong an xur Iy khi phat hién c6 dau
hi€éu bi khai thac, tan cong mang.

- Thu:(mg xuyén theo doi kénh canh bdo clia cac co quan chure nang va cac
t6 chic 16n vé an toan thong tin dé phat hién kip thoi cic nguy co tan cong
mang.

2. Trung tdm Cdng nghé thong tin va Truyén thong thuc hién ra soét,
Kiém tra, cap nhat, trién khai cac bién phdp dam bao an toan cho hé thong may
chu tai Trung tam.

Pau mdi hd tro:

- BO Théng tin va Truyén thong: Trung tim Gidm sat an toan khong gian
mang qudc gia (NCSC), Cuc An toan thong tin, di¢n thoai: 02432091616, thu
dién tr: ais@mic.gov.vn

- S¢ Thong tin va Truyén thong:
+ Phong Cong nghé thdng tin, dién thoai: 02122210468,

+ Trung tdm Co6ng nghé thdng tin va Truyén thong, dién thoai:
02123858728

Dé nghi cac co quan, don vi quan tAm, thuc hién./.

Noi nhan: KT.GIAM POC
- Nhur trén; i Yy GIAM PC

- Thuong truc UBND tinh (dé bao cao); PHO G bOC
- Bao Son La;’Da‘li PT-TH tinh;

- Ban Giam doc;

- Luu VT, CNTT (Tr 39b).



mailto:ais@mic.gov.vn

PHU LUC

THONG TIN LO HONG BAO MAT

1. Théong tin 16 hong bao mat (CVE-2021-1675)

- Mo ta: L5 héng ton tai trong Windows Print Spooler, cho phep d6i

tuong tan cong leo thang dic quyén chi voi quyén nguoi ding thap.

- Piém CVSS: 7.8 (cao)

- Anh hwing: heu hét cac phién ban hé dieu hanh Windows. Thang tin
chi tiet cac phién ban tham khao tai: https:/msrc.microsoft.com/update-

guide/enUS/vulnerability/CVE-2021-1675
Hwéng dan khic phuc

Bién phép tét nhat dé khac phuc 16 hong bao mat nay la cap nhat ban va.
Do trong thoi diém hién tai, Microsoft chua c6 thong tin vé céc bién phap giam

thiéu thay thé.

2.1. Bing mad cdp nhdt cin tdi cho tieng phién bin hé diéu hanh

T H¢ diéu hanh Makb | Ghichi
_ 5003667 | P uPe
. Windows Server 2008 R2 for x64-based Systems thang
Service Pack 1 ;
5003694 | a0 update
security
. Béan update
Windows Server 2008 R2 for x64-based Systems 5003667 thang
, Service Pack 1
(Server Core installation) 5003694 Ban up.date
security
5003697 | D40 update
thang
3 Windows Server 2012
5003696 | Can update
security
_ 5003697 | Dan update
. Windows Server 2012 thang
(Server Core installation) :
5003696 | Can update
security
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Béan update

5003671 than
5 Windows Server 2012 R2 - gat
5003681 | . PeAe
security
5003671 Ba?h“éﬁgate
6 | Windows Server 2012 R2 (Server Core installation) oy ot
5003681 | . PTA
security
7 Windows Server 2016 5003638 | Dan update
security
3 Windows SgnerZO}G 5003638 BaanQme
(Server Core installation) security
9 Windows Server 2019 5003646 | D0 update
security
10 Windows Sgner20}9 5003646 Banup@Me
(Server Core installation) security
11 Windows Server,_ version 2004 (Server Core 5003637 Ban up_date
installation) security
Windows Server, version 20H2 (Server Core Ban update
12 installation) 5003637 security
Windows 10 Version 1607 (32-bit Systems/x64- Ban update
13 based Systems) 5003638 |  security
Windows 10 Version 1809 Ban undate
14| (32-bit Systems/ARM64-based Systems/x64-based 5003646 DS
Systems) security
Windows 10 Version 1909 )
15| (32-bit Systems/ARM64-based Systems/x64-based | 5003635 | Ban update
Systems) security
Windows 10 Version 2004 ,
16 | (32-bit Systems/ARM64-based Systems/x64-based | 5003637 | Bt update
Systems) security
Windows 10 Version 20H2 7
17 | (32-bit Systems/ARM64-based Systems/x64-based | 5pg3g37 | Ban update
Systems) security
Windows 10 Version 21H1 )
18| (32-bit Systems/ARM64-based Systems/x64-based | 5003637 | Ban update
Systems) security
Windows 10 Ban update
19 (32-bit Systems/ x64-based Systems) 5003687 security
5003667 BaTh‘;ﬁgate
20 Windows 7 (32-bit System) Service Pack 1 B2 ot
5003694 | —on UPTARE

security




5003667 Ba‘:h‘;ﬁgate
21 Windows 7 (x64-based System) Service Pack 1 Y ot
5003694 | —an upcate
security
5003671 | Ban update
. . thang
22 Windows 8.1 (32-bit Systems) oy ot
5003681 | —an upcate
security
5003671 Bartlh‘;ﬁgate
23 Windows 8.1 (x64-based Systems) Y ot
5003681 | o Upcate
security
24 Windows RT 8.1 5003671 | Ban update
thang

2.2. Huéng dén kiém tra lich siv cgp nhit
Phuong phép 1: Kiém tra lich sir cp nhat trén may cha
- Windows Server 2012:

Truy cap Windows Update > View update history > Kiém tra ma
ban cap nhat da dung vai ma phién ban can cap nhat tai muc 2.1.

& View update history L"_L“_-

x5 v 1 |% » ControlPanel » System and Security » Windows Update » View update history v | | Search Control Panel P ‘

Review your update history

Check the Status column to ensure all important updates were successful. To remove an update, see Installed Updates.
Troubleshoot problems with installing updates
Name Status Importance  Date ifstalled
I-Security Update for Windows (KB4571723) Succeeded  Important  9/15/2020

- Windows Server 2016 tré' 1én/ Windows 10:

Truy cép Setting > Update & Security > Update history > Kiém tra
ma ban cap nhat da dang vdi ma phién ban can cap nhat tai muc 2.1.
Settings

& Home Update status

| Find a setting | Updates are available.
+ Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10).

Indate 8 cae iy
pdate & security
Updates are ready to install

< Windows Update
Install now

Update history

¥ Windows Defender

YO Recovery

@ Activation Update settings




Phuong phap 2: Str dung CommandLine
- Cach thace truy cap CommandLine:

+ Vao thanh céng cu Start > Run > gd cmd.exe va chon OK

+ Vao thanh coéng cu Start > G& cmd tai 6 tim kiém va 4an ENTER
St dung Iénh systeminfo | findstr KB(ma kb tai muc 2.1)

- Vidu: systeminfo | findstr KB5003681

+ V&i nhitng may chia da update sé hién théng tin:

Command Prompt

icrosoft Windows [Uersion 6.3.96001]
(c)> 2013 Microsoft Corporation. All rights reserved.

Eysteminfo | findstr KBS8B3681
' [1431: KB5083681

+ V&i nhitng may chu chua update, s€ khdng hién ra thong tin:

Command Prompt - ]

Microsoft Windows [Version 10.0.19042.928]
(c) Microsoft Corporation. All rights reserved.

nto | tindstr KB5Y

2.3. Huéng dén thuc hién cip nhit ban vd

2.3.1. Poi véi hé thong khéng cé mdy chii WSUS (L& cac may tram hoat
dong riéng ré, khdng cd c6 may chu quan Iy tap trung)

- Budc 1: Kiém tra OS, version hé diéu hanh dang str dung:
Céach 1: Chon thanh Start > G winver > Enter dé kiém tra:

All Apps Documents Web More -

Best match

CHEl winver

Run command

Search the web

O winver - See web results >

I,O \vinverl l




Céach 2: Chon Setting > Nhap 6 tim kiém “About this PC” (hoic

chudt phai

This PC > Properties)

Settings

und, notifications,

@ Personalization

Background, lock

@ Gaming

r, captures, Game

Update & Security

Update

Q

Windows Settings

| aboutl X

(i) About your PC

See if you have a 32-bit or 64-bit version of
Windows

|, iPhone
= Taskbar notification area
E:— Appt (2 Hiar adva_nce_d information about controls
8= Unins when pavigating pail, sync,
featu le
E4 System
! J'7’ Eas Show all results
= Narrg [nissions
contrast

Network & Internet

Wi-Fi, airplane mode, VPN

Time & Language

region, date

Privacy

Location, camera, microphone

Kiém tra muc: Windows Specifications

Settings

@ Home

Find a setting yol

System

1 Display

4) Sound

D Notifications & actions
@ Focus assist

(l) Power & sleep

= Storage

&

Tablet

n

Multitasking

Projecting to this PC

X n

Shared experiences

About

Product ID

00330-80000-00000-A
System type 64-bit operating system, x64-based processor

Pen and touch No pen or touch input is available for this display
Copy

Rename this PC

Windows specifications

Edition Windows 10 Pro

Version 20H2

Installed on 4/14/202

OS build 190. 28

Experience Windows Feature Experience Pack 12(
Copy

Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

System protection
Advanced system settings

Rename this PC (advanced)

@ Gethelp

& Give feedback




Budc 2: Download ban va tai
https://www.catalog.update.microsoft.com/Home.aspx
Tai 6 Searchnhap ma kb phu hop dua vao bang trén muc 2.1

4
Microsoft Update Catalog

A | help

Welcome to the Microsoft Update Catalog site. We want your feedback! Visit our newsgroup of send us an
email o provide us with your thoughts and suggestions. To get started wsing the site, enter in your search
terms in the Search box above or visit out FAQ for search tips.

| WU Blog | Newsgroup | Send us your feedback

32020 Microsoft Corporation. ANl Rights Reserved. | privacy | terms of use | help

- Budc 3: Timva tai ban cap nhat phi hop cho may cha hé diéu hanh

) Search resuits for *5003681"

Updates: 1- 3 of 3 (page 1of 1) . Previous | Nest ..
| products | Classfeation | st Upctted | versn | see | Downlosd
Windows 8.1 Security Updates 6772021 e 367 M8 _ Dowmload

Windows 8.1 Security Updates 67772001 na 254 M8 Dowmload

i | Securty Updates 87720 e 78

Microsoft Update Catalog - Profile 1 - Microsoft Edge

= https://www.catalog.update.microsoft.com

Download

Download Updates

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems
(KB5003681)

windows8.1-kb5003681-x64_b1539267601015f8734d2b28b036e7d6441c378F.msu

Close



https://www.catalog.update.microsoft.com/Home.aspx
https://www.catalog.update.microsoft.com/Home.aspx

- Budc 4: Cai dat ban cap nhat da tai [en tirng may

0 Windows Update Standalone Installer

Do you want to install the following Windows software
update?

[Security Update for Windows (KB5003681) |

@ The updates are being installed

Installation status:

Initializing installation... | [A]

Installing:

- Budc 5: Khoi dong lai may cha sau khi tién hanh cai ¢t ban cap
nhat.

2.3.2. Doi véi hé thong siv dung WSUS

- Budc 1: Véi cac hé thong sir dung may chit WSUS dé quan trj cac
ban cap nhat tap trung, nhap mé kb phu hop dua vao bang trén muc 2.1.



Search
Updates Computers

Search the title, description, Knowledge Base article number, or the Microsoft
Security Response Center number of all updates. ‘

Text: |5003681 |

Update Title

2021-06 Security Only Quality Update for Windows Server 2012 R2

> for x64-based Systems (KB

- Budc 2: Chon Approve va chon group hé diéu hanh phi hop véi ban
update

Search X

Close

Updates Computers

Search the title, description, Knowledge Base article number, or the Microsoft
Security Response Center number of all updates.

Ted (4571723 | I

Update Title

2020-08 Security Only Qua

- D12 R2 for x64-based Systermns (KB4571723)

Decline

Revision History

Status Report




Approve Updates

53
P

of approval.

Computer Group

&P ~ Al Computers
@ - Unassigned Computers
® ~ Windows 10
® ~ Windows Server 2012

Approval

Install

Install (inherited)
Install (inherted)

Install (inherited)

Install (inherited)

To approve an update, select the group from this list of groups, click the arrow, and choose the type

Deadline

6/16/2021 3:00 AM

6/16/2021 3:00 AM (inherited)
6/16/2021 3:00 AM (inherited)
6/16/2021 3:00 AM (inherited)
6/16/2021 3:00 AM (inherited)

@ - Ctrle| 672021 3:00 AM (inherited)
Approved for Removal Ceri+R 672021 3:00 AM (inherited)
Not Approved Ctri+N

(i) The files fo Deadline e update can be approved but will not be
available tc
Same as Parent Ctri+P
Cancel

Apply to Children Cerl+ C

- Buoc 3:

Cai dat ban cap nhat va khéi dong lai may chu.

2.3.3. Kiém tra lai bén cai dittrén mdy chii

Céac budac thuc hién twong ty & muc 2.2.

2.4. Doi véi nhitng hé thong chwa cdp nhit dwoe DC (danh cho hé théng

s dung WSUS)
- Budc 1: Vao may cha DC, chon Start > Nhap services.msc > Enter

c
>

Q} Service

| . Services
T app
Apps
*  Windows Server Update Services >
# Component Services >
= Microsoft Azure Services >
% Analysis Services Deployment s>
Wizard 18
= Active Directory Sites and Services >
Settings
&5 Use online services with Narrator >
) Do not allow Microsoft to use your >
voice to improve speech services
Search the web
£ service - see web results >
,O services




- Bugc 2: Tai muc Services, tim d¢én muc Print Spooler > chuot phai
chon Properties

-

Print Spooler Name

Description Status
’.«; Performance Counter DLL ... Enables rem...
Stop the service  Performance Logs & Alerts Performanc...
Restart the service G Plug and Play Enablesac... Running
ortable Device Enumerator... Enforces gr... Running

Description: . Power Manages p... _Running
This service spools print jobs and
handles interaction with the printer.
If you turn off this service, you won't

be able to print or see your printers.

"7 Printer Extensions and Notif... This service ...
. Problem Reports and Soluti... This service ...
’..e, Remote Access Auto Conne... Creates a co...
,;f) Remote Access Connection... Manages di...
Ce, Remote Desktop Configurat... Remote Des... Running
. Remote Desktop Services Allows user... Running
“+; Remote Desktop Services U... Allowsther... Running
',} Remote Procedure Call (RPC) The RPCSS... Running
% Remote Procedure Call (RP... In Windows...

. Remote Registry Enables rem...
“+; Resultant Set of Policy Provi... Provides a n...

% Routing and Remote Access  Offers routi...
‘K, RPC Endpoint Mapper Resolves RP... Running
>3 Secendary Logon Enables star... Running
7% Secure Socket Tunneling Pr... Provides su...

Startup Type
Manual
Manual
Manual

Manual (Trig...

Automatic

Print Spooler This service ... Running Automatic

Manual
Manual
Manual
Manual
Manual
Manual
Manual
Automatic
Manual
Disabled
Manual
Disabled
Automatic
Manual
Manual

<] 1

Loc
Loc
Loc
Net
Loc
Loc:' N

oBudc 3: Chon Startup Type: Disable; Services Status: Stop

General | Log On | Recovery | Dependencies |

Service name: Spooler

Display name: Print Spooler

Description: [This service spools print jobs and handles interaction A
Mh the printer. i you tum off this service. you won't |

Path to executable:
C:\Windows"\System32\spoolsv.exe

Startup type: I Disabled v

Service status: Stopped

Start I I Stop I [ Pause ' | Resume

|

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I I

Budéc 4: Chon OK dé hoan thanh thiét lap.
Ngudn tham khao:

https://msrc.microsoft.com/update-quide/en-US/vulnerability/ CVE-2021-1675

https://twitter.com/ fOrgetting /status/1405119285802897410



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://twitter.com/_f0rgetting_/status/1405119285802897410
https://twitter.com/_f0rgetting_/status/1405119285802897410

		BAN CƠ YẾU CHÍNH PHỦ - ĐT: 0243.7738668; Fax: 0243.7738668; Email: ca@bcy.gov.vn
	2021-07-02T14:43:14+0700
	PHIÊN BẢN THỬ NGHIỆM
	Phạm Quốc Chinh<chinhpq.stttt@sonla.gov.vn> đã ký lên văn bản này!


		Phòng CNTT - Sở Thông tin và Truyền thông - Phone: 0212.3750983 - Fax: 0212.3750926 - Email: stttt@sonla.gov.vn
	2021-07-02T14:48:24+0700
	UBND TỈNH SƠN LA
	Sở Thông tin và Truyền thông<stttt@sonla.gov.vn> đã ký lên văn bản này!


		Phòng CNTT - Sở Thông tin và Truyền thông - Phone: 0212.3750983 - Fax: 0212.3750926 - Email: stttt@sonla.gov.vn
	2021-07-02T14:48:32+0700
	UBND TỈNH SƠN LA
	Sở Thông tin và Truyền thông<stttt@sonla.gov.vn> đã ký lên văn bản này!


		Phòng CNTT - Sở Thông tin và Truyền thông - Phone: 0212.3750983 - Fax: 0212.3750926 - Email: stttt@sonla.gov.vn
	2021-07-02T14:48:41+0700
	UBND TỈNH SƠN LA
	Sở Thông tin và Truyền thông<stttt@sonla.gov.vn> đã ký lên văn bản này!




