BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péc lap - Tu do - Hanh phiic

S6:6 /BC-CATTT Ha Noéi, ngay 79 thang 04ndm 2024

BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Thang 3/2024)

Thuc hién chirc nang quan 1y nha nudc va to chirc thuc thi phap luat vé an
toan thong tin mang, Cuc An toan thong tin phat hanh Bao cdo An toan thong tin
dinh ky hang thang.

B4o c4o cung cap thong tin vé cac sy kién an toan thong tin mang, xu huéng
tan cong mang, cac 16 hong an toan thong tin méi duoc cong bd ... Thong tin nay
gitip cac co quan, té chirc ndm bat kip thdi cac van dé an toan thong tin mang
dang dién ra tir d6 co6 thé chu dong trién khai kip thoi cac bién phap (con ngudi,
quy trinh, cong nghé) dé bao dam an toan thong tin cho co quan, té chtrc minh.

Trong thang 3/2024, Cuc An toan thong tin (Bo Thong tin va Truyén thong)
phat hién xu huéng tdn cong mang mi hoa téng tién (ransomware) ting cao. P
c6 mot sb hé théng thong tin cia co quan, td chirc, doanh nghiép tai Viét Nam bi
su ¢b tan cong, gay gian doan hoat dong va thiét hai vé vat chat, hinh anh ctia cac
CO quan, td chire, doanh nghiép, cling nhu hoat dong bao dam an toan khong gian
mang qudc gia.

Cuc An toan thong tin di phat hanh Cong vin sd 476/CATTT-ATHTTT vé
viéc ting cuong bao dam an toan thong tin mang ddi véi hé théng thong tin ngay
30/03/2024, Cong vin sd 424/CATTT-NCSC vé viéc ra soat dau hiu cta cic
chién dich tan cong co6 chu dich (APT) ngay 22/3/2024.

Trong thang 3/2024, hé théng giam sat, canh bao sdm rui ro cta Trung tim
NCSC di ghi nhan hang trim tén mién gia mao cac co quan, to chirc tai chinh,
cac ngan hang nham muyc tiéu lira dao nguoi dan trén khong gian mang. Vé nguy
co, rii ro moi, NCSC ghi nhan 12 16 hdng méi c6 thé giy ra cac nguy co Nghiém
Trong dén hé thdng thong tin. Trung tdm NCSC ciing di phén tich va cong bd
danh sach cac chi béo tdn cong mang (IoC) lién quan dén cac chién dich tan cong
c6 thé anh huong dén Viét Nam dén cac don vi.
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1. Canh bdo an toan thong tin da phat hanh trong thang

Vin ban sb 210/CATTT-NCSC
vé viéc 16 hong bao mat anh

hudng cao va nghiém trong trong

BT Microsoft

cac san pham Microsoft cong bd
thang 02/2024 phat hanh ngay
22/02/2024.

Vin ban s6 424/CATTT-NCSC
vé viéc ra soat diu hiéu cua cac

chién dich tin coéng c6 chu dich
(APT) phat hanh  ngay
22/03/2024.

Vin ban sb 476/CATTT-
ATHTTT vé viéc ting cuong

bdo dam an toan thong tin
mang d6i v4i hé théng thong
tin phat hanh ngay 30/03/2024.

2. Phat hién va ngan chan Iira ddo trén khong gian mang

Thuc hién cong tac kiém tra, ra soat an toan thong tin trén khong gian mang,
Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC) di ghi nhan
124.579 dia chi website gia mao co quan, to chirc. Cac dbi twong sir dung website
gia mao nay dé lira dao, gay thiét hai cho ngudi dan trén khong gian mang, dong
thoi gay thiét hai nghiém trong dén uy tin, thuong hiéu cta chinh co quan, t6 chirc
bi gid mao.
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Muc ti€u hudng dén cta cac doi tugng ltra ddo 1a lra ddo nguoi dan thong
qua gia mao cac website cia co quan chirc nang, cac to chire tai chinh — ngén hang,
cac san thuong mai dién tir, cac cong ty 1on...

Trong thang 3/2024, hé thong ctia NCSC di phat hién hon 100 website gia
mao thuong hiéu véi muc dich Ira ddo dugc phat tan trén khong gian mang. D&
nghi cac don vi, to chic, doanh nghiép can chii dong ra quét, phat hién sém cac
website Itra dao gia mao to chirc cia minh, canh bao sém dén nguoi dung cua
minh nhim ngin chin cac hoat dong lira ddo dén ngudi dung, dam bao an toan
thong tin cho ngudi dung, bao vé chinh thuong hiéu cua to chc.

Phét hién 100+ website gid mao thuong hiéu véi myc dich Iira ddo trén khéng gian mang trong thang 03

WEBSITE DIA CHI P GIAMAO T CHUC

https://hdsaison-app[.Jcc 14128.50.207 Website gia mao Cong ty Tai chinh TNHH HD SAISON

hitpsy//www.Ihdsalson-vnl.jcc 14128.50.207 Website gid mao Cong ty Tai chinh TNHH HD SAISON

https://www-Ihdsaison-hif.Jcc 1412850212 Website gia mao Cong ty Tai chinh TNHH HD SAISON

hitpsJ//wwwi.Ihdsalson-vipl.lcc 14128.50.212 Website gid mao Cong ty Tai chinh TNHH HD SAISON

https://vn667755s[.Jcom 142.251.220.46 Website gia mao san TMDT Shopee

Xem thém

Danh sach cac website lia dao dwoc cap nhat tai
https://alert.khonggianmang.vn/

Ghi chu: Danh sach cac website gia mao da phat hién tai Phu luc I kem theo.

3. Phat hién va canh bao sém cac 16 hong ciia cac hé thong thong tin trén
khong gian mang

Thuc hién nhiém vu thu thap thong tin, tong hop, phan tich, theo déi va du
bao, canh bao sém xu hudng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, Hé thong giam sat k¥ thuat cia NCSC da ghi nhan c6
88.990 diém yéu, 16 héng an toan thong tin tai cac may chu, may tram, h¢ théng
thong tin cia cac co quan t chirc nha nudc.

Ghi chii: Danh sach TOP 10 diém yéu, 16 hong ton tai phé bién trén cdc mdy
cua co quan, 16 chire tai Phu luc I kém theo.

Trong thang 3/2024, hé thong giam sat, ra quét tir xa cua Trung tim NCSC
da phat hién hon 1600 15 hong trén 5000 hé thong dang mé cong khai trén Internet.
Trung tim NCSC ciing d4 ghi nhan 12 16 hong méi dugc cong bd, c6 mirc d anh
huéng Nghiém trong/Cao c6 thé bi loi dung dé tan cong, khai thac vao cac hé
théng ctia cic co quan, t6 chirc. Cac 16 hong nay 1a cac 16 hong ton tai trén cac


https://alert.khonggianmang.vn/
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san pham pho bién ciia nhiéu co quan, t6 chiic, doanh nghiép. Dé nghi cac don vi
can thuc hién kiém tra toan dién va ra soat hé théng cua minh giup xac dinh h¢
théng ctia minh c6 st dung cic san pham bi anh hudng béi cac 16 hong khong,
nhanh chong dua ra bién phap khic phuc kip thoi dé bao vé an toan thong tin.
Déng thoi, 1ién tuc cap nhat thong tin vé cac 15 héng mdi, cac xu hudng tAn cong
trén khong gian mang.

Phat hién 12 CVE ¢d nguy ca bi khai théc trén cé nguy co b sirdung dé khai théc tan céng mang vao hé thang trong thang 03

o . 16000+ . 24000+ . 9000+

MUC DO NGHIEM TRONG MACVE

Critical
100

| Higns.a | CVE-2024-1708

Critical
98

[Tign7a | e Microsoft Windows
ple i0
[ High7s | CVE-2024-23225 LEEDES
Xe| ém

CVE-2024-1709

CVE-2024-27198 JetBrains TeamCity

Danh sdch cac I6 héng moi dwoc cdp nhdt tai https.//alert.khonggianmang.vn/

Thong ké cac 18 hong dang chu ¥ dwoc ghi nhin trong thang 3/2024:

Ghi chu

- Piém CVSS: 10.0 (Nghiém trong)

- M6 ta: Ld hong cho phép dbi twong | https://nvd.nist.gov/v
1 | CVE-2024-1709 | tan cong vuot qua bao mat xac thue | uln/detail/CVE-2024-

- Anh huéng: ConnectWise 1709

ScreenConnect

- Piém CVSS: 8.4 (Nghiém trong)

- M6 ta: L3 hong cho phép dbi tuong
tan cong thyc thi ma tir xa, tac dong
truc tiép t6i dit liéu va hé thong.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
1708

2 | CVE-2024-1708

- Anh huéng: ConnectWise
ScreenConnect
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- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: L3 hong cho phép dbi tuwong
tan cong vuot qua bao mat xac thuc

https://nvd.nist.gov/vul

CVE-2024- ) n/detail/CVE-2024-
27198 - Anh hudng: JetBrains TeamCity. 27198
- L) hong hién dang bi khai thac
trong thuc té, va da c6 ma khai théc.
- Piém CVSS: 7.8 (Cao)
- M6 ta: L3 hong cho phép dbi tuong '
CVE-2024- tan cong leo thang dic quyén trén hé https://nvd.nist.gov/vul
hé n/detail/CVE-2024-
21338 thong.
) 21338
- Anh huong: Microsoft Windows
- Lb hong da c6 ma khai théc.
- Piém CVSS: 7.8 (Cao)
CVE-2004 - M6 ta: L3 hong cho phép ddi twong | https:/nvd.nist.gov/vul
5 3'2 5 " | tAn cong gy anh hudng téi bd nhé n/detail/CVE-2024-
cua thiét bi. 23225
- Anh huéng: Apple iOS
- biém CVSS: 7.3 (Cao)
CVE-2004 M6 4 LA héng cho ohéo déi https://nvd.nist.gov/v
st Yo e L0 Bong o PRED FOLIUONE | | 1n/detail/CVE-2024-
27199 tan cong leo thang dac quyén.
7 27199
- Anh huong: JetBrains TeamCity
- Piém CVSS: 8.2 (Nghiém trong)
- M6 ta: L3 hong cho phép doi tuong _
£ A A A A https://nvd.nist.gov/v
CVE-2024- tan cong thuc hién tan cong CRLF _
20337 Injection uln/detail/CVE-2024-
. _ , 20337
- Anh hudng: Cisco Secure Client
- L) héng da c6 ma khai thac.
- Piém CVSS: 7.8 (Cao)
- M6 ta: Lb hong cho phép dbi twong | https://nvd.nist.gov/v
CVE-2024- A A . A 1z .
93906 tan cong gay anh huong t6i bd nhd | uln/detail/CVE-2024-

cta thiét bi.

- Anh huéng: Apple iOS

23296
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- Piém CVSS: 9.8 (Nghiém trong)
- M6 ta: L3 hong cho phép dbi tuong

tan cong thuc hién tn cong SQL httpS://n'Vd‘mSt'gOV/V
9 | CVE-2024-1071 Injection. uln/detail/CVE-2024-
. 1071
- Anh huong: WordPress
- L5 hong d3 c6 ma khai théc.
- biém CVSS: 7.5 (Cao)
CVE-2004 ;AMoAta: I;O h01}g cl}oﬂllohe%im ‘a’rqng https://nvd.nist.gov/v
10 oSt | A Pong Y Cap VA TIWE TR S| uln/detail/CVE-2024-
23204 hanh vi trai phép véi dir 1idu caa
L1 23204
thiét bi.
- Anh huéng: Apple iOS
- Piém CVSS: 9.1 (Nghiém trong)
R ;A,Mofa: ];}(1) ho}rll% Cttl? phep:‘m tu?ng https://nvd.nist.gov/v
11 oo | cong UG SR HE VEERER MY Uin/detail/CVE-2024-
21887 thuc th1 ma tur xa.
i 21887
- Anh huong: Ivanti Connect Secure,
Ivanti Policy Secure
- Piém CVSS: 8.2 (Nghiém trong)
CVE-2004 - M6 ta: L3 hong cho phép ddi tugng | https:/nvd.nist.gov/v
12 5 1-8 93 tan cong khai thac 16 hong SSRF. uln/detail/CVE-2024-

- Anh huong: Ivanti Connect Secure,
Ivanti Policy Secure

21893

4. Phan tich rii ro va canh bao sém cac nguy co tan cong co chi dich

Thuc hi¢n phan tich, theo do1 va du bdo, canh bdo sém xu hudng vé tan cong

mang, Cuc An toan thong tin (B6 Thong tin va Truyén thong) phat hién xu hudng
tan cong ma hoa tdng tién (ransomware) ting cao trong thoi gian gan day. Da co

mot sd hé théng thong tin cua co quan, td chirc, doanh nghi¢p tai Viét Nam bi su
cd tan cong, gdy gidn doan hoat dong va thiét hai vé vat chat, hinh anh cta cac co
quan, to chirc, doanh nghiép, ciing nhu hoat dong bao dam an toan khong gian
mang qudc gia. Cuc An toan thong tin da phat hanh Cong vin sb 476/CATTT-
ATHTTT ngay 30/3/2024 vé viéc ting cudng bao dam an toan thong tin mang d6i

v6i hé thong thong tin.
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Trung tim NCSC d tién hanh thu thap, phan tich va phat hién nhiéu chi bao
(Indicators of compromise) vé tan cong mang c6 thé anh huong dén co quan, to
chtrc, doanh nghiép Viét Nam. Cac don vi can chu dong ra soat cac may chu, may
tram, ra soat toan by cac hé théng gidm sat theo cac chi bdo ma Trung tam NCSC
cung cap trong bao cdo nham xir 1y sém céc rui ro trong hé thong, lién tuc cap
nhat céc chi bao vé tin cong mang, dac bi¢t 1a cac chi bao da dugc chia sé tir hé
thong ctia Trung tam NCSC.

Phat hién loC cd lién quan dén cac chién djch tan céng vao Viét Nam trong thang 03

1oc NHOM TAN CONG APT
07F85171FFA199899ECOB7136F164986 Unknown
C3DBEEB5B9339E62FA9300F4E3BBCBAD Unknown
AE9601C8A66D41828795A3F6CCE31B19 Unknown
437890563718E151BEFB3E44ACEDD5B1 Unknown
update[.]Jcentos-yum[.Jcom Unknown
update.devicebug[.]Jcom Unknown
23[.1106[.)124[.1152 Unknown

Xem thém

Théng tin I0C dwoc cung cdp tai https://alert.khonggianmang.vn/

Ghi chii: Danh sach cdc IOC c6 thé anh hwéng t6i co quan, t6 chire doanh
nghiép Viet Nam ghi nhan tai Phu luc 11l kem theo.

5. Phat hién va canh bo sém cac nguy co botnet trong hé thong

Thure hién viéc phén tich va phat hién sém cac nguy co tir bén trong hé thong,
dic biét 1a cac nguy co may cha, may tram trong hé thong nhiém ma doc, tro thanh
botnet. H¢ théng gidm sat cia NCSC da thuc hién thu thap chia sé thong tin vé
cac mbi de doa trén khong gian mang véi cac to chirc qubc té, giam sat lién tuc
cac mang ludi botnet.

Trong thang 3/2024, Trung tim NCSC phat hién 09 hé théng cua cac don vi
c6 két nbi dén ha tang botnet. Trung tim NCSC di thuc hién chia sé cac thong tin
botnet ndy dén cac don vi thong qua hé thong phat hién canh bao sém botnet.


https://alert.khonggianmang.vn/

Phét hién 9 hé thng bj 18y nhiém ma ddc botnet trong thang 03

TO CHUC B ANH HUONG DIA CHIIP Cac
I 216.218.185.162
184.105.192.2
184.105.192.2
184.105.192.2
184105.192.2
184.105.192.2

184.105.192.2

Xem thém

Théng tin cdc hé thong ghi nhdn nhiém botnet trén hé thong phdt hién canh bdo sém.

Pé nghi cac don vi, t6 chirc, doanh nghiép nghién ctru cac thong tin vé cac
nguy co rui ro trong bao cdo, thuc hién ra soat hé théng, xu ly cac van dé vé an
toan thong tin mang trong hé thong. Trong qua trinh thuc hién, néu c6 thong tin
can hd tro dé nghj lién hé véi Trung tAm giam sat an toan khong gian mang qudc
gia, Cuc An toan thong tin, BO Thong tin va Truyén thong thong: dién thoai:
024.32091.616 hoic s6 dién thoai truc duong day nong hod tro giam sat, canh bao
som 0961.405.333, thu dién ti: ais@mic.gov.vn./.

Noi nhgn: KT. CUC TRUONG

- Thi truéng Pham e Long (dé b/c); ; o
- Pon vi chuyén trach v& ATTT/CNTT cita Vin PHO CUC TRUONG

phong Trung wong Pang, Vin phong Qudc hoi,
Vin phong Chu tich nuréc, Toa an Nhan dan tdi
cao, Vién Kiém sat nhan dan tbi cao, Kiém toan JONR
Nha nudc; , //: —
- Pon vi chuyén trach vé ATTT/CNTT cua cac bé//;?,

co quan ngang bd, co quan thudc Chinh phu; § ;1

- S6 TT&TT céc tinh, thanh phd truc thudec TW; ‘@\ IONG TIN
- Cac Cyc: Vién thong; Buu dién Trung uong; \ S

- Cac Trung tam: TTTT, VNNIC;

- Cuc truong (dé b/c);

- Cac Pho Cuyc truong;

- Cac phong: ATHTTT, TT&HTQT;
- Trung tam VNCERT/CC,;

- Luu: VT, NCSC.L1Q.

/]
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“Aran Ping Khoa
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Phu luc |

DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN
TRONG THANG
(Kém theo Bdo cdo s6 /BC-CATTT ngay  thang  nam 2024
cua Cuc An toan thong tin)

TT Website gia mao Ghi chu
1 https://abbankquick][.]Jcom Ngan hang TMCP An Binh
https://apple|. rt-find-my-
2 ps .app ¢l-Jsupport-find-my Website gia mao Apple
iphone[.]Jcom/s113h
3 https://www[.]taikhoanvps[.]Jcom[.]v | Website gia mao Cong ty ching
n khoén VPS
4 https://motaikhoanchungkhoanvps[.] | Website gid mao Cong ty chirng
com khoén VPS
Website gid mao Cong ty Tai
5 https://hdsaison-com[.]cc ] 8 ' st
chinh TNHH HD SAISON
Website gid mao Cong ty Tai
6 https://hdsaison-app[.]cc ) 8 ' st
chinh TNHH HD SAISON
. . Website gia mao Cong ty Tai
7 https://hdsaison-app[.]vip )
chinh TNHH HD SAISON
, . Website gia mao Cong ty Tai
8 https://www[.]hdsaison-app|[.]vip ]
chinh TNHH HD SAISON
. Website gia mao Cong ty Tai
9 https://www|.]hdsaison-com][.]cc ]
chinh TNHH HD SAISON
Website gid mao Cong ty Tai
10 https://www|.]hdsaison-hi[.]cc ] 8 ' sl
chinh TNHH HD SAISON
Website gid mao Cong ty Tai
11 https://www|.]hdsaison-vn[.]cc . 8 ' st
chinh TNHH HD SAISON
. _ Website gia mao Cong ty Tai
12 https://www[.]hdsaison-vip[.]cc .
chinh TNHH HD SAISON
: Website gid mao Cong ty Tai
13 https://www|.]hdsaison-vn[.]com

chinh TNHH HD SAISON




10

Website gia mao Cong ty Tai

14 https:// .]hdsai .
ps://www].Jhdsaison[. Jec chinh TNHH HD SAISON
Website gia mao Cong ty Tai
15 https://www|.]hdsaison-app|[.]cc ) 8 ' sl
chinh TNHH HD SAISON
Website gia mao Cong ty Tai
16 https://hdsaison-vip[.]cc ) 8 ' sl
chinh TNHH HD SAISON
Website gia Cong ty Tai
17 https://hdsaison-hi[.]cc e’51 © Sl a0 LOng 1y “al
chinh TNHH HD SAISON
Website gia Cong ty Tai
18 https://hdsaison-com[.]cc e’51 © Sl a0 LOng 1y “al
chinh TNHH HD SAISON
Website gia Cong ty Tai
19 https://hdsaison-vn[.]cc e,51 © B1a Thao LOng oy ~at
chinh TNHH HD SAISON
. . Website gia mao Cong ty Tai
20 https://hdsaison-app[.]vip ]
chinh TNHH HD SAISON
. Website gia mao Cong ty Tai
21 https://hdsaison-app[.]cc ,
chinh TNHH HD SAISON
Website gid mao Cong ty Tai
22 https://hdsaison][.]cc ] 8 ' st
chinh TNHH HD SAISON
Website gia mao Cong ty TNHH
23 https://aeshopvn[.]Jcom 8 o sy
Acon Viét Nam
Website gid Dich 0
24 https://dichvucong[.]cvgov[.]Jcom eostic gla mA,ao .1c i eong
Quoc Gia
. Website gia mao Dich vu cong
25 https://dichvucong[.]xgovn[.]net L.
Quoc Gia
%6 https://dichvucong[.]dulieuquocgial.] | Website gid mao Dich vu cong
com Qubc Gia
27 https://dienmayxanh263[.]Jcom Website gid mao Dién mdy xanh
28 https://etkf44[.]Jcom Website gid mao Dién mdy xanh
29 https://etkf44[.]Jcom Website gia mao Pi¢n may xanh
30 https://vuabem[.]Jcom Website gia mao Momo
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31 https://trumbem[.]Jcom Website gia mao Momo
Website gia mao Ngan han
32 https://www][.]abb-vnbank|.]cc 8 ' ‘g 8
TMCP An Binh
Website gia mao Ngan han
33 https://baoviet-vn|[.]cc 8 - s A 8
TMCP Bao VIét
Website gid Ngan ha
34 https://baoviet-vn[.]cc eoStie £ld maf) g_im e
TMCP Bao Viét
15 https://khcn-han-muc-tin-dung-ca- Website gid mao Ngan hang
nhan[.]Jcom TMCP Hang hai Viét Nam
Website gia mao Ngan hang
36 https://nganhangsaison][.]org/ TMCP Phét trién Thanh ph6 Ho
Chi Minh
Website gid mao Ngan hang
37 https://mothe[.]tindung-hd[.Jcom TMCP Phat trién Thanh phd Ho
Chi Minh
Website gid Ngan ha
38 https://cskhmbcanhan[.]Jcom eoSTE £ maoA gair.l e
TMCP Quan doi1
Website gid mao Ngan han
39 https://cskhmbcanhan[.]com 8 o 8 . 8
TMCP Quan do1
40 https://cskh-vib[.]ho-tro-tin-dung-ca- Website gia mao Ngan hang
nhan[.]Jcom TMCP Quéc té Viét Nam
, L Website gia mao Ngan hang
41 https://dich-vu-xvip-vib[.]Jcom P
TMCP Quodc té Viét Nam
Website gid mao Ngan han
42 https://dich-vu-vip3-vib[.Jcom 8 .2 % 8
TMCP Quoc té Viét Nam
13 https://dich-vu-the-vdiamond- Website gid mao Ngan hang
vib[.]com TMCP Quéc té Viét Nam
Website gid Ngan ha
44 https://cskh-vib-canhan[.]com eoSTie £ Ama(z %an e
TMCP Quodc té Viét Nam
45 https://dich-vu-the-cashback- Website gia mao Ngan hang
vib[.]Jcom TMCP Qudc té Viét Nam
, . Website gid mao Ngan hang
46 https://dich-vu-the-kt3-vib[.]Jcom

TMCP Quéc té Viét Nam
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http://vib[.]tructuyen-

Website gid mao Ngan hang

47 LA
chamsockhachang-the[.]Jcom TMCP Quoc t€ Viét Nam
Website gid Ngéan hé
48 | https:/bio[.Jlinkvibthetindung © Bld THa0 Nean ang
TMCP Quoc te€ Viet Nam
49 https://vib[.]Jchamsocthekhachang- Website gia mao Ngan hang
tructuyen[.]com[.]vn TMCP Qudc té Viét Nam
Website gid Ngan ha
50 | https://nang-cap-hang-vvip-vib[.]Jcom eoSTE £ld Amac: %an e
TMCP Qudc t€ Viét Nam
51 https://vib[.]Jchamsocthekhachang- Website gid mao Ngan hang
tructuyen[.]com][.]vn TMCP Quéc té Viét Nam
Website gid Ngan ha
52 https://nanghanmucthevib[.]com eostie 81 Ame,u: %an e
TMCP Quodc té Vit Nam
53 https://scb[.]Jchamsockhachhang-truc- Website gia mao Ngan hang
tuyen-the[.]online TMCP Sai Gon
54 https://tpbank][.]chamsocthekhachang Website gia mao Ngan hang
-truc-tuyen|[.]com/ TMCP Tién Phong
Website gid Ngan ha
55 | https://cskh-ca-nhan-vpbank[.]Jcom e ewgla o ,gan e
TMCP Viét Nam Thinh Vuong
Website gid mao Ngan ha
56 | https://dich-vu-update-vpbank[.]Jcom fg 0 gan ne
TMCP Vi¢t Nam Thinh Vuong
Website gid Ngan ha
57 | https://cskh-ca-nhan-vpbank][.]com o8l e.igla o ,gan ne
TMCP Vi¢t Nam Thinh Vugng
. Website gia mao Ngan hang
58 | https://nang-cap-vip-vpbank][.Jcom . ,
TMCP Vi¢t Nam Thinh Vugng
Website gia mao Ngan ha
59 https://dv-ca-nhan-vpbank[.]Jcom :g ' gan ane
TMCP Vi¢t Nam Thinh Vuong
Website gid Ngan ha
60 https://dv-ca-nhan-vpbank[.]Jcom > e.igla a0 ,gan ne
TMCP Vi¢t Nam Thinh Vuong
61 https://shinhan[.]ho-tro-tin-dung-ca- Website gid mao Ngan hang
nhan[.]com TNHH MTYV Shinhan Viét Nam
Website gid mao san TMDT
62 https://www|.]Jamadbfk][.]shop
Amazon
, Website gid mao san TMDT
63 https://www|.]Jamajwzon456[.]top

Amazon
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oy | Ditps://wwwl JincolvsgOlmOhwkb Je | Website gid mao san TMDT
c Amazon
Website gia an TMDT
65 https://ebayget[.]cc COSItE gla mao san
Ebay
Website gia an TMDT
66 https://1zd2024[.Jcom Ccbsiie gla mao san
Lazada
Website gia an TMDT
67 https://sendovn[.]Jcom COSIE gla Mao san
Sendo
Website gia an TMDT
68 https://vnsendol[.]vip ebsite gia mao san
Sendo
Website gia an TMDT
69 https://vn78223p[.Jcom CbsIle gla mao san
Shopee
Website gia mao san TMDT
70 https://vn86414s[.Jcom
Shopee
Website gid mao san TMDT
71 https://soppe68[.Jcom
Shopee
Website gi an TMDT
72 https://vn88631p[.Jcom CDSIIC gla Igo san
Shopee
Website gia an TMDT
73 https://spmail86[.]Jcom COSIte g1a mao san
Shopee
Website gia an TMDT
74 https://spmail88[.]com COSIIC gla mao san
Shopee
Website gid mao san TMDT
75 https://s33788[.]Jcom/
Shopee
. Website gid mao san TMDT
76 https://vn667755s[.]Jcom/login
Shopee
Website gia an TMDT
77 https://vn55779p[.Jcom COSIE gla mao san
Shopee
Website gia an TMDT
78 https://www][.]ssvnshop[.Jcom CDSIIC gla Mao san
Shopee
Website gia mao san TMDT
79 https://sp63899vn[.Jcom
Shopee
Website gia an TMDT
80 https://vn11568p[.]Jcom cbsIte gla mao san

Shopee




Website gia mao san TMDT

81 | https://www[.]shopeesmarket[.]Jcom Shopee

82 https://tdkd01[.Jcom Website gia mao san TMPT Tiki
83 https://eufk55[.Jcom Website gia mao san TMPT Tiki
84 https://tikimall[.]org Website gid mao san TMPT Tiki
85 https://hgffl11][.]Jcom Website gid mao san TMPT Tiki
86 https://ghnn22[.]Jcom Website gia mao san TMDBT Tiki
86 https://ghnnl1[.]Jcom Website gia mao san TMDBT Tiki
88 https://ghnn33[.]Jcom Website gia mao san TMDBT Tiki
89 https://tiki98[.]Jcom Website gia mao san TMDBT Tiki
90 Http://tdkd03[.Jcom Website gia mao san TMDBT Tiki
91 https://tdkd03[.]com Website gia mao san TMDBT Tiki
92 https://tdkd03[.]com Website gia mao san TMDBT Tiki
93 Http://tdkd03[.]com Website gia mao san TMDBT Tiki
94 https://z1a963[.]top Website gid mao san TMPT Tiki
95 https://dadw22[.]Jcom Website gid mao san TMPT Tiki
96 https://dadw11[.]Jcom Website gia mao san TMDBT Tiki
97 https://tahOa[.]com Website gia mao san TMDBT Tiki
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98 https://tikivn[.]in Website gia mao san TMDBT Tiki

99 https://dadw55[.]Jcom Website gia mao san TMPT Tiki

100 https://viettelgroupvn[.]Jcom Website gid mao Viettel




(Kem theo Bdao cdo so
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Phu luc 11

MOQT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUC

/BC-CATTT ngay thang  nam 2024

cua Cuc An toan thong tin)

Mai diém yéu/ | SL may bi .
x ¢ R . . Ghi chu
10 hong anh huong
https://nvd.nist.gov/vuln/detail/ CVE-
1 | CVE-2022-26809 16949 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2024-2176 8962 2024-2176
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2024-2631 8723
2024-2631
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2023-21716 7861
2023-21716
s CVE-2024-1939 379 https://nvd.nist.gov/vuln/detail/ CVE-
2024-1939
6 | CVE2024-2400 6746 https://nvd.nist.gov/vuln/detail/ CVE-
2024-2400
https://nvd.nist.gov/vuln/detail/ CVE-
7 | CVE-2024-26197 4914 202426197
https://nvd.nist.gov/vuln/detail/ CVE-
8 | CVE-2024-25858 4848 00425858
9 | CVE2004-1676 1212 https://nvd.nist.gov/vuln/detail/ CVE-
2024-1676
10 | CVE-2024-29944 2370 https://nvd.nist.gov/vuln/detail/ CVE-
2024-29944
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Phu luc 111
THONG KE CAC THONG TIN CHI BAO (INDICATORS OF

COMPROMISE)

(Kém theo Béo cdao s6  /BC-CATTT ngay thang  nam 2024
cua Cuc An toan thong tin)

STT ‘ Indicators of compromise STT  Indicators of compromise
1 differentia[.Jru 14 update[ -Jmicrosoft-
setting[.]com
update[.]windows|.]server-
2 . - : 1
update[.]centos-yum[.]com 5 microsoft[.Jcom
3 update.devicebug[.]com 16 149[.]28][.]26][.]2
cdn-
4 23[.]106[.]124[.]152 17
J106[.124L.] dev[.]helpkaspersky[.]top
data-
5 115[.]126[.]98[.]204 18
126 P8L.] dev[.]helpkaspersky[.]top
h Jgit Jcl :
6 118[.199[.16[.]202 1o | happyl.]et We:[ Icloudns].Jn
rt[.Jhelpk ky[.]t
7 199[.1231[.]211[.]19 a0 | Supportl] epp asperskyl.Jto
8 www|.]security-microsoft[.]net 21 softupdate[.]xyz
9 gtldgtld[.]store 22 122.10.90[.]12
. C3DBEEB5B9339E62FA93
10 tfirstdaily[.]store 23 00FAE3BBCS9D
07F85171FFA199899ECOB
11 h kx([. 24
ruuovgsbhngvvnekx|.]org 7136F 164986
AE9601C8A66D41828795A
12 getfilefox[.]Jcom 25 AF6CCE3IB19
437890563718E151BEFB3E
13 54.180.143[.]1194 26 44ACEDDSB1
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