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BAN YEU CAU CHAO GIA

Noi dung: Cung cip trang ’thiét bi cong nghé thong tin nganh Kiém sat nhan déin
dim bdo két noi theo D€ an 06 ctia Chinh phi nim 2025.

CHUONG I. YEU CAU NQP HO SO CHAO GIA

1. Tén don vi nhén hd so chio gia: Ban Kinh doanh Giai phap CNTT (KDGP) —
Chi nhanh Cong ty Cong nghé thong tin VNPT.

2. Pia chi tiép nhan hd so chio gia: Phong Dy 4n, Ban Kinh doanh Giai phap CNTT,
tdng 7, Toa nha VNPT, sé 57 Huynh Thuc Khang, Phuong Lang, TP. Ha Nbi.

3. Thoi han ndp hd so chio gia: Hb so chao gia dugce ndp truc tiép hoic qua dudng
buu dién vé dia chi: Ban Kinh doanh Giai phap CNTT — Chi nhanh Céng ty Cong nghé
thong tin VNPT khong mudn hon 10h00 ngay 11/12/2025. Cac hd so chio gid duoc giri
dén sau thoi diém hét han ndp hd so chao gia s& khéng duge xem xét.

4. Tinh hop 18 ciia Hd so chao gia:

- H so chao gia dugce ngudi dai dién hop phéap, hodc ngudi duge dai dién hop phap
iy quyén ctia Pon vi chao gi ky tén, dong déu. Truong hop Gy quyén, Pon vi chio gia
gtri kém theo céc tai liéu, gidy t& theo quy dinh dé chirng minh tur cach hop 18 ctia ngudi
dugc iy quyén.

- Hiéu Iyc cta hd so chao gia: Thoi gian ¢6 hiéu lyc ciia hd so chao gia t6i thiéu 1a
90 ngay, ké tir ngay 11/12/2025.

- Tu céch hop 18: C6 ban sao Dang ky kinh doanh dugc cip theo quy dinh ciia phap
luét (Ban cong chirng, ching thyre) ctia Pon vi chao gia.

- S6 Iwong ban hd so chao gia: 01 ban gbc, 01 ban sao.

CHUONG II. PHAM VI, YEU CAU CUA HO SO CHAO GIA

Pon vi chao gia (Pon vi cung cdp (PVCC)) phai ddp tmg céc yéu cdu chio gia
(YCCQG) theo ndi dung sau:

I. Yéu cau veé pham vi cung cap:

TT Danh muc hang héa, dich vu Donvitinh | gp§i lwgng
I Danh muc hang héa
1 May chu vét 1y phuc vu 4o hoa Bo ()
2 Thiét b chuyén mach SAN Bo 2
3 | Thiét bj luu trir SAN B 1
4 | Hé théng luu trir dir liéu Object Bo 1
5 ;Il"hﬁlet bi chuyén mach cho may chi, luu Bo )




TT Danh muc hang héa, dich vu Donvitinh | gp§j jweng
Phén mém 4o héa méy chi (Cho 7 may .
6 = oo . 1 Goi 1
chu vit ly phuc vu 40 héa)
7 Gidi phap Tl.mng Itra co s& dit lidu Géi 1
(Database Firewall)
Giai phap Phong chdng thit thoat dit liéu .
8 (DLP) License 100
9 Giai phap Phong chéng ma doc tap trung License 200
Giai phap Quan ly truy cép 16p mang .
1
10 (NAC) License
Giai phap quan Iy tai khoan dic quyén -
: 1
11 (PAM) Géi
12 | Gidi phéap tuong Itra img dung (WAF) B6 2
13 M4y cha vt Iy phuc vu 4o hoa trién khai Bb 5
cac gidi phap ATTT j
Phan mém 4o héa may chu (Cho 2 May
14 | chi vét Iy phuc vu a0 héa trién khai cac Goi 1
giai phap ATTT)
15 | Ban quyén hé diéu hanh may chu Géi 1
I Danh muc dich vu
Lép dat thiét bi; cai dit; kiém tra, hidu
1 | chinh thiét bi; tich hop hé théng va dao Lén 1
tao huéng dan st dung

II. Yéu ciu vé k§ thuat:

Muc 1. Yéu ciu vé k§ thuét
1.1 Yéu cdu ky thuit chung

- Hang hoa thudc chao gia phai mégi 100%, chua qua sir dung, c6 ngudn goc, xult xur

rd rang, du diéu kién lueu thong trén thi truomng, dugc san xuét tir nam 2024 trd lai day, da bao
gom day du cac vat tu, phu kién va dich vy k¥ thuit kém theo dé 1ap dat hoan chinh, v4n hanh.

Gia hang hoa phai bao gdm thué, phi va céc chi phi khéc c6 lién quan.

- Cac thanh phén hodc cac phy kién di kém cua thiét bi phai dam bao tirong thich véi

thiét bi chinh.

- Pon vi chao gia phai cung cip bang chao k§ thuat hang hoa va bang so sénh gitta

thong sb ky thuat hang hoa chao gia so véi yéu cdu ctia yéu ciu chio gia, dong thdi phai chi
rd tai liéu tham chiéu d€ chimg minh 13 tai liéu nao cua ho so chao gid, muc ndo, trang bao
nhiéu cua tai liéu.

- Thoi gian bao hanh: t6i thiéu 36 thang cho toan bd hang héa ciia yéu cau
chao gia
- Phuong thitic bao hanh:
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+ Toan bd hang hda dugc bao hanh theo tiéu chudn coa nha san xuét. Pon vi chao
gid phai ndp khoan bio lanh béo hanh theo quy dinh 14 5% gid tri hop dong.

+ Khi ¢6 yéu cdu vé bao hanh, DVCC phai cir can b0 k¥ thudt (nhén sy c6 chuyén moén
phi hop) dén khic phuc su ¢ khong chdm qua 48 gio ké tir khi dugc  yéu cdu cta don vi
st dung. Viéc thue hién bao hanh khi thiét bi c6 sy ¢b va qu trinh khéc phuc khong dugce
kéo dai qua 7 ngay 1am viéc trir trudng hop phai dit hang tir nuée ngoai. Trong trudng hop
DVCC khong dap tng dugc viée bao hanh thi Bén mua cé quyén thué PVCC khéc thuc
hién va toan bd kinh phi nay s& do DVCC chi tra.

- Trir truong hop c6 thoa thudn khac trong hop ddng ky két gitta Bén mua va bVCC, trude
khi cac bén tlen hanh ban giao va nghiém thu hang héa, DVCC phai cung cép cho don vi
str dung bao gdm nhung khong gi6i han cac tai liéu theo yéu cau sau (khong bét bude ddi
véi vat tr tiéu hao, vat tu hodc phu kién lap dat di kém thiét bi chinh):

+ Tai liéu hudng dan lap dat, s dung thiét bj theo tiéu chudn ciia nha san xuét bing tiéng
Viét hodc tiéng Anh (Néu co. Néu 14 ban tai liéu hudng din bing tiéng nudc ngoai, yéu
cau phai c6 ban lugc dich tleng Vigt kém theo).

+ Tai liéu ching minh nguén gbc xudt x{r cia hang hoa, thiét bi (khong bat budc dbi véi
hang hoéa duge san xuét trong nuée, phin mém) do co quan c6 thdm quyén cép (sau day
goi tit 1a “C/0”).

+ Tai li¢u chimg nhén chét lugng hoic chimg nhén xuét xudng hop 1é ciia hang héa, thiét
bi do nha san xuét phat hanh (sau day goi tit 1a “C/Q™);

+ Céc tai ligu khéc theo quy dinh cua hop dong

- Trong moi treong hop, néu x4y ra tranh chép vé ban quyen lién quan dén hang héa ciia
YCCG thi DPVCC phai chiu hoan toan trach nhiém, bao gdém bdi thudng céc thiét hai xay
ra do tranh chép gay ra.

- Cac ndi dung do PVCC dé xuét chao gia phai thé hién rd rang, diy d thong tin theo
yéu cdu ctia YCCG. Trudng hop PVCC d& xuit cac ndi dung mang tinh chung chung, khong
cu thé (vi du: DVCC cam két dap (g tit ca cac yéu cAu cia YCCG, .v.v...) thi Bén mua, T

chuyén gia s& khong xem xét, danh gié 1a trong duong so voi yéu ciu ciia YCCG.
1.2. Yéu cdu ky thuit chi tiét
Hang hoa do Pon vi chao gia chao phai dap ung t61 thidu cac thong sb va tidu
chuén k§ thuat duéi day:

STT Sllllmg eanE e Yéu chu vé dic tinh k§ thut va céc yéu cdu tdi thidu khac
1 May chu vét 1y phuc vu 4o
héa
Kiéu dang Rackmount
S6 luong CPU > 02
Loai CPU Tbi thidu tir 5th Generation Intel® Xeon® Scalable Processors
+ S6 luwong Core trén 1 CPU > 32
Chi s6 trén mdi CPU + Toc d6 > 2,5 GHz
+ B6 nhé dém L3 > 60MB
Tong dung luong RAM  [c6 sin > 384GB
pung luong 01 thanh ;& o> 32GB
S6 khe cim RAM > 32 slots
Tinh ning RAM EC’C hodc Advanced ECC
- S6 lugng > 01
Card NIC 10 GbE - Sb luong Port trén Card > 02
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- Tc d6 trén mdi Port: > 10 Gbps Optical

- M&i port ¢6 s&n module quang SR > 10 Gbps dugc cung cap
bdi chinh hing san xudt mdy chu

Card NIC 1 GbE

- C6 sin sb lwong Port RJ45 1GE > 02

- C6 san tinh niing boot PXE

Card HBA

- S6 lugng > 01

- Loai card: Dual Port Fibre Channel (FC) Adapters

- Form Factor/Chuan: PCI Express

- Tdc dd cbng > 32 Gbps Fibre Channel

- Mdi port c6 san SFP 32 Gbps di kém

Luu trix

- 86 luong b cimg > 02

- Loai 6: SSD

- D bén: 1 DWPD

- Dung luong trén 1 6 > 480 GB

Card RAID

- Dung lugng Cache > 8 GB

-C6sinRAID 0, 1,5

Hé diéu hanh hd tro:

Cho phép cai dat tat ca cac hé didu hanh, phan mém sau:

- Windows Server phién ban 2019 hodc méi hon.

- Ubuntu phién ban 20 hodc méi hon

- Red Hat Enterprise Linux/Oracle Linux phién ban 8.6 hodc méi

hon

- Vmware ESXi/vSphere phién ban 7.0U3 ho#ic méi hon.

Quan tri

- Port management > 01 port RJ45 out of band

- C6 s3n license: hd tro ddy da tinh nang quan tri nang cao bao
gom:

+ Virtual Console (KVM-over-IP)

+ Virtual Media

+ Quan 1y Ngudn (B4t/Tat/Reset)

+ Cép nhat Firmware

+ Canh bao (Email, SNMP)

+ Silicon Root of Trust

+ Tich hgp xac thyc vdi dich vu thu muc (Active Directory /
LDAP)

+ Ty d6ng hda & Giam sat qua API

- C6 sin license phan mé&m quan trj tp trung chinh hing hd tro
cac tinh ndng gom:

+ Giao dién quan tri tap trung HTMLS

+ Cho phép quan ly mot-nhidu mdy chu cing hang san xut

+ Giam sat va tong hop trang thai thiét bi may chi, canh bao
(Alerts) d6i voi may chu tir tat ca céc thiét b vé mot noi.

+ Quan Iy dua trén mAu (Template) dé dinh nghia va 4p dung
cau hinh cho may chu.

+ HOb trg API

Ngudn

- Du phong 1+1

- 200-240 VAC

Cam néng hoc thay thé
noéng

Cho phép cdm nong (hotplug) hogc thay thé néng (hotswap)
nguon, O cing

Bao mat

- Hé théng str dung TLS tdi thééu tir phién ban 1.2 néu quan tri
qua giao dién web; SSH 2.0 néu quén tri qua CLL

- T4t ca céc tai khoan quan tri thiét bi phai dugc x4c thyc, ddng
thoi cac yéu to sir dung d€ xac thuc phai thay doi dugc.
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- H3 tro x4c thuc hai yéu t6 (2FA/TFA) qua RSA hoic
Smartcard

- C6 sén Trusted Platform Module 2.0

- H3 tro kiém tra tinh toan ven cla phén cing: Secured
Component Verification hodc Trusted Supply Chain

Phu kién Ddy du quat lam mat, mount kit I3p vao ti rack

Ba(i hanh va ho trg k¥ 03 ndm

thuat

Thiét bi chuyén mach

SAN

Kiéu déng Rackmount

Yicurcan B0 chuyén mach > 32 cdng Fibre Channel, trong d6 16 cdng da

active kém theo 16 x Module quang 32 Gbps SFP

Toc d6 két noi

Tu dong nhén dién t~6c do 4/8/ 16/32-Gb/s v6i 32Gb/s bang thong
chuyén dung cho moi cong.

Cbng quén tri

> 01 x Ethernet 10/100/1000 Mb/s Out-of-band

Céc tinh niing Thiét bi hd trg VSAN hoic twong duong

Nguon 02 ngudn (Du phong), 100 to 240 VAC, 50 to 60 Hz

Baci hanh va ho trg k§ 03 nim

thuit

Thiét bi luu trit SAN

Kiéu dang Rackmount

S6 lugng controller >2

Tinh s¥n sang khi 16i Cac thaf) taxc. doc/ghi khong bi gidn doan khi 16i mat két noi host
, port hodc 16i 1 controller

Z::Lge dung lugng RAM (tinh tdng trén tit ca controller) > 128 GB

Téng s6 luong cong két
n6i dén host

+ > 8 port FC 32Gbps kém module SFP+ 32Gbps + > 4 port
Ethernet 10GbE loai Base-T hodc kém module SFP+ 10Gbps

Kha néing mo rong tu dia

H3 tro mé rong s6 luong & dfa > 500 disk hoac téng dung luong
> 2,4 PB raw ma khong phai bd sung controller

Dung lugng usable tb1
thieu

> 139 TB loai SSD hozc NVMe. Co ché Distributed RAID 6
hodc Dynamic pool RAID 6 theo cdng cu sizing chinh héng

S6 lugng LUN/Volume
ho trg

Cho phép tao va cAu hinh > 1000 LUN/volume

Nguon dién

+ 100240 VAC, 50 Hz + C4c bd ngudn hoat déng theo co ché
du phong N+M véi N, M > 1

Kha ning thay thé néng

Céc thanh phan sau phai hot-swappable hoic hot-pluggable,
khong lam gian doan hoat dong doc/ghi: + Disk drive + Power
supply module + Storage controller

Nang cip firmware

Qua4 trinh nng cép firmware khong lam gién doan viéc doc/ghi
cua host vao céc volume

Co ché bao vé RAM
cache

Storage phai c6 kha ning ctru dit liéu trén RAM cache khi mat
dién; dit liéu phai dugc ghi xuong 6 cig du phong riéng, khong
nim trong vung luu dir liéu cua khach hang

Ddng bd dir lidu cache

Dit liéu write trén RAM cache ctia mdi controller phai duge
dong bd (mirror) sang controller khac trurde khi tra tin hiéu thanh
cong cho host

Mé rong néng storage
pool

Hb trg mé rong néng (hot-expansion) ma khong 1am gidn doan
hoat ddng doc/ghi

Di chuyén online volume

Cho phép di chuyén online cic volume giita c4c storage pool ma

khong anh hudng dén tmg dung
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Tinh néng Auto-Tiering

H{ tro tu d@ng phén teklrng dfr liéu gitra SSD va HDD; dl? liéu‘
dugc di chuyén truc tiép giira hai 16p ma khong qua phan mém
trung gian

C6 sén tinh niing tao ban chup tu ddng hogc thi cdng cho timg

SOARSRaL volume/file system

Deduplication & C6 san tinh ning Deduplication va Compression
Compression

Giao di€n quén tri C6 san giao dién quan tri GUI va giao dién dong 1énh CLI
Tich hop phan mém 20 H3 tro phén mém clia chinh hing gitip 4o hod thiét bi luu trit
héa ngoai nhu Del/EMC/HPE/IBM/Hitachi/NetApp

Cluster Storage Ho trg tinh ning cluster storage giita 2 site khac nhau (Active-

Active Storage)

Béo mat quan tri

Str dung TLS > 1.2 khi truy cép web; SSH > 2.0 khi truy cap
CLI

Xac thyc tai khoan quan
tri

Tt cé tai khoan quan tri phai dugc xéc thuc, va yéu td x4c thuc
phai thay d0i dugc

Bao hanh va hd trg k§

thuat 03 ndm

Hé théng lwru trix dit lidu

Object

Kiéu déng Rackmount

Phin mém hé thng

Hé thdng sir dung phin mém thwong mai ciia ciing hing san xuét
v6i phan cimg cia giai phap, khong sir dung cac phién ban mé
ngudn mé (Opensource).

License phin mém vinh vién, khéng yéu cau gia han hiang nim.

Thiét bi luu trix

Hé thdng st dung céc thiét bi luu trit dang Appliance.

Ngudn dién va du phong

Thiét b1 hoat dong trong dai dié,n ap 200-240VAC, 50 Hz; cac
bd ngudn hoat dong theo co ché du phong N+tM véiN, M > 1.

Replication giita 2 site

Hb tro replication theo hinh thitc Active/Active (mirror 2 site)
hodc Active/Passive.

Du phong giita nhiéu site

HO tro kha nang du phong giita céc site khac nhau, > 8 site hoat
dong nhu mot hé thong luu trit object duy nhat ma khong can sir
dung gateway; cho phép 16i 1 site bat ky ma dit li€u van an toan.

Kha ning chju 13i phan
cung

Cho phép hong ddng thoi t6i 4 disk bét ky hoc 1 node.

Namespace mé rong da
site

Hb trg single namespace trai trén nhi€u site khac nhau.

Giao thirc truy cép

San c6 giao thitc NFS, S3 ma khong can sir dung gateway.

Tich hop Hadoop

Tich hop vé1 Hadoop S3 connector.

Metadata va Tagging

H3 tro tly bién (custom) metadata, cho phép gan thé (tagging),
search va index t&i 30 metadata.

Béao vé va mi héa dir liéu

Hb trg Write Once Read-Many (WORM) va mi héa dit liéu.

Can bang tai tu dong

HS tro co ché tr dong cén bing dung lugng gifra cac node trong
cum khi mé rdng nong tai nguyén hodc thay 6 cimg méi.

Compression ndi bd

C6 san tinh ning Data Compression ma khong cén phan
mém/phan cing cua bén thir 3.

Retention H3 tro tinh ning Retention.

Versioning HJ trg tinh niing Versioning.

Life Cycle Management HO trg chinh sacl} quan 1y vong doi dit liéu (Life Cycle
Management Policy).

Quan tri h¢ thong C6 giao dién quan tri GUI va giao dién dong 1énh CLL




Bao mét truy cép quan tri

Tét ca tai khoan quan tri phéi duoc x4c thyc; cac yéu t8 x4c thuc
phai thay doi dugc.

Namespace t6i da

Cho phép tao va cdu hinh namespace c6 dung lugng > 144PB.

Ty 1€ RAM so véi dung
lrong usable

RAM tbng cua tat ca node trong cluster chiém > 0,4% dung
luong usable.

Dung lugng usable t6i
thi€u

> 302TB (khong bao gbdm disk cta cac server quéan Iy, console,
protocol server, gateway hogc tuong duong).

Loai va toc d0 0 dia

O cimg HDD dung lugng < 16TB, téc d9 > 7200 rpm.

Bing théng node

Mbi node c6 bang thong két ndi front-end > 50Gbps Ethernet
(kém day @i module quang).

Sb luong object

Khdng gidi han sb lugng object luu trit trén hé thong.

Chun bao mét dit liéu

H3 tro tiéu chudn bao mat FIPS 140-2.

Yéu cau ban quyén va
backup

Hé thong object storage bao gdm thiét bj va license ban quyén
(khdng dung opensource), ddm bao sao lwu du phong: - Dung
lwong kha dung > 302TB - RAID 6 hoic twong duong - Hb tro
giao thirc S3

Baci hanh va ho trg k¥ 03 nim
thuét

Thiét bj chuyén mach cho

may chu, lru trit

Kiéu dang Rackmount

Yé&u cau phan cing

SO cOng yéu cau:

+ 24 x 25G SFP, 4 x 100G QSFP100

+ 1 x console ports

Hiéu ning

- Thong luong xir 1y: 2 Tbps full duplex

- Kha niing x1r 1y goi tin (Packets/Second): 1 Bpps

Tinh néng

Tinh nang Layer 2:

» 802.1w Rapid Spanning Tree

« 802.1s Multiple Spanning Tree Protocol

* 4K VLANSs

» 802.3ad Link Aggregation/LACP

Tinh ning khéc:

« Zero Touch Provisioning (ZTP)

« ACLs

* QoS

Quan tri

* SNMP vl, v2, v3

e Telnet and SSHv2

Ngudn dién va phu kién

- H3 trg 2 ngudn dy phong néng 100-240V AC, 50/60Hz va quat
du phong néng

- Phy kién: 05 SFP 25G va cép két ndi

-Kém 12 x 10 GE SFP+ Transceiver Module, Short Range

- Kém 12 diy nhay quang OM4 Multimode Sm Duplex

- Kém 01 cép DAC 100G dai t6i thiéu 0,5m

Bao hanh va hd tro k§
thuit

3 ndm

Phan mém 4o héa may
chi (Cho 7 may chu vat ly
phuc vu do héa)

Phan mém dap ung cac
yéu cau

HO tro cai @it trén cac may cha vat 1y dat chuan a0 héa (x86_64)
v4i CPU Intel hoac AMD.

C6 tinh ning di chuyén néng cho phép di chuyén mdy 2o gitra
cac may chu vét 1y ma khdng gién doan dich vu.
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Cé tinh ning High Availability (HA): trong truong hop may chu
vét ly giip su ¢0, cic may do trén mdy chu d6 duoc tw dong khoi
dong lai trén cac may chu con hoat dong trong cum.

C¢ tinh nang Fault Tolerance (FT) hodc co ché trong duong
giup dam bao hoat ddng lié€n tuc cho céac mdy 4o quan trong.

C6 kha ning di tri mdy 0 gifta cdc méay chi khong cling thé hé
CPU

HO tro di trd méy 4o giita cac mdy chil c6 gin GPU NVIDIA

C6 tinh niing tr ddng cin bang tai tai nguyén CPU, RAM giita
cac may chu vt ly trong cung cum 4o hoa.

Cé tinh ning dé quan 1y vong ddi phin mém 4o héa, tu ddng cip
nhét va va 161.

C6 giao dién quan trj tip trung cho phép cau hinh, gidm sét, sao
Iuu va quan ly tat cd cdc may chu vét ly va méy do.

H3 tro xdy dung template (may chii mau) d€ trién khai nhanh cac
may a0 méi. '

C6 kha nang sao luu va phuc hoi may o théng qua co ché
snapshot hodc céng cu backup tich hop

Ban quyén phdn mém 40 héa va hd trg k¥ thuat cho 448 CPU
Core trong 3 ndm

Béo hanh va ho tro k§
thuat

03 nam

Giai phap Tuong ltra co
so dir liéu (Database
Firewall)

Phin m&m hé thdng tudng lira co s& dit liéu Ban quyén cho tbi

Yéu cdu thidu 08 Processor hodic dap tng cho tbi thiéu 4 x 32 vCPU
OracleDB va 3 x 12 vCPU MongoDB Enterprise
C6 kha néing trién khai trén nén tdng VMware ESXi

Co ché chay dy phong Hevthong phai dugc trién khai active-standby, hodc active-active
hoidc twong duong

Tinh ning Bao vé cac nén tang Database: MS SQL Server, MySQL, Oracle,

PostgreSQL, IBM Db2, SAP Sybase, Mongo DB

C6 kha nang thu thap dit ligu tir bang kiém toén {ing dung hoc
file (XML, JSON, CSV), chuén héa va luu trit vao vao kho dit
liéu

HS& tro tu dong hoa qua CLI

HO tro ty dong update agent

Ghi lai hoat dong tlr ngudi dung co s dit liéu va img dung, bao
gbdm ngudi ding c6 dic quyén, thay d6i quan trong, stra dbi tai
khoan ngudi dung, thay d6i quyén han va su kién déng
nhép/ding xuft

C6 kha néng danh gia cAu hinh bao mét co sé dit liéu va phat
trién k€ hoach giam thi€u kha thi

Kham pha dit liéu nhay cam

Phét hién truy cép dit liéu trai phép vao dit liéu nhay cam

Theo doi viéc truy cip va sira doi dit liu

C6 kha ning theo d6i thay d6i gié trj truéc/sau (CSDL Oracle,
Microsoft SQL Server ).

Phat hién cac nd luc ddnh cip dit liéu tir co s& dit licu.

Phat hién va ngin chin cac cudc tdn cong SQL injection

Giam sat hoat dong clia ngudi dung cé dic quyen.
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C6 céc bd chinh sach xdy dung sin

C6 thé tu tao cac chinh sich

Cénh béo

C6 thé tao hoic stra dbi canh bao

C6 thé giri canh bio t61 hé thong syslog

C6 thé diéu chinh cip d6 ctia canh béo

Quan ly, bdo céo

H3 tro tich hop v6i hé thong SIEM/Syslog

H3 trg bao céo dinh ky, dinh dang bao céo PDF, Excel hodc
XML hoéc turong duong

Cung cp céc ban bo cdo x4y dung sin

Dich vu kém theo

Cai d3t, ciu hinh hoan chinh hé théng

Yéu cau vé ban quyén

Bén quyén phin mém st dung va cép nhit trong 36 thang

Bao hanh va hé trg k§
thuat

03 ndm

Giai phép Phong chong
thit thoat dir liéu (DLP)

Yéu cau chung

H3 tro da nén tang: Windows, Linux

Tinh nang bao v¢ dit 1iéu

Hb tro ngin chin tinh ning chup man hinh

Hb trg kiém tra cac hanh dong sao chép dit liéu va thyc hién céc
bién phap xir Iy nhur ngan chiin, ghi log khi phét hién cdc hanh vi
vi pham chinh sach

H3 tro kiém tra c4c tac vu in 4n va thuc hién cc bién phap xi Iy
nhu ngiin chin, ghi log khi phat hién cic hanh vi vi pham chinh
sach

Hb tro kiém soét cac kénh ro i dir liéu: trinh duyét, timg dung,

H3 trg bao vé dit lidu truyén qua cac giao thitc mang nhu HTTP,
HTTPS, Web, FTP

HJ trg phan loai tai liéu tu dong

Nhén dang dir liéu va

HS tro miu duoc dinh nghia truée dé nhéan dang dit lidu.

quan ly chinh sach
Quan trj HS3 tro phan quyén ngudi ding quén tri.

H3 tro quén tri trén mot giao dién duy nhat.
Tich hop va béo céo HS trg tich hop véi hé thong SIEM

Hb tro béo co thong tin chi tiét vé viéc truyén dit liéu.

Hb tro xuAt toan bd béo cdo nhat ky dudi dang tép CSV

Ban quyén va dich vu
kém theo

H thdng phan mém bao vé trén 100 thiét bi ddu cudi

Ban quyén st dung va dich vu hd tro k¥ thuét: t6i thiéu 36 thang

Giai phap Phong chdng
ma ddc tép trung

Tinh ning phong chdng
virus cho may chu

Cong nghé chéng ma doc

Bao vé& may chi theo thoi gian thuc, ngén chin mé doc va cac
phan mém nguy hi€m;

Co6ng nghé nhan dang mé dgc theo d4u hiéu (signature);

Cbng nghé quét tdi wu, khong quét lai cac file 3 quét trude do;

Chia sé bd nh¢ dém khi quét;

Tinh nang phong chdng
virus cho may tram

Kiém soat timg dung

Quan ly viéc sir dung Umg dung trén mdy tinh, khéng cho st
dung cac ing dung khdng an toan;

Quan 1y quyén truy cdp cilia tng dung vao dit liéu trén mdy tinh

Kiém soat thi€t bi ngoai vi

Ngan chan thiét bi két néi vao mdy tinh theo cong nghé truyén
dir liéu;
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Kiém soat truy cép web

Bao v& mdy tinh khi truy cép web;

Thiét 1ap cac chinh loc web, chin/cho phép truy cép web.

Cbdng nghé chong ma doc

Bao vé trudc cac mdi de doa dén web, mail;

Phat hién va ngin chiin céc thiét bi két ndi bén ngoai bi nhiém
mai doc.

Cho phép didu khién x6a dit liéu trén thiét bj trong trudng hop
can thiét;

Phan mém két noi hoat dong riéng biét, co chinh sach riéng.

Bao v€ mang

Tuong lira cd nhén;

HB trg tinh ning phat hién cac cudc tin cong mang

Ra quét hru lugng mang 8 dua ra cac canh béo nguy hiém

Bao vé céc thiét bj di
dong

Tinh ning bao mét cho céc thiét bi di dong;

Quén ly tép trung cac thiét bi di dong trén ciing giao dién phan
mém quan ly cac may chil may tram.

Giao dién hd trg

H3 tro giao dién tiéng Anh;

HJ trg giao dién tiéng Viét.

Tinh n&ng ning cao

Kha néng phéat hién va
phan tng su co6 (EDR)

Yéu cau vé kién trac

H0 trg quan Iy théng qua giao dién web

Yéu cau vé tinh ning
phan hoi

Cung cép kha ning cb 1ap dlem cudi v6i phan con lai cia mang
trong truong hop xay ra su c¢b an ninh, nhung van duy tri két ndi
quan ly v6i may chu quan tri

Yéu ciu vé céc thanh
phan duoc bdo vé

Hé diéu hanh duoc hd tro

H3 tro cac hé didu hanh méy chi: Windows Server 2012R2,
2016, 2019, 2022;

H3 tro cac hé diéu hanh may tram: Windows 7SP1, Windows 8,
Windows 10, Windows 11;

HJ tro hé diéu hanh Linux, Mac;

Hé diéu hanh mobile (Android, i0S)

Yéu cau vé tinh ning
quan tri tap trung

Phan mém quan tri

Quan tri, glam sat va bao céo tap trung tir cOng cu quan tri, cung
cap thong tin tbng quan va céc s6 liéu théng ké trang thai bao vé
ctia hé thdng;

H3 tro trién khai may chil quan tri theo ché db cluster hodc
failover cluster, dam bao tinh san sang cao cho méy chu;

Cho phép cai dit, g& bd phin mém diét virus tir xa;

Theo ddi kiém soét cc 156 hong bao mét.

B4o cdo tinh trang hoat
dong

B4o c4o tinh trang 1iy nhiém virus trong hé théng;

Cho phép tuy chinh céc bdo céo;

Pit lich tu ddng glri bao cdo vao email cho nguoi quan tri;

Cho phép trich xuét, luu trit cic bdo céo.

Bén quyén va dich vu
kém theo

Ban quyén cho 200 thiét bi

Ban quyén sir dung, dich vy hd tro k¥ thuat: t6i thiéu 36 thang

10

Giai phép Quan ly truy
cép 16p mang (NAC)

Yéu cau chung

Giéi phép cung cép co ché kiém soat & giam sat hoat dong
chung clia mang
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Giai phéap c6 thé trién khai véi co ché out of band

Kha nang trién khai

Giai phap hd tro trién khai kiém soat truy cdp mang ma khong
yéu cau thay d6i vé cau hinh ha tang switch ket ndi thict bi dau
cu6i hién tai

Tinh néng giai phap

HO trog kha nang thu thap thong tin thiét bi dau cudi theo cac
phuong thitc sau:

- Profiling

- SNMP

Kiém sodt truy cap sir dung Access Control List

Cung c,a‘.p co ché dé quéan 1y va cAp quyén truy cép an toan cho
cac thiét bi khach

Haé théng c6 kha nang kiém tra va danh gi4 tuan thu thiét bi dau
cudi bao gom: phan mém chong vi-rut/ phan mém chong ma
déc/gian di€p, ban va

H& théng phai ¢6 giao dién quan tri

HS trg co ché thong bdo qua SMS va email

Ban quyén va dich vu
kém theo

Ban quyén: 100.

Bén quyén sir dung, dich vu hd trg k¥ thujt: t0i thiéu 36 thang

1 Giai phap quan ly tai

khoan dic quyén (PAM)

Tinh ning giai phap Trién khai dugc trén moi truong 40 héa hodic mdy chu vét Iy
Tao nhém ngudi ding va phan quyén cho timg nhém (role-based
access)

M3 héa mét khau theo chuin AES-256
Tu dong thay dbi mét khiu dinh ky
H5 trg cac hinh thic ding nhap: RDP, SSH, Web portal
Cé san chirc ning dap tmg viéc quan 1y phién két ndi ca & ché 4o
real-time (xem truc tiép phién truy cip)
Ngét phién truy cap hoac khéa tai khoan ngudi ding khi can
thiét
Tich hop hé thong gidm sit an ninh (SIEM)
Xac thuc qua AD/LDAP, RADIUS
Dual Control — kiém soéat truy cép hai l1ép
C6 ho tro Single Sign-On (SSO)
Ban quyén va dich vy Ban quyén cho 10 user & Dich vu hd trg k¥ thuét: t61 thiéu 36
keém theo thang
12 Giai phap tuong lira ung

dung (WAF)

Yéu cdu vé phan cing

Kiéu dang Rackmount

Giao dién két n6i

> 2 cbng Gigabit Ethernet Ports

Giao dién két noi

> 8 cong 10Gigabit Ports (SFP+) kém theo 4 module quang 10
GbE SR

Cbng Console > 1 cong
Memory (RAM Size) > 32GB

O cimg luu trit > 240GB
Hiéu ning thiét b

Thong luong 1.4 > 30 Gbps
Thong luong L7 > 30 Gbps
SSL TPS (RSA 2K) > 25000
Concum.ent Layer 4 > 1.000.000
Connections
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Concurrent Layer 7

. > 240.000
Connections
Tinh ning hd trg nén dit liéu giao thice HTTP/HTTPS
H5 tro IPv4 va IPv6
Thiét bi hd trg SSL/TLS Offloading (hodc SSL Termination)
HA Active/Passive hodc Active/Active

Nguon dién

2 ngudn AC

Thuét to4n can bing tai

Hb trg Round robin, Weighted round robin, Least connections
hodc turong duong

Tinh nang tudng lra img
dung web

+ Giai phap ngan chin dugc céc tAn cong (mg dung phd bién -
OWASP Top 10

+ Bao mit API

+ Giam thiéu mbi de doa theo thoi gian thuc

+ C6 chirc nang tyr dong phat hién va ngin chén céac hinh thirc
tan cong do tim mét khau(brute-force, credential stuffing) cac
trang ding nhdp cla ung dung

+ Bao vé nang cao chdng bot

+ Thiét bi c6 chitrc ning kiém tra, bao vé, phét hién va ngén chin
céc hinh thirc tan cong Cookie

Quan tri & Tich hop

Giao dién quan tri GUI + CLI

Béo cédo thoi gian thuc, log

HO tro tich hop tinh ning SNMP

+ X4c thuc: SAML, LDAP, RADIUS hodc tuong duong

Yéu cu vé ban quyén va
bao hanh, ho trg k¥ thuat

Thiét bi c6 day du ban quyén sir dung céc tinh nng bao mét
néng cao: Anti Malware, tinh nang bao mét img dung Web, tinh
ning dinh danh IP (v6i co so dit liu chéng tAn cong tai thoi
diém tai thoi diém con ban quyén)

Bao hanh va hd tro k¥ thuat: 03 nam

May chu vat ly phuc vu éo

13 |hoa trién khai céc giai

phap ATTT

Kiéu déng Rackmount

S6 lugng CPU >02

Loai CPU Téi thiéu tir 5th Generation Intel® Xeon® Scalable Processors
+ S6 luong Core trén 1 CPU > 12

Chi s6 trén mdi CPU + Téc @6 > 2,4 GHz
+ B6 nhd ¢ém L3 > 30MB

Tdng dung luong RAM _ [c6 sin > 256GB

Y lugng O1 thanh 1y x> 35GB

S6 khe cim RAM > 16 slots

Tinh ning RAM ECC hodc Advanced ECC

Card NIC 10 GbE

- S6 luong > 01

- Sb lugng Port trén Card > 02

- T6c d6 trén mbi Port: > 10 Gbps Optical

- M&i port c6 s&n module quang SR > 10 Gbps dugc cung cap
bdi chinh hing san xuit may chi

Card NIC 1 GbE

- C6 sin sb luong Port RJ45 1GE > 02

- C6 sin tinh ning boot PXE
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Card HBA

- 86 lugng > 01

- Loai card: Dual Port Fibre Channel (FC) Adapters

- Form Factor/Chudn: PCI Express

- Toc d6 cong > 32 Gbps Fibre Channel

- M@i port c6 san SFP 32 Gbps di kém

Luu triv

- S6 lugng 6 cimg > 02

- Loai 6: SSD

- D) bén: 1 DWPD

- Dung lugng trén 1 6> 480 GB

Card RAID

- Dung lugng Cache > 8 GB

-C6sanRAIDO, 1, 5

Hé diéu hanh hd tro:

Cho phép cai dat tat ca cac hé diéu hanh, phin mém sau:

- Windows Server phién ban 2019 ho#éc méi hon.

- Ubuntu phién ban 20 ho#ic mdi hon

- Red Hat Enterprise Linux/Oracle Linux phién ban 8.6 hodc méi

hon

- Vmware ESXi/vSphere phién ban 7.0U3 hodc méi hon.

Quan trj

- Port management > 01 port RJ45 out of band

- C6 s&n license: h trg ddy da tinh ning quan tri ndng cao bao
gom:

+ Virtual Console (KVM-over-IP)

+ Virtual Media

+ Quan Iy Ngudn (Bat/Tat/Reset)

+ Cép nhat Firmware

+ Canh bao (Email, SNMP)

+ Silicon Root of Trust

+ Tich hop xac thue v6i dich vu thu muc (Active Directory /
LDAP)

+ Tu dong héa & Gidm sat qua API

- C6 san license phdn mém quén tri tap trung chinh hang hd tro
cac tinh ning gém:

+ Giao dién quan tri tip trung HTMLS5

+ Cho phép quan 1y mot-nhiéu may chii cing héng san xudt

+ Gidm sat va tong hop trang thai thiét bj may chi, canh bao
(Alerts) d6i v6i may chu tir tat ca cac thiét bi v& mot noi.

+ Quan ly dya trén mau (Template) dé dinh nghia va ép dung
ciu hinh cho may chi.

+ Hb trg API

Ngudn

- Du phong 1+1

- 200-240 VAC

Cim néng hoic thay thé
noéng

Cho phép cam néng (hotplug) hogic thay thé néng (hotswap)
ngudn, 6 cling

Bao méat

- Hé thdng sir dung TLS t6i thleu tir phién ban 1.2 néu quan tri
qua giao dién web; SSH 2.0 néu quan tri qua CLL

- Tatca céc tai khoan quan tri thiét bi phai dugc xac thyc, dong
thoi cac yéu tb sir dung dé x4c thuc phai thay ddi dugc.

- H3 tro x4c thuc hai yéu t6 (2FA/TFA) qua RSA hodc
Smartcard

- C6 sin Trusted Platform Module 2.0

- H3 trg kiém tra tinh toan ven cia phén cing: Secured
Component Verification hodc Trusted Supply Chain

Phuy kién

Pay da quat lam mét, mount kit 18p vao th rack
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BaoA hanh va ho trg k¥ 03 nim

thudt

Phén mém 4o héa may

chit (Cho 2 May chu vét

14 |, 21y

ly phuc vu 4o héa trién

khai céc giai phap ATTT)

Phan mém dép tmg cac  |HO tro cai dit trén cac may chu vat ly dat chuén 40 hoa (x86_64)

yéu ciu voi CPU Intel hodc AMD.
C6 tinh ning di chuyén néng cho phép di chuyén mdy 2o gitta
cac may chu vét Iy ma khéng gian doan dich vu.
Cé tinh ning High Availability (HA): trong trieong hop may chu
vat Iy gip su cb, cdc mdy 4o trén may chi d6 dugc tyr dong khoi
dong lai trén cac may chu con hoat dong trong cum.
C6 tinh nang Fault Tolerance (FT) hodc co ché tuong duong
gitup dam bdo hoat dong lién tyc cho céc mdy 4o quan trong.
C6 kha nang di trii may 4o giira cdc may chu khong cung thé hé
CPU
HS tro di tra may 4o giita cdc may chii cé gin GPU NVIDIA
Cé tinh ning tr ddng cin bing tai tai nguyén CPU, RAM giita
cac mdy chu vét ly trong cting cum 4o hoa.
Cé tinh nang dé quan 1y vong doi phan mém 4o hoa, tw dong cép
nhat va va 16i.
C6 giao dién quan tri tdp trung cho phép cau hinh, gidm sét, sao
lwu va quan 1y tit ca cic mdy chi vét 1y va mdy do.
H3 trg xay dung template (mdy chii mAu) dé trién khai nhanh cac
may 4o mdi.
C6 kha nang sao luu va phuc hdi may 4o thong qua co ché
snapshot hodc cong cu backup tich hop
Ban quyén phan mém ao héa va hd trg ki thuat cho 48 CPU core
trong 3 ndm

Baci hanh va ho tro ky 3 nam

thuét

15 Bén quyén hé diéu hanh

may chu

Yéu cAu License Windows Server Standard phién ban méi nhit cho 2
may chu. M6i may chu gom 24 CPU core.

Ba(i hanh va ho trg ky 3 ndm

thuét

1.2. Yéu cdu vé dich vu “Lip diit thiét bj; cai djt; kiém tra, hi¢u chinh thiét bi; tich hop
hé théng va dao tao hwong din sit dung”
Lap dit thiét bi; cai dat; kiém tra, hiéu chinh thiét bi; tich hop hé théng va dao tao huéng
dan sir dung cia toan by hang hoéa thudc pham vi cung cip ctia YCCG theo dung cac quy
dinh cia Thong tu sb 16/2024/TT-BTTTT ngay 30/12/2024 cia B Thong tin va Truyén
thong quy dinh vé cong tac trién khai, gidm sét cong tac trién khai va nghiém thu dy 4n
dau tu img dung cong nghé théng tin sir dung nguén vbn ngan sach nha nuéc va cdc vin
ban phap Iy lién quan; Tiéu chén k¥ thuat hién hanh va hd so thiét ké dugc phé duyét, yéu
clu ctia YCCG
1.3. Yéu cdu vé dich vu “Pao tao hwong din sit dung”
Hoat dong dao tao nhim trang bi cho doi ngii can bd k¥ thuat cta don vi st dung nhing
k¥ nang can thiét dé co thé ddc 1ap quan 1y, van hanh, gidm sat va bao mat toan b) ha ting
cong nghé thong tin sau khi thuc hién nhiém vu.
Muc tiéu chinh:
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Pam bao don vi quéan ly, van hanh cia Pon vi st dung co6 thé 1am chi hoan toan céc hé
théng 15i tai Trung tim dit liéu VKSNDTC, tir may chd, luu trit dén cac giai phap an toan,
an ninh mang phirc tap.
Khéa dao tao: Quan trj hé théng chuyén sau
Déi tuong: Poi ngii can b quan trj hé théng nong cbt ctia Pon vi sir dung (du kién 15-20
hoc vién).
Thoi lugng: 05 ngay (40 gid), dao tao tap trung, truc tiép tai tru s& clia Don vi sir dung.
N&i dung: Chuong trinh dao tao chuyén séu, tép trung vao thyc hanh (hands-on), bao quat
toan bo kién triic, ciu hinh ning cao, t8i vu hoa hiéu ning va xir Iy su c6 chuyén sdu cho
tét ca cac hé théng trung tAm, bao gdm:
= Ha ting mdy chu va do hoa: Quan tri cum may chu vat ly, nén tang 4o héa (vi du: VMware
vSphere), ciu hinh tinh s&n sang cao (HA), phén b tai nguyén dong (DRS), va c4c ky thuat
quan ly, giam sat tai nguyén hiéu qua.
» Ha tang luu trir: Quén tri hé thong Iuru trit SAN (céu hinh Fibre Channel zoning, cAp phat
LUN, quan ly hiéu ndng) va hé thdng Object Storage (quéan ly bucket, chinh sach truy cap,
vong doi dir li¢u).
» Ha ting an toan, an ninh mang: Céu hinh, van hanh va xir ly su ¢b chi tiét cho céc giai
phép chuyén dung nhur Tudng lta Co s¢ dit liéu (Database Firewall), Phong chdng thét
thodt dir liéu (DLP), Quan ly tai khoan dic quyén (PAM), Tudng Itra ing dung web (WAF),
va Quan ly truy clp mang (NAC)
Yéu cau vé giang vién va méi trrong dao tao
Giang vién: Phai la chuyén gia c6 chimg chi cia hdng san xuét phit hop véi céc ndi dung
giang day.
MO6i truong thuc hanh: DVCC phai cung cap m6t hé théng thuc hanh (lab) day du chic
ning, cho phép hoc vién thuc hanh truc t1ep cac ndi dung da hoc.
Tai liéu: Toan bo tai liéu dao tao (bai giang, tai ligu thuc hanh, tai liéu tham khao) phai
dugc cung clp dudi dang ban cimg (4p dung dbi véi hinh thirc dao tao truc tiép) va ban
mém, dugc bién soan bang tiéng Viét, rd rang, dé hiéu.
Hau cin: Dbi véi 16p ddo tao tép trung (Khéa dao tgo: Quan tri hé thng chuyén sau),
DVCC chiu trach nhiém toan bd cdng tac hiu can, bao gdm phong hoc dat tiéu chuén, may
chiéu, hé théng 4m thanh, va teabreak giita gio.
Chi phi dao tao, huéng din st dung da dugc tinh toan tron goi trong chi phi trang thiét b
tirng phan cia YCCG.
Yéu ciu vé Chuyén giao tai li€u ky thuit
Sau khi hoan thanh trién khai, PVCC phai xay dung va ban giao cho don vi st dung mot
bd tai 1iéu hé théng hoan chinh, chi tiét, dugc sap xép khoa hoc va bién soan bang tiéng
Viét. Dy la tai san tri thirc quan trong, 13 co s& dé ddi ngii clia Don vi st dung quan ly va
phat trién hé thdng trong trong lai. B9 tai liéu bét budc phai bao gom
Ho so hoan cong: Phién ban cép nhat cudi cling cua tai liéu thiét ké, phan 4nh chinh x4c
100% céu hinh hé thong da duoc trién khai thuc té (cung cAp ca ban cing va ban mém).
So dd hé thong chi tiét:
= So db vat Iy: M6 ta chi tiét cach lap dit thiét bi trong tu rack, so d6 di day, danh
d4u nhan cép.
" So db logic: Mb ta kién tric mang, phin chia VLAN, so dod dia chi IP, luong dir liéu, két
ndi giira cac thanh phan hé théng. So dd phai chi tiét dén tumg cdng két nbi (port-level).
« Tai liéu Huéng dan quan tri va van hanh: Tai li¢u chi tiét cho tirng hé thong con (4o hoéa,
luru trit, bao mat), huéng din cic thao tic quan tri, c4u hinh, gidm sat.

* Quy trinh vén hanh chuén (Standard Operating Procedures - SOPs): Céc tai li¢u hudng
dan timg budc (step-by-step) cho céc tac vu vén hanh thudng xuyén va quan trong nhu:

15
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quy trinh sao luu va phuc hdi dit liéu, quy trinh tao may 4o mdi, quy trinh cép phat tai
khoan quén tri, quy trinh cép nhat ban va.

= Sb tay xir Iy Su cb (Troubleshooting Guide): Tai liéu tong hop céc su c¢b thuong gip,
nguyén nhén c6 thé xdy ra va cac budc xir ly tuong (ng dé gitip ddi ngii van hanh nhanh
chong khic phyc cac van d& phd bién.

1.4. Cdc yéu ciu khdc
Hang hoa chao gia phai bao gbm day da chi phi lép dit, d4u ndi, cAu hinh thiét bi ddm bao

hé théng van hanh theo diing yéu cau clia Bén mua, don vi str dung.
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1.6. Kiém tra va thir nghiém
Céc kiém tra va thir nghiém cAn tién hanh gbm co:

- Céc hang hoa phai dugc van hanh thir trude khi dua vao st dung theo hudng dan cua

Thong tu s 16/2024/TT-BTTTT.

- B4o c40 kiém tra va thir nghiém ctia DPVCC phai dugc co quan c6 thdm quyén ctia Pon

vi st dung ky duyét.

- Bén mua c6 quyén tién hanh céc kiém tra bd sung. Néu c6 két qua khong dang theo
YCCG thi chi phi kiém tra bb sung PVCC phii chiu, cling nhu moi chi phi sira chita cho
t&i khi hoan chinh.

I1L Pia diém va thoi gian thie hién

Don vi cung cip phai ¢6 cam két tudn thi hodc d& xuét tién d6 thyuc hién dap g yéu ciu

nhu sau:

- Thoi gian thyc hién:
e Thoi gian giao hang hoéa: Téi da 70 ngay ké tir ngiy hop dong ¢6 higu luc;

e Thoi gian hoan thanh trién khai dich vu: Téi da 100 ngay ké tir ngay hop ddng c6

hiéu luc

Dia diém trién khai: Vién KSND t6i cao

IV. Yéu cau vé nhén sw chi chot

STT

Vi tri
cong viéc

Sé
lwong

Kinh nghiém
trong cac cong
viéc twong tw
(tbi thiéu__ nim)

Trinh d§ chuyén mon
(trinh d§ t6i thidu_ )

Quan tri dy
an

01

Téi thiu 3 nam
hozc 1 Hop dong

- C6 bang dai hoc trd 1én chuyén nganh
Cong nghé thong tin hodc Dién tr vién
thong hodc Tin hoc. (CNTT bao gbm
cac nganh dung dao tao v& CNTT va cac
nganh g?m dao tao v& CNTT thudc Hé
théng nganh nghé dao tao M4y tinh va
cong nghé thong tin theo quy dinh tai
Didu 2 Thong tu s6 08/2022/TT-BTTTT
ngdy 30/6/2022 ciia B Thong tin va
Truyén théng);

D4 tham gia t6i thiéu 01 hop dong véi
vai trd Gidm dbc du an/ quan 1y du 4n/
quan tri hop ddng/ céc vai trd trong
dwong vé viéc cung cAp, lap dat thiét bi
cong ngh¢ thong tin
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STT| Vitri S6 Kinh nghiém Trinh d§ chuyén mon
cong viéc | lrgng | trong cic cong (trinh d¢ tbi thiéu_ )
vi€c twrong tw
(tbi thiéu__niim)
L C6 bang dai hoc tré 1én chuyén nganh
Cong nghé thong tin hodc Dién tir vién
théng hodc Tin hoc. (CNTT bao gém
cac nganh ding dao tao vé CNTT va céc
Nhén su k§ nganh gé‘m dao tao vé CNTT thudc Hé
thuat chu théng nganh nghé dao tao Méy tinh va
chot trien R A A et . :
khai hé cong nghé thong tl}’l theo quy dinh tai
2 théng may | (1 Téi thidu 3 nim Diéu 2 Thong tu s6 08/2022/TT-BTTTT
chu, luu trix hodc 1 hop dong gy 30/6/2022 ciia B$ Thong tin va
dit li€u, an Truyén thong);
toan thong
i L D3 tham gia tdi thiéu 01 hop ddng vai
trd Cén bd trién khai/Can b ky thuat/
cac vai trd twong dwong vé viée trién
khai hé théng may chu, luu trit dit liéu,
an toan thong tin

Ghi chii: DVCC khai theo biéu mdu sé 05a, 05b.

V. Yéu ciu vé niing lirc kinh nghi¢m

Ccy®u | railigu
Cic tiéu chi ning Irc va kinh nghi¢m ciu cin N
~ ... |canndp
tuan tha
86 MG ta Yéu ciu
TT
Tur ngdy 01 thang 01 nam 20220 dén
Lich sit khong thoi d{em Elet ha’n ndp h? so chao gia, Phai théa .
1 | hoan thanh h don vi khong c6 hop dong cung cap min véu Mau sd
i % | hang hoa, EPC, EP, PC, chia khéa o za 02
& trao tay khoéng hoan thanh do 13i cua Y
don vi cung cdp (BVCC) @,
Thy hi¢ e & . Cé tai
o 0 | 5 thuc hién nghia vu ké khai thué, | Phaithéa | e
nghia vu ké| |, Lo e, N £ A liéu
2 ) . |noOp thué ciia ndm tai chinh gan nhat | man yéu .
khai thué, nop s0 v6i thoi diém ndp hd so chao gid ciu na chung
thué °P gid- Y minh
3 | Néang luc tai chinh
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Cic tiéu chi ning lyc va kinh nghiém

Cacyéu
cau can
tuan thi

Tai liéu
can ndp

TT

Mo ta

Yéu cau

3.1

Két qua hoat
ddng tai chinh

Don vi ké khai sd lidu tai chinh theo
b4o cdo tai chinh tir ndm 2022 dén
nim 2024 d cung cdp thong tin
chirng minh tinh hinh tai chinh lanh
manh cua don vi

Gia tri tai san rong ctia don vi trong
nam tai chinh gin nhét so véi thoi
diém chao gia phai duong (Gid tri tai
san rong = Tong tai san — Téng no).

Phai thoa
mén yéu
cau nay

Ma3u sb
03

3.2

Doanh thu binh
quén hang nim
(khong bao
gbm thué
GTGT)

Doanh thu binh quin hang ndm
(khong bao gdm thué VAT) t6i thiéu
trong vong 03 nam trd lai ddy (tinh tix
ngay 01 thang 01 nam 2022) (Nam
2022, 2023, 2024) 1a 75.000.000.000
ddng.

Phai thoa
mén yéu
cau nay

M3iu sb
03

Hop dong
tuwong ty do don
vi chao gia thuc
hién

Pon vi d3 hoan thanh t6i thiéu mot
hop ddng twong trr véi tu cich 1a
DVCC chinh (ddc 14p hodc thanh
vién lién danh) hoic DVCC phy
trong khoang thoi gian ké tir ngay 01
thang 01 nam 2022 dén thoi diém
ndp hd so chio gia.

Trong d6 hop ddng tuong ty 13 hop
dong:

- C6 tinh chét tvong tu: Hop dong c6
hang muc cung cdp hang héa thudc
cung linh vuc, ching loai: Cung chp
ha tAng, thiét bi CNTT

- P4 hoan thanh, ¢c6 quy md (gia tri)
t4i thidu: 25.000.000.000 déng.

Phai thoa
man yéu
cau nay

Mau sb
04

Kha ning bao
hanh, bao tri,
duy tu, bdo
dudng, stra
chita, cung cép
phu tung thay
thé hoic cung

Pon vi cung cdp phai chimg minh
kha nang thuc hién nghia vu béo
hanh, cung cdp phu ting thay thé
hodc cung cdp céc dich vu sau ban
hang bang mdt trong cic cich sau
day:

- Pon vi cung cap cam két co ning

Phai thoa
mén yéu
cau nay

Cam két
cla
bVCC
hodc
hop
ddng

21




Cic tiéu chi ning lwe va kinh nghiém

Cac yéu
cau can
tuan thia

Tai liéu
can nfp

M5 ta Yéu ciu
TT

cép cac dich vu | luc tu thuc hién cic nghia vy bao
sau ban hang | hanh, bao tri hodc cung cp cac dich
khac vu sau ban hang theo yéu ciu cia
Yéu cau chio gid.

- Don vi cung cip ky hop ddng
nguyén tic véi don vi c6 dt kha ning
thuc hién nghia vu bao hanh, bao tri
hodc theo yéu ciu clia Yéu céu chao
gia.

nguyén
tac

Ghi chii:
(). Thoi gian yéu cdu tir 01/01/2022 dén thoi diém chao gid.

(2) Hop dong khong hoan thanh do 16i ciia don vi cung cdp (PVCC) bao gom:

- Hop dong bi Bén A két lugn PVCC khong hoan thanh va PVCC khéng phdn doi
- Hop dong bi Bén A két lugn DVCC khong hoan thanh, khong dugc DVCC chdp thudn nhung

da duwgc Trong tai hodc Toa dn két ludn theo huong bat lgi cho DVCC

Cdc hop dong khéng hoan thanh khdng bao gom cdc hop dong ma quyét dinh cia Chil ddu tw da
bi bdc bo béng co ché gidi quyet tranh chap Viéc xdc dinh hop dong khong hoan thanh phdi dya
trén tat cd nhitng thong tin vé tranh chdp hodc kién tung duoc gidi quyet theo quy dinh cia co ché
gidi quyét tranh chdp cia hop dong tuong tng va khi ma BVCC da hét tat cd cdc co hji co thé
khiéu nai. Doi véi cdc hop dong chém tién d@6 do 16i ciia DVCC nhung vén hoan thanh hop dong

thi khéng duoc coi la hop dong khong hoan thanh.
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Miu sb 02

HOP DPONG KHONG HOAN THANH TRONG QUA KHU

Tén don vi:
Ngay:

O Khoéng co ho‘p’déng ndo d4 ky nhung khong hoan thanh ké tir ngay 01 thang 01 niim|
2022 dén thoi di€m chao gia.
0 Co hop §6ng da ky nhung khong hoan thanh tinh tir ngay 01 thang 01 ndm 2022
dén thoi diem chao gia.

Phan viéc

Tbng gia tri hop df)pg (gia

. hgp df")ng s A tri hién tai, don vi tién t¢, ty
Nam khong hoan M ta hop dong gi4 héi dodi, gia trj trong
thanh duong bang VND)

Mo ta hop dong:

Tén Chu dau tu:

Pia chi:

Nguyén nhén khoéng hoan

thanh hop dong:

Ghi chu:

Don vi chao gia phai ké khai chinh xéc, trung thyc cac hgp déng khong hoan thanh
trong qué khir; néu Bén moi chao gid phat hién bét ctr don vi chao gid ndo c6 hop dong
khong hoan thanh trong quéa khir ma khong ké khai thi dugc coi 1a hanh vi “gian 1an”
va Hb so chio gia s& bj loai.

DAI DIEN HOP PHAP CUA CONG TY
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MAiu s6 03
TINH HINH TAI CHINH CUA PON VI

Tén don vi:
Ngay:

Nam tai chinh ciia dom vi tir ngdy __ thing __ dén
ngay ___ thang

R 3e2n xe , ~ - A A
So liu tai chinh trong cic nim gan nhat

Nam 1: Nam 2: Nam 3:

ToOng tai san

Tbng ng

Gié tri tai san rong

Doa}nh thu hang nam (khong bao gém
thué VAT)

Doanh thu binh quén hing niim (khong
bao gom thue VAT)y)

Loi nhuén trude thué

Loi nhuén sau thué

DAI DIEN HGP PHAP CUA CONG TY

Ghi chu:

(1) Bé xéc dinh doanh thu binh quén hing nim (khong bao gom thué VAT), Bon vi
chao gia chia téng doanh thu cua cac ndm (khong bao gom thué VAT) cho s6 nim dya
trén thong tin da duoc cung cap.

Doanh thu héng ndm dugc tinh bing téng doanh thu trong béo c4o tai chinh ctia nim
d6 (chua bao gom thué VAT).
Doanh thu binh quﬁn’hz"mg ndm (khong bao gbm thué VAT) = téng doanh thu timg nim
(khong bao gom thué VAT) theo yéu cau cua YCCG.
Trudng hgp Don vi chao gia méi thanh 1ap khong du s6 ndm theo yéu ciu ciia YCCG
thi Doanh thu binh quén hang nim (khong bao gbm thué VAT) dugc tinh trén co s& sb
nam ma Pon vi chao gia c6 so li€u tai chinh.

o Don vi chao gia ké khai tinh hinh tai chinh ctia don vi theo méu s6 03, chua can
gri kém tai liéu ching minh. Trudng hgp dugc moi vao thuong thao Pon vi chao gia

phai chuin bi sin _sang céc tai liéu dé dbi chiéu véi thong tin Pon vi chao gié ké khai
trong HSCG va dé Bén moi chao gia luu tri¥; céc tai liéu Pon vi chao gié phai chuén bi

nhu sau:

Ban sao cac bao cdo tai chinh (bang can do6i ké toan bao gom tat ca thuyet minh c6 lién
quan, va cac bao cdo két qua kinh doanh) cho cic ndm nhu di néu trén, tuin tha cac
di€u kién sau:

27



1. Phan 4nh tinh hinh tai chinh ctia Pon vi chao gid hodc thanh vién lién danh (néu la
lién danh) ma khong phai tinh hinh tai chinh cia mgt chu thé lién két nhu cong ty me
lién két v6i cong ty con hoic cong ty lién két voi Pon vi chao gi hodc thanh vién lién

danh.
2. Céc béo cdo tai chinh phai hoan chinh, ddy da ndi dung theo quy dinh.

3. Cac bao cao tai chinh phai tuong ting véi céc ky ké toan d hoan thanh kém theo ban
chup dugc ching thuc mét trong céac tai liéu sau déy:

- Bién ban kiém tra quyét toan thué;

- T& khai ty quyét toan thue (thué gia tri gia tang va thué thu nhap doanh nghiép) c6
xé4c nhén cta co quan thué vé thoi diém ¢4 nop to khai;

- Tai liéu chimg minh viéc Pon vi chao gia da ké khai quyét toan thué dién tir;

- Vin ban xac nhan cia co quan quéan ly thué (xdc nhén sb6 ndp ca ndm) vE vigc thuc
hién nghia vu ndp thué;

- Bé4o cao kiém toan (néu co);

- Céc tai liéu khac

28



MAu sb 04

HOP DPONG TUONG TU DO PON VI THUC HIEN
., ngay thang nam
Téndonvi: __ [ghi tén ddy @i cia don vi]

Théng tin v& timg hop ddng, mdi hop ddng cin bao dam cic thong tin sau day:

gggg vi 56 fgp [ghi tén ddy @i ctia hop dong, s6 ky hiéu]
Ngay ky hop dong [ghi ngay, thdng, ndm]
Ngay hoan thanh [ghi ngay, thdng, nam]
. A [ghi t6ng gid hop dong bdng sé tién va dong Tuong
Gid hop dong tién dé ky] duong _ VND
N [ghi phan tram gid tri Tuong duong
Trong trudng hop [g;hz t?m ta.tA phan hop dong dam nhdin VND
‘ X .~ | phdn cong viéc
la thanh vién | ., . trong tong gid hop dong,
n dam nhdn trong
trong lién danh o 56 tién va dong tién dd
lién danh] .
k]
Tén du 4n: [ehi tén ddy @i ciia du én cd hop dong dang ké khai]
Tén Chu diu tu: [ghi tén ddy dii ctia chi déu tu trong hop dong dang ké khai]
Dia chi: [ghi ddy @i dia chi hién tai ciia chi dau tu]
Dbién thoai/fax: [ghi 56 dién thoai, 6 fax ké ca md quéc gia, md ving, dia chi e-
E-mail: mail]
MO ta tinh chét trong tu theo quy dinh tai Muc 2 Chuong II

1. Loai hang héa [ghi théng tin trong hop dong]
2. V& gia tri hop [ghi gid tri hop dong thuc 16 da thu hién cdn cik theo gid tri
dong da thuc hién nghiém thu, thanh Iy hop dong]
i: y ¢ quy md thye [ghi thong tin theo hop dong]

ién
liilégac diie, finh [ghi cdc thong tin khdc (néu cd)]

e Don vi chao gia ké khai hop ddng tuong tu do don vi thyc hién theo mau s6 04,
chua cn giri kém tai liéu  chimg minh. Trudng hop dugc mdi vao thuong thdo Don vi
chio gia phai chuin bi sin cac vin ban, tai liéu lién quan dén cdc hop ddng d6 (x4c
nhan ctia Chi du tu v& hop déng di hoan thanh theo cac ndi dung lién quan trong bang
trén...) dé dbi chiéu véi théng tin Pon vi chao gia ké khai trong HSCG va dé Bén moi

chao gia luu trir.

DAI DIEN HOP PHAP CUA CONG TY
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Maiu sé 05a

BANG PE XUAT NHAN SU CHU CHOT

STT Ho va Tén Vi tri cong viéc
1 [Théng tin vé Iy lich, kinh nghiém | [ghi cu thé vi tri cong viéc dam
chuyén mén ciia nhdn su trong HSCG | nhdn trong goi thau]
]
2

..... Ngay  thang ndm 2025

DAI DIEN HGOP PHAP CUA CONG TY
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Miu s6 06

BANG TUYEN BO PAP UNG YEU CAU KY THUAT

Kinh gti: Ban Kinh doanh Giai phap CNTT — Chi nhanh Cong ty Cong nghé
thong tin VNPT

Sau khi xem xét hd so yéu ciu chao gia cia Quy Ban, chung t6i, Cong ty....tuyén )

dap (tng yéu cau k¥ thuat vé viéc “Cung cép trang thiét bi cong nghé thong tin nganh
Kiém sit nhan dan dam bao két ndi theo P& 4n 06 ciia Chinh phil nim 2025” nhu sau:

1. Yéu céu vé k¥ thuat
1.1. Yéu cau ky thudt chung: Cam két

1.2.  Yéu cu k¥ thuét chi tiét
Tuyén bd
dap ing ]
s | Chungloai | yo 2y v& dic tinh k§ thudt | s o i i Bon ¥ Dan chimg
T | hamshéa, | L veu chu t5i thidu khac | SO vong Ponvitinh chiogia | tai licu
dich vu ghi rd dap tham chiéu
ung/khong
dap ing)
May chu vat
1 |ly phuc vu éo 7 Bo
hoa
Kjéu déng Rackmount
SO lugng
CPU >02
Tbi thiéu tir Sth Generation
Loai CPU Intel® Xeon® Scalable
Processors
+ 86 luong Core trén 1 CPU >
Chisb trén (32
mbi CPU + Téc @6 > 2,5 GHz
, + B nhé dém L3 > 60MB
| E’;fﬁgm ¢6 skn > 384GB
Dung luong
01 thanh hé trg > 32GB
LYy -
me cam 1> 39 slots
Ellthnang ECC ho#c Advanced ECC
- 86 lrong > 01
Card NIC 10 |- S6 lugng Port trén Card > 02
GbE - Téc d trén mdi Port: > 10
Gbps Optical
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- M&i port ¢6 sin module quang
SR > 10 Gbps dugc cung cp
béi chinh hing san xuét may
chu

Card NIC 1
GbE

- C6 sén sb lugng Port RJ45
1GE > 02

- C6 sin tinh niing boot PXE

Card HBA

- S6 lugng > 01

- Loai card: Dual Port Fibre
Channel (FC) Adapters

- Form Factor/Chuan: PCI
Express

- Toc d6 cong > 32 Gbps Fibre
Channel

- M&i port c6 sin SFP 32 Gbps
di kém

Luu trix

- S6 lugng 6 cimg > 02

- Loai 6: SSD

- D bén: 1 DWPD

- Dung luong trén 1 6> 480 GB

Card RAID

- Dung lugng Cache > 8 GB

-C6sdanRAIDO, 1,5

Hg¢ diéu hanh
ho tro:

Cho phép cai dat tat ca cac hé
diéu hanh, phan mém sau:

- Windows Server phién ban
2019 hodc méi hon.

- Ubuntu phién ban 20 hodc méi
hon

- Red Hat Enterprise
Linux/Oracle Linux phién ban
8.6 hodc méi hon

- Vmware ESXi/vSphere phién
ban 7.0U3 hodc méi hon.

Quan tri

- Port management > 01 port
RJ45 out of band

- C6 sin license: hd trg day du
tinh ning quan tri ndng cao bao
gbm:

+ Virtual Console (KVM-over-
IP)

+ Virtual Media

+ Quan ly Nguon
(Bat/Tat/Reset)

+ Cép nhét Firmware

+ Céanh bao (Email, SNMP)

+ Silicon Root of Trust

+ Tich hop xéc thuc véi dich vu
thu muc (Active Directory /
LDAP)
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+ Ty dong héa & Giam sat qua
API

- C6 sin license phan mém quéan
trj tap trung chinh héng ho trg
cac tinh nng gom:

+ Giao dién quan tri tap trung
HTML5

+ Cho phép quén 1y mot-nhiéu
may chu cling hing sén xuat

+ Gi4m st va téng hop trang
thai thiét bi may chi, canh béo
(Alerts) dbi v&i may ch tir tht
c4 céc thiét bj vé mot noi.

+ Quén 1y dya trén mau
(Template) d€ dinh nghia va ap

dung cAu hinh cho may chu.
+ Hb trg API
p - Du phong 1+1

Neuon -200-240 VAC

Cim noéng Cho phép cam néng (hotplug)

hogc thay thé |hoic thay thé nong (hotswap)

nong nguén, b cimg
- Hé théng st dung TLS t6i
thidu tir phién ban 1.2 néu quan
tri qua giao dién web; SSH 2.0
néu quén tri qua CLIL
- Tt ca c4c tai khoan quan tri
thiét bi phai dwoc xac thuc,
ddng thori cac yéu 6 sir dung dé
xéc thuc phai thay ddi dugc.

Bao mat - H3 trg xéc thuc hai yéu td
(2FA/TFA) qua RSA hodc
Smartcard
- C6 san Trusted Platform
Module 2.0
- H3 tro kiém tra tinh toan ven
ctia phén cimg: Secured
Component Verification hodc
Trusted Supply Chain

Phuy kién ]?éy (‘iﬁ q}lat lam mat, mount kit
ldp vao ti rack

Bao hanh va

hd tro k¥ 03 nim

thuit

Thiét b

chuyén mach Bo

SAN

Kiéu déng Rackmount

A B§ chuyén mach > 32 cong
Yéu céu

Fibre Channel, trong d6 16 cbng
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d3 active kém theo 16 x Module
quang 32 Gbps SFP

Tu dong nhan dién toc do

Téc dd két  |4/8/16/32-Gb/s véi 32Gb/s bing
nbi thong chuyén dung cho mdi
cbng.
Céng quén tri > 01 x Ethernet 10/100/1000
* |Mb/s Out-of-band
Céc tinh ning Thiét bj hd trg VSAN hodc
tuong Quorng
3 02 ngudn (Du phong), 100 to

Nguon 240 %’AC,(SO et
Bao hanh va
hd tro k§ 03 nim
thuét
Thiét bi lru Bs
trit SAN :
Kjéu déng Rackmount
SO lugng
controller 22
Tinh sin sing C'é,c thao tac .d(')f./ ghj kh?ng‘l.)i
«hi 13i gian doan khi lo~1.mat két noi

’ host port hogc 16i 1 controller
Tong dung tinh téng trén tit ca controller
luong RAM (z 128 GB )
cache
Téng sb + > 8 port FC 32Gbps kém
luong cégg module SFP+ 32Gbps + > 4 port

két ndi dén
host

Ethernet 10GbE loai Base-T
hoic kém module SFP+ 10Gbps

Kha ning m&

Hb tro mo rong s6 lugng 6 dia >
500 disk hodc tong dung lugng

rong ti dia  |> 2,4 PB raw ma khong phai bb
sung controller
Dung lugng > 139 ;I“B.logi SSD hodc NVMe.
usable thi Cov ché Dlstr}buted RAID 6
thidu hodc Dynam1c.p.ool RAID 6
] theo cdng cu sizing chinh hing

86 lugng Cho phép tao va céu hinh >
}ngg éVolume 1000 LUN/volume

Nguon dién

+100-240 VAC, 50 Hz + Céc |
bd ngudn hoat déng theo co ché
du phong N+tM véiN, M > 1

Kha nang
thay thé néng

Céc thanh phan sau phai hot-
swappable hodc hot-pluggable,
khong lam gidn doan hoat dong
doc/ghi: + Disk drive + Power
supply module + Storage
controller
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Néng cép
firmware

Qua trinh ning cap firmware
khong 1am gian doan vigc
doc/ghi clia host vao céc volume

Co ché bao
vé RAM
cache

Storage phai c6 kha néing ctu dir
liéu trén RAM cache khi mét
dién; dit liéu phai dugc ghi
xubng b cumg dy phong riéng,
khong nam trong vung luu dit
liéu cia khach hang

Pbng b6 dir
liéu cache

Dir liéu write trén RAM cache
ctia mdi controller phai duge
dbng bd (mirror) sang controller
khéc trude khi tra tin hiéu thanh
cdng cho host

Mo rong
nlng storage
pool

H3 tro md réng néng (hot-
expansion) ma khong lam gian
doan hoat déng doc/ghi

Cho phép di chuyén online cac

Di chuyén
. volume giita c4c storage pool
online
ma khong anh huéng dén img
volume
dung
Hb tro ty dong phan tang dit liéu
P gifta SSD va HDD; dit liéu dugce
Tinh néng

Auto-Tiering

di chuyén truc tlep gitta hai 16p
ma khong qua phin mém trung
gian

C6 s&n tinh ning tao ban chup

Snapshot tu dong hodc tht cong cho timg
volume/file system
];Ceduphcatlon C6 sin tinh ning Deduplication
. |va Compression
Compression
Giao dién C6 san giao dién quan tri GUI
quan tri va giao dién dong 1énh CLI
HS tro phan mém cua chinh
Tich hop héng gitp 4o hoa thiét bi luu trit
phén mém 4o |ngoai nhu
hoéa Del/EMC/HPE/IBM/Hitachi/N
etApp

Cluster
Storage

HJ tro tinh ning cluster storage
gifra 2 site khac nhau (Active-
Active Storage)

Bao mét quan
tri

Str dung TLS > 1.2 khi truy cép
web; SSH > 2.0 khi truy cép
CLI

X4c thuc tai | T4t ca tai khoan quan trj phai
khoan quan  |dugc xéac thyuc, va yéu tb x4c
tri thuc phai thay dbi dugc
Bao hanh va
hd tro k§ 03 nim
thuét
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Hé thong hru

trit dit li€u B§
Object
Kiéu déng Rackmount
Hé thdng str dung phén mém
thuong mai cta cung hing san
xudt v6i phan cling cia giai
Phin mém hé gl}ép, lfhén% st d}mg cac phién
théng an ma ngudn mo
(Opensource).
License phan mém vinh vién,
khong yéu céu gia han hang
nam.
Thiét bi luu | Hé théng sir dung céc thiét bi
trit hvu trir dang Appliance.

Nguon dién

Thiét bi hoat dong trong dai
dién 4p 200-240VAC, 50 Hz;
c4c bd nguon hoat dong theo co

va dy phong ché du phong N+M véi N, M >
1.
Replication Hb trg replication theo hinh
gifia 2 site thirc Active/Active (mirror 2
site) hodc Active/Passive.
Hb trg kha niing du phong giita
céc site khac nhau, > 8 site hoat
Duphong  |dong nhu mdt hé théng luu trix
gittanhifu  |object duy nhit ma khong can
site st dung gateway; cho phép 13i 1
site bat ky ma dit liéu vén an
toan.
cKh}fl DS n | Cho phép hong dbng thoi 1614
. disk bat ky hoéc 1 node.
cung
E?yn;g;}; a;: H§ trg 'skingl-e namespace trai
site trén nhiéu site khac nhau.
Giao thitc  |S&n c6 giao thirc NFS, S3 ma
truy cép khong cin sir dung gateway.
Tich hop Tich hop v6i Hadoop S3
Hadoop connector.
H3J tro ty bién (custom)
Metadata va |metadata, cho phép gin thé
Tagging (tagging), search va index té1 30

metadata.

Béo v€ vama
héa dit liéu

H§ trg Write Once Read-Many
(WORM) va mé héa dit liéu.

Cén bang tai
tr dong

H3 trg co ché ty dong can bang
dung lugng giita cac node trong
cum khi m¢& rdng ndng tai
nguyén hodc thay b clmg mai.
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C6 san tinh ning Data

Compression |Compression ma khong cin
ndi b phén mém/phan ciing cta bén
thir 3.
Retention  |HO tro tinh niing Retention.
Versioning  |Hb trg tinh niing Versioning.
Life Cycle H5 trgr cl:mh S.éCh quén 1y vong
Managessent doi dit liéu (Life chle
Management Policy).
Quantrihé |C6 giao dién quan tri GUI va
théng giao dién dong 1énh CLIL

Bao mat truy
cip quan tri

Tét ca tai khoan quan tri phai
duoc x4c thuc; cac yeu to xac

thuc phai thay doi dugc.
Cho phép tao va cau hinh
Namespace .
& da namespace c6 dung luong >
144PB.
Ty 1¢ RAM |RAM tOng cua tat ca node trong
so v&i dung |cluster chiém > 0,4% dung

lugng usable

luong usable.

> 302TB (khong bao gdm disk

Dung lugng |~ 1

é ctia cac server quan ly, console,
usable t01 s

‘& protocol server, gateway hodc
thicu

i tuong duong).

Loaivatoc |O cimg HDD dung luong <
d6 6 dia 16TB, toc d6 > 7200 rpm.

g R M3i node c6 bing thong k&t ndi
Sc?crlleg thong front-end > 50Gbps Ethernet

(kém day du module quang).

S6 lugng Khong gi6i han so luong object
object lwu trit trén hé thong.
Chuidnbao  |HO tro tiéu chuin bao mét FIPS

mét dit liéu

140-2.

Yéu cau ban

Hé thdng object storage bao
gdm thiét bi va license ban
quyén (khong ding
opensource), ddm bao sao luu

EEZEE va du phong: - Dung lugng kha
P dung > 302TB - RAID 6 hoic

tuong duong - HO trg giao thic
S3

Béo hanh va

hd trg k§ 03 nim

thuit

Thiét bi

chuyer} mac}l Bb

cho may chu,

luu trit

Kiéudang  |Rackmount

S0 cong yéu cau:
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Yéu cau phan
cing

+ 24 x 25G SFP, 4 x 100G
QSFP100

+ 1 x console ports

Hiéu néng

- Thong lugng xir ly: 2 Tbps full
duplex

- Kha ning xur 1y goi tin
(Packets/Second): 1 Bpps

Tinh ning

Tinh niéng Layer 2:

» 802.1w Rapid Spanning Tree

« 802.1s Multiple Spanning Tree
Protocol

* 4K VLANSs

« 802.3ad Link
Aggregation/LACP

Tinh ning khéc:

« Zero Touch Provisioning
(ZTP)

« ACLs

* QoS

Quan tri

e SNMP vl, v2, v3

* Telnet and SSHv2

Ngudn dién
va phu kién

- H3 trg 2 ngudn du phong néng
100-240V AC, 50/60Hz va quat
du phong néng

- Phy kién: 05 SFP 25G va cép
két noi

-Kém 12 x 10 GE SFP+
Transceiver Module, Short
Range

- Kém 12 day nhay quang OM4
Multimode 5Sm Duplex

- Kém 01 cap DAC 100G dai toi
thiéu 0,5m

Bao hanh va
ho tro k¥
thuét

3 ndm

Phan mém 4o
héa may chu

(Cho 7 may .
chii vat Iy .
phuc vu ao

héa)

Phin mém Hb trg cai dit trén cac may chi

dép tmg cAc vat ly dat Chl'lén ao hoa

yéu cau (x86_64) v6i CPU Intel hodc

AMD.

C6 tinh ning di chuyén néng
cho phép di chuyén may 4o gitra
cac may chu vét ly ma khong
gian doan dich vu.
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Cé tinh ning High Availability
(HA): trong trudng hop may chu
vét ly gép su cb, cac may 4o trén
mdy chu d6 dugc ty dong khéi
dong lai trén cac may chl con
hoat ddng trong cum.

C6 tinh nang Fault Tolerance
(FT) hoic co ché tvong duong
gitp dam bao hoat dong lién tuc
cho cac may ao quan trong.

C6 kha nang di tra may o gifra
c4c may chi khong cing thé hé
CPU

H3 trg di trd méy 4o gitta cic
mdy chu c6 gdn GPU NVIDIA

C6 tinh nang tw dong c4n bing
tai tai nguyén CPU, RAM giira
cac may chu vt ly trong cung
cum 4o hoa.

C6 tinh niing dé quan 1y vong
doi phin mém 4o héa, tr dong
clp nhit va va 10i.

C6 giao dién quan tri tap trung
cho phép cu hinh, gidm sat, sao
luu va quan 1y tit ca cdc mdy
chu vét ly va may ao.

HO tro xay dung template (may
chi mau) dé trién khai nhanh
cac may 4o mdi.

C6 kha ning sao luu va phuc hoi
may ao thong qua co ché
snapshot hogc cong cu backup
tich hop

Ban quyén phan mém &o héa va
ho tro k¥ thuét cho 448 CPU
Core trong 3 ndm

Béo hanh va
ho tro k¥
thudt

03 nam

Giai phap
Tuong ltra co
s& dir liéu
(Database
Firewall)

Goéi

Yéu cau

Phin mém hé thdng tuong lira
co s& dit liéu Ban quyén cho tbi
thidu 08 Processor hodic dap img
cho t6i thiéu 4 x 32 vCPU
OracleDB va 3 x 12 vCPU
MongoDB Enterprise
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C6 kha nang trién khai trén nén
tang VMware ESXi

Co ché chay
du phong

Hé théng phai duoc trién khai
active-standby, hodc active-
active hodc twvong duong

Tinh néng

Béo vé cdc nén tang Database:
MS SQL Server, MySQL,
Oracle, PostgreSQL, IBM Db2,
SAP Sybase, Mongo DB

C6 kha nang thu thép dir liéu tir
bang kiém toan tmg dung hoiic
file (XML, JSON, CSV), chuén
héa va hru trit vao vao kho dir
liéu

HO trg tu dong hoa qua CLI

HO tro tr dng update agent

Ghi lai hoat dong tir ngudi dung
co sO dif ligu va ing dung, bao
gbm ngudi dung c6 déc quyen
thay ddi quan trong, stra doi tai
khoan ngudi ding, thay dbi
quyén han va sy kién dang
nhap/dang xuét

C6 kha nang d4nh gia cau hinh
bao mat co sé dit liéu va phat
trién ké hoach giam thicu kha
thi

Kham pha dir 1iu nhay cdm

Phat hién truy cép dit ligu trai
phép vao dir li€u nhay cam

Theo d6i viéc truy cép va sira
doi dix liéu

C6 kha nang theo doi thay do6i
gia tri trude/sau (CSDL Oracle,
Microsoft SQL Server ).

Phaét hién cac nd luc danh cap
dir liéu tur co so dir ligu.

Phat hién va ngéin chén cac cudc
tan c6ng SQL injection

Giam sat hoat dong cua ngudi
dung cé dac quyen.

Co cac bd chinh sach xdy dung
sén

Co6 thé ty tao cac chinh sach

Canh bao

Cb thé tao hoic stra ddi canh
bao

C6 thé giri canh béo t&i hé thong
syslog

C6 thé diéu chinh cip do cia
canh bao
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Quan Iy, béo |HS tro tich hop véi hé thong

cdo SIEM/Syslog
H3 trg bao cao dinh ky, dinh
dang bao cédo PDF, Excel hoéc
XML hoic turong duong
Cung cép cac ban bio cdo xay
dyng sin

Dich vukém |Cai dit, cau hinh hoan chinh hé

theo théng

Yéuciuvé |Ban quyén phdn mém sir dung

ban quyén va cip nhét trong 36 thang

Bao hanh va

hd trg k§ 03 nim

thuit

Giai phap

Phong chon .

that tﬁoé’t dﬁg . License

liéu (DLP)

Yéu ciu H3 tro da nén tang: Windows,

chung Linux

g 1nh nang Hb trg ngin chén tinh ning chup

ao vé dir s
oA man hinh

liéu
H3 tro kiém tra cac hanh dong
sao chép dir liéu va thuc hién
cac bién phap xir ly nhu ngén
chin, ghi log khi phat hién cac
hanh vi vi pham chinh sach
H3 tro kiém tra céc tac vu in an
va thyc hién cac bién phép xur ly
nhur ngén chan, ghi log khi phat
hién céc hanh vi vi pham chinh
sach
H3 tro kiém soét cac kénh 10 ri
dir liéu: trinh duyét, ¥mg dung,
H3 trg bao vé dit lidu truyén qua
céc giao thirc mang nhu HTTP,
HTTPS, Web, FTP
H5 trg phan loai tai liu tu dong

Eéhf:/s:?lif iz tro r;nﬁuAduqc dinl} nghia

l}’; chinh sach trudc d€ nhan dang dir li¢u.

Quan tri HS, trg phan quyén ngudi ding
quan tr1.
HO tro quén tri trén mdt giao
dién duy nhit.

Tichhop va |HS tro tich hop v6i hé thong

bao cdo SIEM

Hb trg bao céo thdng tin chi tiét
vé viéc truyén dit li¢u.
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H3 tro xuét toan bd bo céo nhat
ky dudi dang tép CSV

Ban quyén va

Hé thong phan mem bao v€ trén
100 thiét bi dau cubi

dichvukém |Ban quyén str dl_u}g Véﬂdich vu
theo hd tro k§ thuét: t6i thiéu 36
thang
Giai phap
Phong chong 200 License

ma ddc tép
trung

Tinh néng
phong chong
virus cho may
chu

Cong ngh¢
chong mé ddc

Béo vé may chu theo thoi gian
thyc, ngén chan ma ddc va cac
phén mém nguy hiém;

Cong r}ghe nhéin dang mé ddc
theo diu hiéu (signature);

Cong ngh¢ quét toi uu, khong
quét lai cac file dd quét trude
do;

Chia sé bd nhé dém khi quét;

Tinh ning
phong chéng
virus cho may
tram

Kiém soat
tmg dung

Quan 1y viéc str dung tmg dung
trén may tinh, khong cho str
dung cac tmg dung khéng an
toan;

Quén 1y quyén truy cép ctia ing
dung vao dit li¢u trén may tinh

Kiém soat

Ngén chin thiét bj két nbi vao

thiét bj ngoai |may tinh theo cong nghé truyén
vi dit liéu;
Kiém soat Bao vé may tinh khi truy cép

truy cip web

web;

Thiét 14p céc chinh loc web,
chan/cho phép truy cép web.

Cong nghé
chong mé dc

Bao vé trude cac moi de doa
dén web, mail;

Phat hién va ngén chén céc thiét
bi két n6i bén ngoai bi nhiem
ma doc.

Cho phép diéu khién x6a dit liéu
trén thi€t bj trong trudng hop
can thiét;

Phin mém két ndi hoat dong
riéng biét, co chinh sach riéng.
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Bao vé mang

Tudng ltra ca nhén;

HS tro tinh ning phat hién cac
cudc tan cOng mang

Ra quét luu lugng mang dé dua
ra c4c canh bao nguy hiém

B 2 A I'4 R . ’:
a0 Ve Cal  \Tinh ning bao mit cho céc thiét
thiét bi di 5 .. 3
: bi di dong;
dong

Quan ly tap trung céc thiét bi di
dong trén cung giao dién phén
mém quan ly cac may chii may
tram.

Giao dién ho
trg

Hb trg giao dién tieng Anh;

HO trog giao dién tiéng Viét.

Tinh ning
nang cao

Kha néng
phat hién va
phan tng su
¢ (EDR)

Yéu cau vé
kién trac

HS tro quan 1y thong qua giao
dién web

Yéu cau vé
tinh néng
phan hoi

Cung cap kha ning cb lap diém
cudi voi phéan con lai clia mang
trong trudng hop xay ra su co an
ninh, nhu'ng van duy tri két nbi
quén ly v&i may chil quan tr

Yéu cau vé

c4c thanh

phén dugce

bao vé

Hé didu hanh Ho trg cac hé dicu hanh may

dugc hd trg

cht: Windows Server 2012R2,
2016, 2019, 2022;

H3 tro céc hé diéu hanh may
tram: Windows 7SP1, Windows
8, Windows 10, Windows 11;

HO tro hé diéu hanh Linux,
Mac;

Hé diéu hanh mobile (Android,
i0S)

Yéu cau vé
tinh néng
quan tri tap
trung

Phan mém
quan tri

Quan tri, giam st va bao cédo
tap trung tlr cong cu quan tri,
cung cap thong tin tbng quan v
céc so li¢u thong ké trang thai
bao vé cta hé thong;
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H3 tro trién khai méy chi quan
tri theo ché do cluster ho#ic
failover cluster, dam bao tinh
sin sang cao cho may chu;

Cho phép cai dat, g& b6 phén
mém diét virus tir xa;

Theo doi kiém soét c4c 15 hong
bao mat.

Bao cdo tinh
trang hoat
dong

B4o cdo tinh trang 14y nhiém
virus trong hé thong;

Cho phép tuy chinh céc bdo cdo;

Dat lich tr dong gt béo céo vao
email cho ngudi quan tri;

Cho phép trich xut, hru trit cac
béo cdo.

Ban quyén va

Béan quyén cho 200 thiét bi

dich vu kém |Ban quyén sir dung, dich vu hd
theo tro k thuat: tbi thiéu 36 thang
Giai phap
10 Quanr 1y truy License
cdp 16p mang
(NAC)
Yéu cAu Glfll phap’ cung cap co Ache kiém
soat & gidm sat hoat dong
chung A
chung cua mang
Giai phép c6 the trién khai v6i
co ché out of band
Giai phap hd tro trien khai kiém
Kha ning soat truy cép mang ma khong
tridn kha yéu cau thay dbi ve cAu hinh ha
tang switch két ndi thiét bi dau
cudi hién tai
Hb trg kha néng thu thdp thong
, . tin thiét bi dau cudi theo cac
Tinh ning ; .
41 pha phuong thic sau:
glal phap - Profiling
- SNMP

Kiém so4t truy cap st dung
Access Control List

Cung cap co ché @ quan 1y va
cap quyen truy cip an toan cho
c4c thiét bi khach

Hé thdng c6 kha ning kiém tra
va danh gié tuéin thi th1et bi dau
cubi bao gom: phan mém chéng
vi-rat/ phin mém chéng ma
d6c/gian diép, ban va

Hé théng phai c6 giao dién quan
tri
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H& trg co ché thong béo qua
SMS va email

Ban quyén va [Ban quyén: 100.
dichvukém [Béan quyén st dung, dich vu hd
theo tro ky thuat: t5i thidu 36 théng
Giai phap
quén ly tai .
11 khoan dic Goi
quyén (PAM)
Tinh néng Trién khai duoc trén méi truong
giai phap 40 hoa hodc may chu vét ly
Tao nhém ngudi dung va phan
quyén cho timg nhém (role-
based access)
M3 héa mat khau theo chuén
AES-256
Tu dong thay dbi mat khau dinh
ky
HS tro cac hinh thitc ding nhap:
RDP, SSH, Web portal
C6 sin chirc ning déap ung viée
quan 1y phién két ndi ca & ché
d6 real-time (xem tryuc tiép
phién truy cép)
Ngit phién truy cip hoic khéa
tai khoan ngudi ding khi cin
thiét
Tich hop hé thdng gidm st an
ninh (SIEM)
Xac thuc qua AD/LDAP,
RADIUS
Dual Control — kiém soat truy
cép hai 16p
C6 hd trg Single Sign-On (SSO)
Bén quyén va [Ban quyén cho 10 user & Dich
dich vu kém |vu hd trg k¥ thuat: t5i thiéu 36
theo thang
Giai phap
12 |tudng lua ing Bo
dung (WAF)
Yéu cdu vé
phén cimg
Kiéu déng Rackmount

Giao dién ket
noi

> 2 cbng Gigabit Ethernet Ports

Giao dién két
noi

> 8 cOng 10Gigabit Ports
(SFP+) kém theo 4 module
quang 10 GbE SR

Cong
Console

>1cong
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Memory

(RAM Size) | >20B
O cimg luu
>
trit > 240GB
Hi€u nang
thiét bi
Thong luong |
L4 >30 Gbps
Thong huong
L7 > 30 Gbps
SSL TPS
(RSA 2K) > 25000
Concurrent
Layer 4 > 1.000.000
Connections
Concurrent
Layer 7 >240.000
Connections
Tinh niing hd |nén dit liéu giao thirc
tro HTTP/HTTPS
HO trg IPv4 va IPv6
Thiét bihd  [SSL/TLS Offloading (hoic SSL
trg Termination)
Active/Passive hodc
i i ActiV(?/Active
Ngudn dién |2 nguén AC

Thuét toan
cén bang tai

Hb tro Round robin, Weighted
round robin, Least connections
hodc tuong duong

Tinh néng
tuong ltra tmg
dung web

+ Giai phap ngén chdn dugc cac
tan cong ung dung pho bién -
OWASP Top 10

+ Bao mit API

+ Giam thiéu mbi de doa theo
thoi gian thuc

+ C6 churc néng ty ddng phat
hién va ngén chén cac hinh thirc
tn cong do tim mat khiu(brute-
force, credential stuffing) cac
trang déng nhép cua img dung

+ B4o vé ning cao chdng bot

+ Thiét bj c6 chirc ning kiém
tra, bdo v¢, phat hién va ngén
chin céc hinh thirc tin céng
Cookie

Quantri &
Tich hop

Giao dién quan tri GUI + CLI
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Béo cdo thoi gian thuc, log

H3 tro tich hop tinh ning SNMP

+ X4c thuc: SAML, LDAP,
RADIUS hoic twong duong

Yéu cdu vé
ban quyén va
bao hanh, hd
tro k¥ thuat

Thiét bj c6 ddy da ban quyén st
dung céc tinh ning bao mét
néng cao: Anti Malware, tinh
ning bao méat ing dung Web,
tinh ning dinh danh IP (véi co
s& dir liéu chéng tin cong tai
thoi diém tai thdi diém con ban
quyén)

Bao hanh va ho tro ky thuat: 03
nam

13

May chu vat
1y phuc vu a0
héa trién khai
cac giai phap
ATTT

Kiéu déng

Rackmount

S6 lugng
CPU

> 02

Loai CPU

Téi thiéu tir 5th Generation
Intel® Xeon® Scalable
Processors

Chi s0 trén

+ 86 lugng Core trén 1 CPU >
12

mdi CPU |+ Tdc d6 > 2,4 GHz
7 + B nhé dém L3 > 30MB

E;nngg% ¢6 sin > 256GB

Dung lugng

01 thanh hé trg > 32GB

A

mhe A > 16 slots

&nll\l/lnang ECC hoidc Advanced ECC
- S6 luong > 01
- S6 lugng Port trén Card > 02
- Téc d6 trén mdi Port: > 10

Card NIC 10 |Gbps Optical

GbE - M3i port c6 sin module quang
SR > 10 Gbps dugc cung cép
béi chinh hing san xudt may
chu

Card NIC 1 1 gg ia‘é 256 luong Port RJ45

GbE =
- C6 san tinh ning boot PXE

Card HBA |- Sb luong > 01
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- Loai card: Dual Port Fibre
Channel (FC) Adapters

- Form Factor/Chuén: PCI
Express

- Téc dd cong > 32 Gbps Fibre
Channel

- Mbi port c6 sdn SFP 32 Gbps
di kém

Luu trit

- 86 lugng 6 cimg > 02

- Loai 6: SSD

- Db bén: 1 DWPD

- Dung luong trén 1 0 > 480 GB

Card RAID

- Dung luong Cache > 8 GB

-C6sanRAIDO, 1,5

Hg¢ diéu hanh
ho tro:

Cho phép cai dit tat ca céc hé
diéu hanh, phan mém sau:

- Windows Server phién ban
2019 hodc mai hon.

- Ubuntu phién ban 20 hodc méi
hon

- Red Hat Enterprise
Linux/Oracle Linux phién ban
8.6 hodc mai hon

- Vmware ESXi/vSphere phién
ban 7.0U3 hodc méi hon.

Quan tri

- Port management > 01 port
RJ45 out of band

- C6 sin license: hd tro day du
tinh nang quan tri ndng cao bao
gom:

+ Virtual Console (KVM-over-
1P)

+ Virtual Media

+ Quan ly Ngudn
(Bat/Tat/Reset)

+ Cép nhét Firmware

+ Canh bao (Email, SNMP)

+ Silicon Root of Trust

+ Tich hop xéc thuc vé6i dich vu
thu muc (Active Directory /
LDAP)

+ Tu d6ng hoa & Gidm sat qua
API

- C6 sé&n license phin mém quan
tri tip trung chinh héng ho tro
cac tinh ndng gém:

+ Giao dién quan tri tp trung
HTMLS

+ Cho phép quan ly m@t-n}}iéu
may chu cung hing san xuét
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+ Giam sét va tong hop trang
thai thiét bi may chd, canh béo
(Alerts) dbi véi may chi tir tht
ca céc thiét bi v& mét noi.

+ Quan ly da trén mau
(Template) d¢ dinh nghia va ap
dung cau hinh cho mdy chu.

+ Hb trg API

Nguén

- Dy phong 1+1

- 200-240 VAC

Cim nong
ho#c thay thé
nong

Cho phép cém noéng (hotplug)
hogc thay the néng (hotswap)
nguodn, 0 cung

Bao mat

- Hé théng st dung TLS t6i
thiu tir phién ban 1.2 néu quan
tri qua giao dién web; SSH 2.0
néu quéan tri qua CLL

- Tét ca céc tai khoan quan tri
thiét bi phai duoc xac thuc,
dbng thoi cac yéu tb sir dung dé
xéc thuc phai thay dbi duge.

- H tro xé4c thue hai yéu t6
(2FA/TFA) qua RSA hoic
Smartcard

- C6 sin Trusted Platform
Module 2.0

- H3 tro kiém tra tinh toan ven
ctia phan cimg: Secured
Component Verification hodc
Trusted Supply Chain

Phu kién

Qﬁy du quat 1am mat, mount kit
13p vao tl rack

B?O hanh va
ho tro k¥
thuit

03 nim

14

Phén mém 2o
héa may chu
(Cho 2 May
chu vat ly
phuc vu a0
héa trién khai
céc giai phép
ATTT)

Géi

Phan mém
dap ting cac
yéu cau

HO trg cai dit trén cac may chu
vét Iy dat chudn 4o hoa
(x86_64) v6i CPU Intel hodc
AMD.

C6 tinh ning di chuyén néng
cho phép di chuyén maéy 4o giita
cac may chu vét ly ma khong
gian doan dich vu.
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Cé tinh nang High Availability
(HA): trong truong hop may chu
vat 1y gap su cb, cac may 4o trén
mdy chi d6 duoc tu dong khoi
dong lai trén cac may chu con
hoat d6ng trong cum.

C6 tinh nang Fault Tolerance
(FT) hoic co ché tuong duong
giup dam bao hoat ddng lién tuc
cho cac méy 4o quan trong.

C6 kha niing di tra may 4o giita
céc may chii khong cung the hé
CPU

HO tro di trd mdy 4o gilfa cac
may chu c6 gan GPU NVIDIA

C6 tinh nang tu dong c4n bing
tai tai nguyén CPU, RAM giira
cac may chu vat ly trong cung
cum a0 hoéa.

C6 tinh néng dé quéan ly vong
doi phan mém 4o hoa, tu dong
cip nhit va va 10i.

C6 giao dién quén tri tap trung
cho phép cAu hinh, gidm sét, sao
luu va quan 1y tit ca cac may
chu vat ly va méy 4o.

H3 tro xay dung template (may
chit mau) d€ trién khai nhanh
cac may ao méi.

C6 kha ning sao luu va phuc hdi
may ao thong qua co ché
snapshot hodc cong cu backup
tich hop

Ban quyén phin mém 4o héa va
ho trg k¥ thuat cho 48 CPU core
trong 3 ndm

Béo hanh va

hd trg k§ 3 nim

thuét

Ban quyén hé

15 |diéu hanh Gé6i

may chi
License Windows Server

Yeu ciu Standard phién ban méi nhét
cho 2 may chi. M6i may chu
gb6m 24 CPU core.

Bao hanh va

hd tro k¥ 3 nim

thuat
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DVCC ndp kém Tai liéu k¥ thuét chinh hang (datasheet/catalogue) véi san
phém chao gla

1.2. Yéu cdu vé dich vu “Ldp ddt thiét bi; cai ddt; kiém tra, hiéu chinh thiét bi;

tich hop hé thong va dao tao hudng ddn sic dung Cam két

1.3. Yéu cdu vé dich vu “Dao tao hwong dén stk dung”: Cam két
1.4. Cdc yéu cau khdc

1.5. Ban vé: Cam két

1.6. Kiém tra va thir nghiém: Cam két

. Ngdy  thang  ndm 2025
bAI DIEN HGP PHAP CUA CONG TY
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CAM KET CUA PON VI CHAO GIA

Kinh giri: Ban Kinh doanh Giai phdp CNTT — Chi nhanh Céng ty Cong nghé

thong tin VNPT

Céin etk hé so yéu cdu chao gid ciia Quy Ban gii Cong ty .... ;
Chung t6i, Cong ty ...

Dia chi tai:

M s6 thué:

S dién thoai lién hé:

Cam k&t cac ndi dung sau:

1. Nhimng thong tin ké khai trong H so chio gi4 14 trung thyc;

. Khong dang trong qua trinh thyc hién tha tuc giai thé hodc b thu héi gidy ching
nhén dang ky doanh nghiép, l‘<hong thudc truong hop méit kha ning thanh toan
theo quy dinh ctia phép luét vé phé san;

. D4 thuc hién nghia vu ké khai thué va ndp thué cia nim tai chinh gén nhat so
v6i thoi di€ém ndp ho so chao gia;

. V& ning luc kinh nghiém: D4p tng hoan toan va c6 ké khai day dt kém theo;

5. V& pham vi cung cip: Dép tmg yéu cau cla hd so yéu cau chao gia;

. V& yéu ciu k¥ thuat: Pap (g hoan toan theo yéu cdu cua hd so yéu ciu chao
gia, co chi tiét tuyén bo dap tmg kém theo;

. Vékiém tra va thir nghiém: Pam bao dat yéu cau ciia ho so y€u cau chao gia,

8. V& bao hanh, bao tri, hd trg k¥ thuat: Dap tmg hoan toan theo yéu cau cua ho so
yéu cau chao gié;

. V& tién dd thyc hién: Cam két thoi gian thuc hién hgp dong dép Umg yéu ciu cia
ho so yéu cau chao gié;

10. Neu dugce lya chon chung t6i s€ thuc hién day du cac yéu cdu néu trong YCCG,

trién khai dam bao tién d6 va chét lugng yéu ciu;

11.Cac cam két khac: Cam két dap tmg ddy du tit ca cac ndi dung yéu cdu cta
YCCG.

12. Trudng hop chiing t6i c¢6 c4c hanh vi sau day thi chung tdi s&€ bi danh gia khong
dam bao uy tin khi tham gia chao gia va chju trach nhiém bdi thuong néu c6 phét sinh
v& tai chinh trong viéc tham du thau va ky két trién khai hop dong ctia Quy Ban véi
Khach hang (voi diéu kién phat sinh tai chinh do co lién quan dén cac hanh vi chiing t6i
giy ra din dén viéc Quy Ban khong trién khai duoc hop ddng voi Khach hang hoic
1am &nh huéng dén viéc trién khai hop ddng ctia Quy Ban v6i Khach hang), cic hanh
vi gdm:

- Sau khi ndp ho so chao gia va trong thdi gian c6 hiéu luc cia ho so chao gia,
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chung t6i c¢6 vén ban rut Hb so chao gia hodc tir chéi thue hién mot hodc cac cong viee
da dé xuét trong H so chao gia theo yéu cdu ciia YCCG;

- Chuing t6i khong tién hanh hogc tir chéi thuwong thao, hoan thién hop ddng theo
thoi han quy dinh trong thong bao méi thuong thao hoan thién hop ddng cta Quy Ban,
trir truong hop bat kha khéang;

- Ching toi khong tién hanh hoic tir chdi ky két hgp ddng sau khi thuong thao
hoan thién hop ddng, thoi han ky két hop dong theo yéu cdu cia Quy Ban, trir trudng
hop bét kha khang”;

- Chung t6i khong thyc hién bién phép bao dam thyc hién hop ddng theo quy
dinh.

Néu vi pham nhitng cam két trén, chiing t6i hoan toan chju trach nhiém truéc Phép
luét.

...y Ngay  thang  ndm 2025
DAI DIEN HOP PHAP CUA CONG TY
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